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Abstract

This dissertation examines key challenges in firms’ data security, focusing on board
interlocks, scientific disclosures, and audit offices, through an analysis of secondary data from
multiple sources.

In Chapter 1, | examine whether spillover effects of data breaches present themselves
through board interlocks. In testing this, |1 empirically show that interlocking to previously
breached firms or firms that will experience a breach, puts focal firms at a higher risk of
experiencing a breach. The findings show a dark side of interlocking, and contribute to the
corporate governance, spillover effects, data security, and social capital literatures.

In Chapter 2, I investigate how exposure to data breach risk affects firms’ issuance of
scientific publications. In doing so, I examine how peer breaches impact firms’ publishing
decisions. | argue that firms publish less to avoid signaling valuable intellectual property,
revealing an indirect economic cost of data breaches. This study contributes to the literature on
non-financial disclosures, and answers calls for more research on publishing incentives and
non-traditional disclosures.

In Chapter 3, | move the focus to audit offices and assess the effect of audit offices’
cybersecurity experience and range of industry experiences on their clients’ breach likelihood.
| find that clients are more likely to experience a breach when the audit office has had a
previously breached client or will have a breached client. However, this breach likelihood is
decreased when auditors have a broad industry range. This study contributes to the
cybersecurity research within the auditing literature and to the literature on the effects of audit
office experiences. Also, it is valuable to regulators in the public domain.

Taken together, these three chapters are relevant and timely given the increased impact
and significance of data breaches. As such, these studies should have a contemporary appeal
to both academics and practitioners.



Resumen

Esta tesis examina los principales desafios en la seguridad de los datos de las empresas
centrandose en las interconexiones (interlocks) de los consejos de administracion, las
divulgaciones cientificas y los auditores externos, a traves de un analisis de datos secundarios
de multiples fuentes.

En el Capitulo 1, analizo si los efectos secundarios de las filtraciones de datos se
manifiestan a través de las interconexiones (interlocks) entre los miembros de los consejos de
administracion. Con este analisis se demuestra empiricamente que las conexiones con empresas
que previamente han experimentado una filtracion o con aquellas que experimentaran una
filtracion el futuro, pone a las empresas focales en un mayor riesgo de sufrir una filtracién. Los
resultados muestran un “lado oscuro” de las interconexiones via consejos de administracion y
contribuyen a los estudios sobre gobierno corporativo, el contagio de practicas via miembros
del consejo de administracion, seguridad de los datos y capital social.

En el Capitulo 2, investigo como la exposicion al riesgo de filtracion de datos afecta a
la publicacion de resultados cientificos por parte de las empresas. De este modo, examino cOmo
las filtraciones de datos entre pares impactan las decisiones de publicacion de las empresas.
Sostengo que las empresas publican menos para evitar revelar propiedad intelectual valiosa, lo
que revela un costo econémico indirecto de las filtraciones de datos. Este estudio contribuye a
los estudios sobre divulgacion no financiera y responde a la demanda de mas investigacion
sobre incentivos de publicacién y divulgacion no tradicional.

En el Capitulo 3, redirijo el enfoque hacia las oficinas de las firmas de auditoria,
evaluando el efecto de su experiencia en ciberseguridad y en la industria de sus clientes sobre
la probabilidad de filtracion de datos de sus clientes. Los resultados indican que los clientes
son mMas propensos a experimentar una filtracion cuando su auditor pertenece a una oficina que
ha tenido, o tendra, un cliente afectado por una filtracién. Sin embargo, esta probabilidad de
filtracion disminuye cuando los auditores tienen una amplia experiencia en la industria. Este
estudio contribuye a la investigacion en ciberseguridad y su relacion con los auditores externos
y su experiencia a nivel de oficina. Ademas, los resultados son de relevancia para los
reguladores.

En conjunto, estos tres capitulos son especialmente relevantes y oportunos debido al
creciente impacto y la importancia de las filtraciones de datos. Por ello, sus resultados deberian
resultar de interés tanto para la comunidad académica como para los profesionales.
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Introduction

In a world where technology evolves at the speed of light, the risk of data breaches is
dramatically increasing. Data breaches have become so prevalent, reaching a record high of
$4.88 million globally in 2024. The significance of these events warrants further investigation
into the leading factors, and the effects these events have on firms. This dissertation aims to

address questions related to data breaches and accounting from different perspectives.

In the first chapter “The Dark Side of Board Interlocks: Evidence from Data Breaches”
| test whether non-breached firms are protected against breaches when interlocked, through
board members, to firms that have or will experience a breach. Board interlocks have been
associated with positive and negative spillover effects (e.g., Bizjak et al., 2009; Cheng et al.,
2021; Chiu et al., 2013; Kang, 2008) and prior studies have shown that the effect of data
breaches is not exclusive to breached firms (Ashraf, 2022; Islam et al., 2022). However, board
interlocks have been underexplored in the context of cybersecurity risks. This study builds
upon prior research and investigates the impact of interlocking on the risk of data breaches.
The results indicate that interlocking leads to negative spillovers by exposing non-breached
firms to higher likelihoods of experiencing a breach. They are more pronounced when the
breach is internal rather than external and when firms have more interlocks. The presence of
interlocked breached female directors or interlocked breached directors who also serve on the
audit committee is associated with a lower breach likelihood, indicating their effective
engagement in cybersecurity matters. Additional analysis indicates that the presence of low-
quality or high-quality directors on boards increases the breach likelihood, indicating that our
results are unlikely to be driven by director quality. Moreover, the presence of breached
suppliers increases the likelihood of breaches for firms, highlighting the negative consequences

of operating within the same supply chain.



In the second chapter “Becoming Invisible? Data Breach Risk and Scientific
Publications” I examine the effect of peer breaches, in the same state and industry, on firms’
issuance of scientific publications. Prior studies have investigated the effect of data breaches
on firms’ corporate innovation (Lattanio & Ma, 2023) and firms’ investment in corporate
governance (Ashraf, 2022), however, the effect on firms’ scientific disclosure behavior remains
largely unstudied. To understand the incentives that drive scientific disclosure decisions and
the economic consequences of data breaches, I test whether firms’® publishing frequency
changes when exposed to higher breach risks. The use of peer breaches, which are exogenous
to the non-breached firms, mitigates the endogeneity concern that breached firms might directly
react to a breach. The results indicate that increased breach risks drive firms to issue less
scientific publications. This could be interpreted as a risk-mitigation strategy adopted by firms
to protect their intellectual property (IP). To understand whether breach risk affects other non-
financial disclosures beyond scientific publications, | test the effect on trade secret disclosure.
Consistent with the previous argument, | find a decrease in trade secret disclosure, which is in
line with firms disclosing less IP-related content when faced with increased risks of data

breaches.

In the third chapter “Audit Offices’ Cybersecurity Experience and Industry Range” I
investigate the effect of audit office cybersecurity experience on audit clients in pre and post
cyberattack periods. Although auditors are not required to provide assurance on their clients’
cybersecurity practices (Li et al., 2024), current auditing standards require auditors to play a
significant role in cybersecurity (CAQ, 2019; Hamm, 2019). A breach to one client may be
interpreted as auditors failing to properly evaluate a client’s internal control over financial
reporting, a failure that could spill over to other clients of the same audit office (Li et al., 2024).
Alternatively, auditors of breached clients gain first-hand cybersecurity experience and may

become more knowledgeable in areas that include information technology management



actions, internal controls, etc. (Li et al., 2024; Smith et al., 2019). By focusing on the informal
spillover channel, through sharing the same audit office, | examine whether cybersecurity
information may be shared. By doing so, | examine whether audit offices act as knowledge
intermediaries or as risk intermediaries. Additionally, | test the effect of auditor industry range
on client likelihood of experiencing a data breach, to determine whether a broader range of
industry experiences plays a significant role in this setting of data breaches. Findings suggest
that clients are more likely to experience a cyber incident when their audit office has had a
previously breached client or will have a breached client. However, this breach likelihood is

decreased when auditors are identified as having a broad range of industry experiences.

The methodological approach of this dissertation is quantitative, using regression
analysis (i.e., logistic and OLS) and other advanced statistical techniques to test the hypotheses
and examine the relationship between key variables across the three studies. In all chapters, |
use U.S. secondary data extracted from different sources: Privacy Rights Clearinghouse (PRC),
Institutional Shareholder Services (ISS), Audit Analytics, Compustat, CRSP, 10-K reports,

Arora et al. (2024a, 2024b, 2021), and Kogan et al. (2017).

Overall, this dissertation contributes to the literatures on data security, corporate
governance, spillover effects, social capital, non-financial disclosures, and auditing. It provides
insights for boards, management, regulators, and shareholders, suggesting that interlocking
boards and audit offices can act as risk spillover mechanisms for data breaches. Additionally,
it provides insights for policy makers and potential investors by suggesting that data breaches
affect firms’ scientific disclosures, consequently imposing indirect economic costs. All three
chapters provide evidence that data breaches do not only affect the breached firms, but spill

over to other firms.



Introduccion

En un mundo donde la tecnologia evoluciona a la velocidad de la luz, el riesgo de
filtraciones de datos esté creciendo drasticamente. Las filtraciones de datos se han vuelto tan
comunes, alcanzando un récord de 4,88 millones de ddlares a nivel mundial en 2024. La
magnitud e importancia de estos sucesos justifica una investigacion mas profunda sobre los
factores principales y los efectos que estos sucesos provocan en las empresas. Esta tesis tiene
como objetivo abordar cuestiones relacionadas con las filtraciones de datos y la contabilidad

desde diferentes perspectivas.

En el primer capitulo, “El lado oscuro de las interconexiones (interlocks) de los
consejos de administracion: Evidencia de las filtraciones de datos”, pruebo si las empresas no
afectadas por filtraciones estan protegidas contra las filtraciones cuando tienen conexiones, a
través de miembros del consejo de administracion, con empresas han tenido o tendran una
filtracion. Las interconexiones o interlocks del consejo de administracion se han asociado con
“efecto contagio” tanto positivos como negativos (p. ej., Bizjak et al., 2009; Cheng et al., 2021;
Chiu et al., 2013; Kang, 2008) y estudios previos han demostrado que los efectos de las
filtraciones de datos no se limitan exclusivamente a las empresas afectadas por la filtracion
(Ashraf, 2022; Islam et al., 2022). Sin embargo, hasta la fecha los efectos de las interconexiones
de los consejos de administracion en el contexto de los riesgos de ciberseguridad han sido poco
explorados. A partir de los resultados de investigaciones previas, este estudio analiza el impacto
de los interlocks en el riesgo de filtraciones de datos. Los resultados indican que las
interconexiones conducen a un efecto contagio negativo al exponer a las empresas no afectadas
por la filtracion a una mayor probabilidad de experimentar una filtracion. Estos efectos son
mas importantes cuando la filtracion es interna en lugar de externa 'y cuando las empresas tienen
mas vinculos entre los miembros del consejo de administracion. La presencia de consejeras

mujeres vinculadas a consejos de empresas afectadas por la filtracion o de consejeros



vinculados a consejeros que forman parte del comité de auditoria se asocia con una menor
probabilidad de filtracion, lo que indica la participacion efectiva de estos consejeros en temas
de ciberseguridad. Un andlisis adicional indica que la presencia de miembros del consejo de
“baja” o “alta” calidad en los consejos de administracion aumenta la probabilidad de filtracion,
lo que indica que nuestros resultados no estan, probablemente, influenciados por la calidad de
los directores. Ademas, la presencia de proveedores afectados por una filtracion aumenta la
probabilidad de filtraciones para las empresas relacionadas, resaltando las consecuencias

negativas de operar dentro de la misma cadena de suministro.

En el segundo capitulo “;Volverse Invisible? Riesgo de Filtraciones de Datos y
Publicaciones Cientificas”, investigo el efecto de las filtraciones de datos de empresas entre
pares, en el mismo estado e industria, sobre la publicacion de resultados cientificos por parte
de las empresas. Estudios previos han analizado el efecto de las filtraciones de datos sobre la
innovacion de las empresas (Lattanio & Ma, 2023) y sobre la inversién de las empresas en
gobierno corporativo (Ashraf, 2022). Sin embargo, el impacto de estas filtraciones sobre el
comportamiento de divulgacion cientifica de las empresas sigue siendo, en gran medida, un
area poco explorada. Para comprender los incentivos que guian las decisiones de divulgacién
cientifica y las consecuencias econémicas de las filtraciones de datos, este capitulo investiga si
la frecuencia de publicacion de las empresas de sus resultados cientificos cambia al estar
expuestas a mayores riesgos de filtraciones. El uso de filtraciones de empresas entre pares, las
cuales son exdgenas a las empresas no afectadas por la filtracion, mitiga el problema de
endogeneidad de que las empresas afectadas por la filtracion puedan reaccionar directamente
ante una filtracion. Los resultados indican que un mayor riesgo de filtraciones induce a las
empresas a reducir la decision de publicar sus resultados cientificos. Esto podria interpretarse
como una estrategia de mitigacion de riesgos que las empresas adoptan para proteger su

propiedad intelectual (PI). Para entender si el riesgo de filtraciones influye en otras



divulgaciones no financieras mas alla de las publicaciones cientificas, también se estudia el
efecto sobre la divulgacion de secretos comerciales. En linea con el argumento anterior, los
resultados indican una disminucion en la divulgacion de secretos comerciales, lo cual
concuerda con la idea de que las empresas divulgan menos contenido relacionado con la Pl

cuando se enfrentan a un mayor riesgo de filtraciones de datos.

En el tercer capitulo “Experiencia en Ciberseguridad y en Mdltiples Industrias de las
Firmas de Auditoria”, estudio el efecto de la experiencia en ciberseguridad de las firmas
auditoras, a nivel de oficina, sobre los clientes de auditoria en los periodos previos y posteriores
a un ciberataque. Aunque los auditores no estan obligados a proporcionar aseguramiento sobre
las practicas de ciberseguridad de sus clientes (Li et al., 2024), los estdndares actuales de
auditoria exigen que los auditores jueguen un papel importante en materia de ciberseguridad
(CAQ, 2019; Hamm, 2019). Una filtracién en un cliente podria interpretarse como un “fallo”
de los auditores al evaluar los controles internos sobre la informacidn financiera de un cliente,
lo cual podria repercutir en otros clientes de la misma firma de auditoria (Li et al., 2024).
Alternativamente, los auditores de clientes afectados por una filtracién adquieren experiencia
directa en ciberseguridad y pueden volverse mas conocedores en areas relacionadas con la
gestion de tecnologia de la informacion y controles internos (Li et al., 2024; Smith et al., 2019).
El analisis del canal informal de contagio de informacion que supone utilizar la misma firma
auditora y la misma oficina, permite investigar si la informacion sobre ciberseguridad puede
ser compartida via auditor. De este modo, el capitulo examina si las oficinas de auditoria acttan
como intermediarios de conocimiento o intermediarios de riesgos vinculados a los

ciberataques.

Ademas, con el objetivo de determinar si la experiencia en maultiples industrias del
auditor afecta a las filtraciones de datos, en el estudio se estudia el efecto que dicha experiencia

tiene sobre la probabilidad de que el cliente experimente una filtracion de datos. Los resultados



indican que los clientes tienen mayor probabilidad de experimentar un incidente cibernético
cuando la oficina de su firma auditora ha tenido un cliente previamente afectado por una
filtracion o tendra un cliente afectado en el futuro. Sin embargo, esta probabilidad de filtracion

disminuye cuando los auditores tienen experiencia en multiples industrias.

El enfoque metodoldgico de esta tesis es de tipo cuantitativo, utilizando analisis de
regresion (OLS y regresion logistica) y otras técnicas estadisticas avanzadas para contrastar las
hipotesis y estudiar la relacion entre las variables clave de los tres estudios. En todos los
capitulos, utilizo datos secundarios de EE. UU. extraidos de diferentes fuentes: Privacy Rights
Clearinghouse (PRC), Institutional Shareholder Services (ISS), Audit Analytics, Compustat,

CRSP, informes 10-K, Arora et al. (2024a, 2024b, 2021) y Kogan et al. (2017).

En términos generales, esta tesis contribuye a los estudios de seguridad de datos,
gobierno corporativo, efecto contagio en el ambito del gobierno corporativo y auditoria, capital
social, divulgaciones no financieras, y auditoria a nivel de oficina. Los resultados son de
potencial interés para los consejos de administracion, la gerencia, los reguladores y los
accionistas, sugiriendo que los miembros de los consejos de administracion y los auditores
externos, mediante sus interconexiones, pueden actuar como mecanismos de “transmision” de
riesgos ante filtraciones de seguridad de datos. Ademas, los resultados relativos al efecto que
las filtraciones de seguridad de datos tienen sobre las divulgaciones cientificas de las empresas,
resultando en costes econdmicos secundarios, son relevantes para potenciales inversores,
reguladores y responsables politicos. En conclusion, los tres capitulos ofrecen evidencia de que
las filtraciones de datos no solo afectan a las empresas que las sufren, sino que también se

transmiten a otras empresas.






Chapter 1

The Dark Side of Board Interlocks:

Evidence from Data Breaches

ABSTRACT

This paper examines whether spillover effects of data breaches present themselves through
board interlocks. By definition, breached firms have had their confidential data intentionally or
unintentionally exposed to unauthorized parties. Data breaches put affected firms at risk
because of the proprietary nature of the breached data. However, the effect is not exclusive to
the breached firm and can spill over to interlocked focal firms. On one hand, interlocking may
mitigate the risk of data breaches by facilitating the transfer of information and knowledge that
enhances data security management. On the other hand, interlocking might increase the
likelihood of breaches if interlocked directors are not well-equipped to share information or are
too occupied to effectively disseminate the acquired knowledge. We find that focal firms are
more likely to experience a data breach if they are interlocked to a firm that has already
experienced a breach or that will experience a breach in the future. The breach likelihood is
more pronounced when the breach is internal rather than external. Further, the higher the
number of interlocks, the greater the breach likelihood. Additional analysis indicates that the
presence of low-quality directors on boards increases the likelihood of a focal firm
experiencing a breach more than the presence of high-quality directors. However, the spillover
effect is mitigated in the presence of interlocked female directors with prior or post breach
experience, consistent with the notion that female directors are more risk-averse and have
strong firm monitoring behaviors. Also, the presence of directors who are either executives or
also serve on the audit committee of the focal firm decreases breach likelihood, which provides
evidence that executives and audit committee members actively engage in data security
matters. Moreover, the presence of breached suppliers increases the likelihood of breaches for
firms, highlighting the negative consequences of operating within the same supply chain.
Overall, our study sheds light on how data breaches spread through the interlock network.

Keywords: Data breaches, board interlocks, spillover, internal breach, external breach.



1. Introduction

According to the IBM Cost of Data Breach Report 2023, the average cost of a data breach
in 2023 was $4.45 million, representing a 15% increase over the previous three years (IBM,
2023). Despite increased security investments, managerial efforts, and resource allocation to
combat cybersecurity breaches, breaches continue to increase in number and severity (Garg,
2020; Rothrock et al., 2018). Breaches have become so prevalent that only the breaches with
the largest impact (i.e., Equifax, Target, Sony, and Facebook) make headlines (CSIS, 2021;
Héroux & Fortin, 2022). Reported breaches generally expose a large amount of sensitive
personal information and cost companies millions of dollars in both direct and indirect costs
(Lietal., 2018). Following a security breach, firms must manage public scrutiny and reputation
damages (Li et al., 2018). More than 20% of breached firms experience substantial drops in
revenues, customers, and business opportunities (CISCO, 2017). In a recent report, the U.S.
Securities and Exchange Commission (hereafter, SEC) indicates that information security
should be prioritized and is a perennial focus area (SEC, 2024). Even though firms are working
to combat data breaches and research studies seek to disentangle the root causes of the breaches

and their associated losses, these breaches continue.

To combat breaches, firms have established cybersecurity frameworks. Building a firm-
wide cybersecurity framework is not simply a process of security software installation, but a
complex endeavour that involves technological and organizational pieces (Yeoh et al., 2022).
As such, cybersecurity risk is no longer the sole responsibility of the information technology
department (Rothrock et al., 2018). Rather, cybersecurity should be strategically addressed
from the top down, and boards of directors are expected to place cybersecurity as a top priority
(Garg, 2020; Rothrock et al., 2018). While IT experts on the board could help with
cybersecurity governance, firms have had difficulty finding these qualified individuals for their

boards (Bonime-Blanc, 2017; Héroux & Fortin, 2022).
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Accordingly, the board at-large must play an important role in influencing a firm’s
cybersecurity governance. Board members have exclusive access to monitoring and decision-
making information (Cheng et al., 2019), oversee the management of cybersecurity, and ensure
the protection of personal and other sensitive data (Bonime-Blanc, 2017; Héroux & Fortin,
2022). With this in mind, we seek to examine whether shared board memberships, or
“interlocking boards” (Cai et al., 2014; Chiu et al., 2013), can have an impact on data security.
Board members are regarded as a “trusted source”, with whom information sharing is
acceptable and the shared information is considered valid (Johansen & Pettersson, 2013). Also,
board members manage cybersecurity risk (Bonime-Blanc, 2017; Héroux & Fortin, 2022) and

contribute to the overall governance of the firm (Hauser, 2018).

Building on governance relationships, studies based on social capital theory provide
invaluable insights into how connections impact firms (e.g. Kim & Cannella, 2008; Kor &
Sundaramurthy, 2009) by creating social networks that shape governance practices (Bertrand
etal., 2000). Social capital theory traditionally emphasizes the bright side of social connections
(Bianchi, 2018; Intintoli et al., 2018; Lin, 2002) however, social ties can also have a dark side
(Bruynseels & Cardinaels, 2014; Carrera et al., 2017; He et al., 2017; Portes, 1998; Van Deth
& Zmerli, 2010). Board interlocks, among the most studied types of social networks, have been

associated with positive and negative spillover effects (Bizjak et al., 2009; Kang, 2008).

Using the incidence of data breaches as our key variable, we investigate whether and how
board interlocks affect the spread of data breaches. We choose interlocked firms’ data breaches
as our setting because, besides being an important economic question to address, data security
is a significant risk faced by firms (Ashraf, 2022). Additionally, the relation between this risk
and firm governance is not clear and is difficult to understand (Rajgopal & Srinivasan, 2016).
As security breaches become increasingly unavoidable, firms may choose to respond to them

only after their occurrence (Sonnemaker 2019), rather than proactively taking actions to

11



prevent their occurrence. This implies a reactive, rather than a preventive, approach when
dealing with security breaches. Ettredge and Richardson (2003) show that focal firms’ exposure
to risk might be heightened when connected to breached firms. As such, breached firms may
represent a plausible exogenous signal of security risk (or protection) to the connected focal
firms. Accordingly, interlocked firms’ data breaches represent a unique setting to evaluate
whether connected board members take real actions to reduce exposure to such risks. To the
best of our knowledge, no prior studies have investigated whether board interlocks impact the
likelihood of data breaches. More specifically, this study aims to investigate whether board
interlocks benefit connected focal firms by lowering their likelihood of experiencing a breach,

or whether they put them at a higher risk of experiencing a breach.

While the evidence is clear that breaches can negatively impact breached firms, these
effects are not exclusive to the breached firm and can impact, either positively or negatively,
other firms (Garg, 2020). Research also indicates that focal firms may benefit from data
breaches experienced by their breached peers. For example, Ashraf (2022) finds that following
a breach, companies employ cybersecurity experts on their top management team to enhance
their governance over cyber risk. Moreover, IT and cybersecurity processes are not transparent,
and firms may rely on private channels to learn about other firms’ practices. One way to
indirectly facilitate this communication could be through board interlocks. As indicated by
prior research, board interlocks can create knowledge spillovers between connected firms
(Cheng et al., 2019). Furthermore, communication between the expert outside board members
and interlocked members can lead to knowledge spillovers regarding management of and
actions to minimize security risks (Cheng et al., 2021). Also, interlocked directors can transfer
corporate practices, behavior, experiences, and knowledge within their network of connected

firms (Chiu et al., 2013; Stuart & Yim, 2010).
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Although positive effects have been noted in association with board interlocks, studies have
also indicated the downside of interlocks. Interlocked directors might poorly monitor the firm,
and their independence might be compromised, thus exposing the firm to certain risks (Fich &
Shivdasani, 2006; Larcker et al., 2005). Further, interlocking to firms that commit financial
reporting fraud might expose non-accused interlocked firms to reputational penalties (Kang,
2008). Prior research indicates that earning management practices are more pronounced for
firms interlocked to others undertaking these practices (Chiu et al., 2013). Also, firms have a
higher likelihood of backdating stock options if interlocked to firms that have previously done
so (Bizjak et al., 2009). Overall, the evidence suggests that poor practices may spread through

networks of connected firms, as interlocked directors can learn and transmit these practices.

While the literature indicates that interlocking can have both positive and negative effects,
its specific impact in the context of data breaches remains unclear. On one hand, learning may
accrue, and directors will be better able to address a firm’s weaknesses and protect it from
facing the same consequences of the breached firm. On the other hand, even after experiencing
a breach, directors might not understand or engage enough and may not be able to benefit the
focal firms. The economic and reputational consequences of data breaches are severe and

understanding breach-related spillovers is important.

Our main results suggest that being connected through interlocked directors, to breached
firms or firms that will experience a breach, exposes the focal firms to higher likelihoods of
experiencing a breach. This suggests that interlocks are positively associated with the focal
firm’s risk of data breaches. Furthermore, we find that our results are more significant when

the breaches are internal rather than external. Previous studies have distinguished between two

! Following prior studies, breaches were identified as internal or external based on their description. Physical loss,
unintended disclosure, payment card fraud, insiders, and unknown are classified as internal breaches. Portable
device theft, hacking, and stationary theft are classified as external breaches (Higgs et al., 2016; Islam et al., 2022).
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categories of data breaches: internal and external (e.g., Feng & Wang, 2019; Higgs et al., 2016;
Islam et al., 2022) and have emphasized the need for further research on the various types of
breaches firms encounter (Hartmann & Carmenate, 2021). This distinction is crucial for firms
to understand the factors that attract or deter external attackers and those associated with
internal data security issues. Even though we acknowledge that we cannot provide conclusive
causal evidence on the effect of board interlocks on data breach likelihood, the extensive set of
analyses that we conduct offers reassurance that the association between interlocking and data

breach risk is unlikely to be spurious.

We examine whether interlocked board member attributes have an impact on the likelihood
of a breach. We find that the presence of a female director with prior or future breach
experience on the board of a focal firm, reduces the likelihood that the focal firm will
experience a breach. This is consistent with prior literature that shows that women are more
risk-averse than men (Croson & Gneezy, 2009) and enhance boards’ monitoring (Adams &
Ferreira, 2009) and effectiveness (Nielsen & Huse, 2010). Additionally, we find that when the
interlocking director is a member of the audit committee of the focal firm, the focal firm’s
likelihood of a data breach decreases. While audit committee members are responsible for
ensuring that the firm complies with public and regulatory expectations concerning the
protection of confidential data (Lanz, 2014), our results provide evidence that audit committees
have an impact on data security. Further, the presence of at least one interlocked breach-
experienced executive decreases the breach likelihood, which aligns with SOX requirements
for executives and boards’ increased attention to governance over IT controls (Li et al., 2007).
Overall, we document that director attributes are important in mitigating the spread of data
breaches and provide preliminary evidence that these director attributes lead to a lower

likelihood that the focal firm will experience a breach.
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Moreover, our results indicate that firms with a greater number of board interlocks have a
higher likelihood of experiencing a breach, consistent with the notion that spillovers are more
likely as inter-firm connections increase (Kang, 2008). Furthermore, as data security breaches
can impact an entire supply-chain (Rajagopal, 2019; Symantec, 2019), we test and find that a
firm’s breach likelihood rises in the presence of a breached supplier. To address alternative
explanations for our findings, we assess whether interlocked directors’ intrinsic quality—rather
than their breach experience—drives the observed effects. We measure director quality based
on tenure, age, and IT expertise. Prior IT expertise, and tenure and age greater than the median
reflect a higher quality (Fairchild & Li, 2005; Hartmann & Carmenate, 2021; Poletti-Hughes
& Martinez Garcia, 2022). Our results show that boards with low-quality interlocked directors
face a higher breach likelihood than those with high-quality directors. Additionally, we employ
a propensity score matching technique to address potential selection bias, confirming that our
results hold and are not merely a consequence of a firm’s deliberate choice to interlock with a
breached firm. Overall, interlocking in the context of data breaches is detrimental; however,

we provide a more nuanced view of when and how interlocks spread and mitigate breaches.

Our study makes several contributions to the literature. First, we contribute to the corporate
governance literature. Prior research questions whether boards of directors take data security
seriously (Rajgopal & Srinivasan, 2016). Certain studies provide unclear evidence (e.g.,
Lawrence et al., 2018; Richardson et al., 2019), while Ashraf (2022) proves that, in the context
of peer breaches, boards take cyber risk seriously. In contrast, looking at connected firms in
the pre and post breach periods, we provide evidence that board interlocks alone do not seem
to protect firms from experiencing a breach. This is further supported by board busyness, which
limits their engagement in data security matters. Second, we contribute to the empirical
literature on spillover effects, and we examine risk spillovers across firms. We provide

empirical evidence that data security risks negatively spill over across interlocked firms. Third,
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we contribute to the data security literature by examining whether and how the effect of
interlocks varies by breach type (internal vs. external). We find that in the setting of interlocked
firms, an internal breach to one firm, increases the breach likelihood of a focal firm by a greater
extent compared to an external breach. Finally, our study contributes to the social capital
literature by showing another “dark side” of social connections. Overall, given that breaches
represent an increasing economy-wide risk, our study is relevant and timely and should be of

interest to both academics and practitioners.

Our study proceeds as follows. In section 2, we present background on the data breaches,
spillovers, board interlocks, data security, and social capital-related literatures and, and we
position our study through our hypotheses’ development. In section 3, we present the sample
selection and the empirical research design. We present our analysis in section 4. Finally, we

provide concluding remarks in section 5.

2.1. Literature Review

2.1.1. Data Breaches

Several studies have investigated the impact of data breaches on breached firms. For
example, negative abnormal returns have been noted following a breach disclosure (e.g., Amir
et al., 2018; Goel & Shawky, 2009; Gordon et al., 2011). Further, while extreme data breaches
can cause catastrophic losses, the average breach is associated with negative market reactions
and limited economic losses (Richardson et al., 2019). On average, the total cost of a single
breached record has been estimated at $225, which includes the costs of lost customers and
forgone business opportunities resulting from negative reputation effects after reporting the
breach to the victims (Ponemon Institute, 2017). The decrease in a breached firm’s sales has
been estimated at 33%, which is attributed to either a complete loss of customers or a decline

in customer purchases (Janakiraman et al., 2018). Cyberattacks disrupt business operations,
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expose firm records, data, and assets, and eventually lead to losses of customers, revenues, and

business opportunities (CISCO, 2017; SEC, 2024).

Data protection initiatives have become a priority for almost every company and the
increased use of information technology is accelerating the prevalence of data breach incidents
(Walton et al., 2021). These attacks have attracted practitioner, academic, regulator, and media
attention (Ettredge et al., 2018). As academics have examined this area, five key cybersecurity
topics have dominated the research landscape: cybersecurity risk disclosure; information
security governance; cybersecurity investment; customer, auditor, and manager responses to
data security breaches; and the market’s reaction to cyberattacks, and spillover effects (Walton
et al., 2021). As the effects of a data breach are not isolated to the breached firm, we seek to
determine whether they would spillover from breached firms to connected focal firms and in

so doing add to the information security governance and spillover streams of literature.

2.1.2. Spillover Effects

Prior studies have documented different aspects of data breach spillover effects. Garg
(2020) investigates the effect of cyberattacks on cash holdings of affected firms. The results
indicate that not only breached firms increase cash holdings following a breach, but also focal
peer firms, suppliers of the affected firms’ big clients, and firms with geographical proximity
to the attacked firms’ headquarters (Garg, 2020). Islam et al. (2022) find that following the
announcement of cybersecurity breaches at breached firms, the expectations of rival firms’
investors are affected. The latter is reflected by higher abnormal trading volume in these firms.
This spillover effect is mitigated by the presence of chief information officers at competing
firms (Islam et al., 2022). Ashraf (2022) finds that following a data breach, focal peer firms
employ a cybersecurity expert on their top management team. This enhances their governance

over cyber risk and eventually reduces future internal control material weaknesses (Ashraf,
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2022). Although spillover effects in the context of data breaches have been studied from

different angles, they have not been addressed in the context of board interlocks.

2.1.3. Board Interlocks and Data Security

The main objective of our study is to determine whether interlocking affects the risk of data
breaches spilling over from breached to focal firms. As board members oversee the
management of cybersecurity (Bonime-Blanc, 2017; Héroux & Fortin, 2022), they are held
accountable for cyber incidents and any related legal implications that might follow (Von
Solms & Von Solms, 2018). Vincent et al. (2019) identify competent IT monitors as having
either IT expertise or IT experience. IT expertise is gained through education and training,
enabling the board member to better guide and supervise IT risks (Vincent et al., 2019), while
IT experience is gained through exposure to IT-related operations and enhanced through
exposure to IT-related failures such as data breaches (Benaroch & Chernobai, 2017). Of course,
board members with first-hand experience are better suited for involvement in IT surveillance
(Jewer & McKay, 2012; Yayla & Hu, 2014), better understand the extent and significance of
data breaches (Ashraf et al., 2020), and are better able to advise on data-related risks. However,
prior studies on information security governance indicate that board members generally lack

necessary IT expertise and experience (Ashraf et al., 2020; Héroux & Fortin, 2022).

If board members lack the necessary technical/cybersecurity experience (Aguilar, 2014),
an important source of information for them could be the expertise and experience of other
board members at their other directorships (Cai et al., 2014), especially those who have
experienced breaches in prior periods. Communication with IT-experienced board members
helps firms lower their IT-related risks (Cheng et al., 2021; Karpovich, 2002). Bizjak et al.
(2009) indicate that one important mechanism that could facilitate the communication and flow

of information across firms is shared directors (i.e., interlocking boards). We focus on board
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interlocks for three reasons. First, board members have access to monitoring and decision-
making information, beyond what is directly available, within their networks (Cheng et al.,
2019). Second, board members oversee IT and cybersecurity risk management (Bonime-Blanc,
2017; Héroux & Fortin, 2022) and play a role in the firm’s governance (Hauser, 2018). Third,
and most importantly, it is not clear what impact, if any, board interlocks would have on firm

data security.

2.1.4. Board Interlocks and Social Capital

Research based on social capital theory offers significant insights into how board interlocks
affect firms (e.g. Kim & Cannella, 2008; Kor & Sundaramurthy, 2009). Shared directors form
a social network among firms, where the governance practices of these firms influence each
other, like how behaviors in other social networks are shaped by their members (Bertrand et
al., 2000). A social network is the channel through which social capital is formed, maintained,
and utilized (Javakhadze et al., 2016). Mainstream social capital theory emphasizes the positive
effect of social connections (Lin, 2002), as supported by prior studies (e.g., Bianchi, 2018;
Intintoli et al., 2018). However, ‘sociability cuts both ways’ (Portes, 1998, p.18), and while
there is a bright side to it, a dark side also exists (Bruynseels & Cardinaels, 2014; Carrera et
al., 2017; He et al., 2017; Van Deth & Zmerli, 2010). Among the most studied types of social
networks, board interlocks are associated with positive and negative spillover effects (Bizjak
et al., 2009; Kang, 2008). As our main objective is to determine whether interlocking affects
interlocked firms’ breach likelihood, we rely on social capital theory to assess whether the

bright side or the dark side of social connections in the form of board interlocks would prevail.

A network perspective can be applied for teams, individuals, and firms, enabling the
examination of almost any social system defined by connections between entities (Borgatti &

Ofem, 2010). The network lens acknowledges the web of relationships that provides
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opportunities and imposes constraints on actors (Borgatti & Ofem, 2010), affecting their
economic outcomes (Granovetter, 2005). Network theorists examine the relationships that
firms have with other firms, such as the relationship through common directors. This relation
could be described as a “flow” which reflects the transmission of tangible and intangible
elements through interactions (Borgatti & Ofem, 2010). Flows are not measured, instead they

are inferred from relational and interactional data (Borgatti & Ofem, 2010).

Social capital is defined as the benefit derived from an individual's position within a
network of relationships (Burt, 2005), and it is positively related to the diversity of information
available within the network and the transfer of knowledge among the members (e.g. Anderson,
2008; Reagans & McEvily, 2003). An individual’s social capital reflects the existing and
potential resources embedded in and obtained through their network of relationships (Nahapiet

& Ghoshal, 1998).

Board interlocks create valuable connections between firms, fostering the transfer of
information, resources, knowledge, experiences, behaviors, and organizational practices within
the network (Brown et al., 2019; Chiu et al., 2013; Omer et al., 2020; Stuart & Yim, 2010).
This transfer reduces information acquisition costs (Caiazza et al., 2019). Haunschild (1993)
found that corporate managers imitate acquisition activities performed by firms connected to
them through shared board members. Likewise, Gulati and Westphal (1999) determined that
the likelihood of forming strategic alliances is influenced by relationships between outside
directors and CEOs. According to Srinivasan (2005), directors serving on multiple boards have

incentives to work well in each assigned position, and this is rewarded in the labor market.

Firms with inside directors appointed as outside directors for other firms exhibit higher
market-to-book ratios, better operating performance, more cash holdings, less earnings

management, and improved acquisition decisions compared to peers without such board
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appointments (Masulis & Mobbs, 2011). Multiple directorships may enhance a director's
reputation as an indicator of the board member’s abilities (Fama & Jensen, 1983). Additionally,
busy boards? have been associated with superior firm value for listed firms and for firms
requiring major advising (Field et al., 2013; Loderer & Peyer, 2002). Moreover, interlocked
boards equipped with cybersecurity risk information can assess managers’ remediation
strategies, force resource allocation to address unresolved concerns, and, in cases of

noncompliance, employ disciplining tools (Ashraf et al., 2020).

Although the mentioned studies largely indicate positive effects of board interlocks, social
connections are not always advantageous and, as mentioned above, can have a dark side.
Interlocking could compromise board members’ keen attention to management, weakening
their monitoring abilities and exposing the firm to avoidable risks (Fich & Shivdasani, 2006).
For example, Dhaliwal et al. (2010) found that multiple social connections degrade directors’
monitoring abilities, leading to lower accruals quality. Additionally, reputational penalties
could spill over from firms that commit financial reporting fraud to non-accused interlocked

firms (Kang, 2008).

Financial reporting behaviors appear to spread across board-connected firms, as
demonstrated by Chiu et al. (2013), who found that earnings management is more pronounced
for firms that share a director with another firm undertaking such practices. Board interlocking
has also facilitated option backdating, whereby firms connected by a board member to another
firm that has previously backdated stock options, have a higher probability of following the
same path (Bizjak et al., 2009). Carrera et al. (2017) found a negative relationship between

audit committee members’ financial reporting quality and their social capital. Besides,

2 “[Blusy boards [are] defined as those in which a majority of independent directors hold three or more
directorships” (Field et al., 2013, p. 63).
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malevolent cooperations, including criminal groups might stem from social connections

(Harraka, 2002).

Studies investigating the impact of multiple directorships on firm performance indicate that
“busy” directors lack sufficient time to dedicate to their responsibilities at each firm,
consequently harming firm performance (Ahn et al., 2010; Brown et al., 2019; Cashman et al.,
2012; Falato et al., 2014; Fich & Shivdasani, 2006; Hauser 2018). The Non-Executive
Directors Association recommends allocating a day and a half per week to each board seat
(Brown et al., 2019). Therefore, it comes as no surprise that over-boarded directors might be
inattentive and ineffective (Brown et al., 2019). Busy boards have been associated with lower
market-to-book ratios and profitability (Fich & Shivdasani, 2006), and weaker compensation
monitoring (Core et al., 1999). Also, busy boards make poor acquisition decisions as evidenced
by lower M&A announcement returns (Ahn et al., 2010). Over-committed boards may be too
busy to effectively advise and monitor the firm (Cashman et al., 2012; Erel et al., 2021). Also,
they are more likely to skip board meetings (Jiraporn et al., 2009). The presence of multiple
interlocked directors on a board may therefore negatively affect firms, increasing their risk of
data breaches. As identified through this discussion, whether board interlocks have a positive

or a negative impact in the context of data breaches is yet to be determined.

2.2. Hypotheses Development

While prior research has examined spillover effects of interlocked boards from different
angles, it has not addressed whether breached firms impact the connected focal firms’
likelihood of experiencing a breach. This study aims to investigate whether board interlocking
reveals a bright side benefitting connected focal firms by lowering their likelihood of
experiencing a breach, or whether it reveals a dark side putting them at a higher risk of

experiencing a breach.
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As indicated in our literature review above, some studies show that interlocked boards lead
to positive spillovers among firms through improved monitoring (Zhong et al., 2017), helping
firms avoid data breaches or mitigate the effects when avoidance is not an option (Ashraf et
al., 2020). However, other studies indicate negative spillover effects. More specifically, busy
directors might not be able to pay enough attention, providing weak advising and monitoring
(Brown et al., 2019; Cashman et al., 2012; Erel et al., 2021). This tension in the literature is
interesting and we seek to investigate how board interlocks may impact data security risk, as

measured through reported data breaches.

Prior literature points to two possible impacts to data security risk that may result from
interlocked boards. For directors who have experienced breaches at their other firms, learning
could accrue (Ahmad et al., 2020). These members’ confidence in addressing such issues
would rise to the extent that they would promote cyber-related debates within the boardroom
(Schinagl & Shahim, 2020). As a next step, these directors could then disseminate information
from their experience with breach events to their other firms within the network (Gale et al.,
2022). More information has the potential to decrease uncertainty, and connected boards’ first-
hand experience may decrease ambiguity (Cai et al., 2014). The focal firms would then be
better protected against breaches or better able to mitigate the consequences in case the breach
could not be avoided (Ashraf et al., 2020). Hence, firms’ risk of experiencing a breach would
be lower when connected, through board members, to firms that experience breaches. In this
case, social ties represent a medium through which knowledge is exchanged, enhancing

individuals’ skills and competencies, and in turn benefiting the firms (Burt, 1997).

Drawing on social capital theory, we determine a mechanism through which interlocked
directors are linked to data security. Information flows within social networks may enhance

interlocked directors’ monitoring effectiveness. Social capital can function as a disciplinary
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mechanism, incentivizing individuals operating within networks to maintain a good reputation

by adhering to norms of appropriate behavior (Burt, 2005; Javakhadze et al., 2016).

Alternatively, a high likelihood of experiencing a breach may arise if the learning processes
within the organization are ineffective or insufficient to safeguard against emerging breaches.
This inadequacy could stem from a lack of updated knowledge or an inability to adapt to
evolving data security threats. Furthermore, if board members are not strategically positioned
to share critical information, or if they are too occupied with other responsibilities to effectively
disseminate acquired knowledge, the potential negative consequences of inter-firm social ties,
or the 'dark side,' could manifest. In such cases, even if information is available, its transmission
would be hindered. Moreover, when board members lack a comprehensive understanding of
the technical aspects of IT and data security, they may struggle to communicate this
information accurately and efficiently, further impeding the firm's ability to mitigate security

risks.

Boards often hesitate to engage in cybersecurity discussions. If directors’ knowledge in the
area is limited, they may remain silent to protect their ego; if their knowledge is not limited,
they may also remain silent and rely on other knowledgeable colleagues to handle data security
matters, protecting themselves from personal liability (Gale et al., 2022). In Gale et al. (2022),
half of the interviewed directors admitted that because of its mysterious nature and difficulty
of alleviation, cybersecurity is not placed on the board’s agenda unless a cyberattack takes

place.

Additionally, research indicates that even when placed on the board’s agenda, cybersecurity
remains on the periphery and is solely a topic “of interest” rather than an actionable one
(Aguilar, 2014). More often, it is discussed among board members either during board

meetings or via emails. The level of superficiality at which the information is shared reflects
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that, at the board level, there is no awareness about what is really happening, and everyone
assumes that it will be handled by the head of the IT department (Mishra, 2015). Another
explanation for a potential increased breach likelihood is that busy directors might be distracted
by numerous responsibilities (Cashman et al., 2012) to the extent they neglect data protection

matters.

As we consider board interlocks, timing is also crucial in defining the terms of our
investigation. We differentiate between interlocks that took place before the breach occurred
(i.e., Pre), and after the breach occurred (i.e., Post). For firms that were interlocked to firms
that experienced a breach at any point in the three years following the interlock, the breach and
its consequences could be described as “private” information (Cheng et al., 2019). It is
important to recognize that there are risks to interlocking to a firm that has data security
weaknesses that are yet to be acknowledged by the public. A board member’s busyness may
shift the director toward neglecting matters of data security, because the occurrence of an
upcoming breach, and its associated costs, are unknown. Conversely, networks diffuse
knowledge between connected firms, where interlocked directors might better monitor and
advise the firms. Testing interlocks prior to connected firms’ breach experience, we will
determine whether focal firms are “also” at risk of experiencing a breach. To examine this

likelihood, we present the following hypothesis in its null form.

Hla: The likelihood that a focal firm will report a data breach is not associated with

interlocking to a firm that will report a future breach.

For firms that are interlocked to breached firms in any of the three years after the breached
firms experienced their breach, the breach could be described as “public” information (Cheng
et al., 2019). Like the point made in our discussion above, interlocking to a firm that has data

security weaknesses known to the public may have a different impact and should be tested

25



separately. On one hand, economically rational directors would be more attentive following a
breach of another firm within the network, now that the breach’s consequences are known.
Further, with the breach being public, directors might be more attentive to maintain their
reputation. On the other hand, even with the known consequences, busy directors might be
constrained by time and overwhelmed with responsibilities, that they end up neglecting data
matters at other connected firms. As such, we test whether focal connected firms take proactive
actions to evade data breaches. To examine this likelihood, we present the following hypothesis

in its null form.

H1b: The likelihood that a focal firm will report a data breach is not associated with

interlocking to a firm that has reported a breach in the past.

By comparing the breach likelihood of firms connected before the breach (Pre) to firms
connected after the breach (Post), we will be able to identify whether board members take any
action to shield against breaches when they are aware of them. If the breach likelihood is high
when the information is private (Pre) and when it is public (Post), we can say that even when
the risk is known, board members are not adequately using the data security information to
protect their firms, which can be attributed to inefficiencies within their networks or their over-
boarded schedules. This can be interpreted as firms being at risk of experiencing a breach

regardless of whether the interlock took place before or after the connected firm’s breach.

Important distinctions between breaches exist and should be considered. Specifically, the
literature has pointed to two categories, internal and external (Islam et al., 2022). Previous
studies differentiating between these categories found that firms that have risk and compliance
committees are more likely to experience internal breaches, whereas firms with board-level
technology committees are more likely to experience external breaches (Higgs et al., 2016).

The risk aversion level of Chief Information Officers (CIOs) has been negatively linked to the
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probability of experiencing breach incidents, especially when the breach is internal (Feng &
Wang, 2019). In an experiment conducted to understand management’s responsibility
acceptance, a higher degree of acceptance was a better strategy when an external breach
occurred (Tan & Yu, 2018). Studying the effect of focal firms’ breach announcements on rival
firms’ abnormal trading volume, Islam et al. (2022) find the same significant positive effect

regardless of breach type.

Research also indicates that firms that disclose the presence of a ClIO have a higher
likelihood of experiencing both external and internal breaches (Smith et al., 2021). However,
CIO structural capital attributes (i.e., recognized commitment to support IT and multitasking)
and human characteristics (i.e., past technology experience, external board member, CIO
tenure and firm tenure) are associated with internal breaches (Smith et al., 2021). Importantly,
recent research by Hartmann and Carmenate (2021) has called for more research on the

different types of breaches that firms might experience.

Given the significant implications behind breach type in this study, we also investigate
whether the likelihood of experiencing a breach differs based on the breach type. Following
prior studies (Higgs et al., 2016; Islam et al., 2022), we classify physical loss, unintended
disclosure, payment card fraud, insiders, and unknown as internal breaches, and portable device
theft, hacking, and stationary theft as external breaches. As with our prior examination, tension
also exists here. On the one hand, it could be possible that focal firms connected via board
members to externally breached firms will be more attractive to hackers, who might find it
more convenient and easier to attack given that knowledge resources are shared with the focal
firm. On the other hand, it could be possible that focal firms interlocked via board members
with internally breached firms reflect weaknesses in the latter’s internal processes, that can thus
transfer to the connected firms through the social networks. We posit the below hypothesis in

the null form:
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H2: The likelihood of experiencing a data breach does not differ with the type of breach

reported by the breached firm.

3. Research Methods

3.1. Data and Sample Selection

Our study sample is composed of breached and focal U.S. public firms over the period 2007
through 2021. We focus on the US due to its significant influence on corporate governance
globally (Beattie et al., 2012). Following prior research, we rely on the Privacy Rights
Clearinghouse (PRC)? database to extract breach-related data. PRC has been widely used in
many reputable research studies (e.g., Ashraf, 2022; Higgs et al., 2016; Kamiya et al., 2018; Li
et al., 2018; Rosati et al., 2017). PRC reports data on breaches from different sources that
include regulatory bodies (e.g., the Federal Bureau of Investigation and attorney general
offices), verifiable public media sources, customers, and state governments (Say & Vasudeva,
2020). Some breach incidents might not be included in the PRC database because firms are
either unaware of their occurrence or are not required to disclose them based on different

reporting laws (PRC, 2017).

We exclude breaches at government agencies and NGOs due to data limitations (Ashraf,
2022; Kamiya et al., 2018). To supplement our set of breach observations, we obtain board-
related data from the Institutional Shareholder Services (ISS) database, and financial data from
Compustat. Next, to ensure accuracy of the data, manual completion, adjustments and matching
of breach incidents to firm-year observations from Compustat were conducted. Details of our
final sample are included in Table 1. Our final sample includes 18,731 firm-year observations

(Panel B) where 651 breaches (Panel A) and 2,079 firms are represented.

3 We compared the data from PRC with that of Audit Analytics. Results showed an almost complete similarity.
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[Insert Table 1 here]

3.2. Research Design

Based on the hypotheses presented above, we examine the effect a firm may experience
when it is interlocked with a firm that will report a future breach or with a firm that has
previously reported a breach. More specifically, we examine the connected focal firm’s
likelihood of experiencing a breach. To do so, we use a logit model, the most suitable for time-
to-event settings (Cheng et al., 2019; Chiu et al., 2013; Higgs et al., 2016). The model we

specify for our main analysis is presented below.

Logit (Breached it =1) = po + p1 Interlocked Breached Firm Pre it
+ f> Interlocked Breached Firm Post it + f3 Firm Size i1 + fs Leverage it1
+ fs Lossit1 + fe High Tech it + f7 Board Size it + fg Foreignit + fo Merger i +
S1o Industry + p11 Year + ¢

The dependent variable (Breached) is an indicator variable that takes the value of 1 if a
firm has reported at least one breach in a given year t. The main independent variables are
Interlocked Breached Firm Pre and Interlocked Breached Firm Post, both of which are dummy
variables. Interlocked Breached Firm Pre is set equal to 1 if the focal firm is interlocked,
through a shared director, with another firm that will report a breach at any point in the next
three years. Interlocked Breached Firm Post is set equal to 1 if the focal firm is interlocked,
through a shared director, with another firm that has already reported a breach at any point in

the previous three years.

If the coefficient on Interlocked Breached Firm Pre is positive, it would indicate that focal
interlocked firms are associated with a high risk of experiencing a breach through their
connection to firms that are about to experience a breach. Based on hypothesis H1a, this would
lead us to conclude that there is an increased likelihood that a focal firm will report a data

breach when interlocked with a firm that will report a future breach. Alternatively, a negative
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coefficient would indicate that focal interlocked firms have a lower likelihood of experiencing
a breach in the future. If the coefficient on Interlocked Breached Firm Post is positive, this
would indicate that interlocked firms are associated with a high risk of facing data breaches
through their connection to firms that have already experienced a breach. Based on hypothesis
H1b, we would then conclude that there is an increased breach likelihood for focal firms when
interlocked with a firm that has reported a breach in the past. However, if the coefficient is
negative, it would indicate that focal firms have a lower likelihood of experiencing a breach
when connected to firms that have already experienced a breach. The Interlocked Breached
Firm Pre and Post variables are coded 1 only for the focal interlocked firms to capture the

spillover effect from breached to focal firms. In other words, breached firms are coded 0.

To test H2, we replace the dependent variable Breached with Internally Breached and
Externally Breached to determine whether interlocked firms’ likelihood of experiencing a data
breach differs with the type of breach reported by the breached firm. If the coefficients on
Interlocked Breached Firm Pre and Interlocked Breached Firm Post are different, we would

conclude that breach likelihood differs based on breach type.

The two main independent variables are developed at the firm-level by checking whether
there is an interlocked director on the board of directors (hereafter, BOD) of the focal firm that
also served on the BOD of a breached firm in the three-year period leading up to the breach
(Pre), or in the three-year period following the breach (Post). Focal firms with at least one
interlocked director that has experienced a breach, in a given year, are coded 1. For example,
assume that Firm X disclosed a breach in 2015. Also, assume that Firm Y has a board member
that simultaneously served on the board of Firm X during at least one of the following years:
2012, 2013, 2014, 2016, 2017, and 2018. In this situation, Firm Y is the focal firm and the

Interlocked Breached Firm Post variable for that firm is coded 1 in year(s) 2016, 2017, and
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2018, and 0 for all other years. Further, Interlocked Breached Firm Pre variable for that focal

firm is coded 1 in year(s) 2012, 2013, and 2014, and 0 for all other years.

Prior studies show that several firm and board-related characteristics correlate with the
likelihood of firms experiencing a breach (Higgs et al., 2016; Hsu & Wang, 2014; Kobelsky et
al., 2008; Li et al., 2018; Say & Vasudeva, 2020). We utilize the prior literature to identify
relevant control variables for our model. First, given that large firms are more attractive to
attackers than small firms, we control for firm size as reflected through total assets (Higgs et
al., 2016; Li et al., 2018; Say & Vasudeva, 2020). It has also been identified that financially
constrained firms have a higher risk of experiencing a breach due to the limited resources for
adequate IT security investments. To control for financial constraints, we utilize variables that
measure firm leverage and whether a firm has reported a loss (Higgs et al., 2016; Li et al.,
2018; Say & Vasudeva, 2020). We also control for whether a firm is considered high-tech since
these firms generally have higher IT budgets and this may be linked to lower breach likelihoods
(Kobelsky et al., 2008). Since, larger boards have been associated with lower risks of
information security breaches, we control for board size as reflected by the number of directors
on the board (Hsu & Wang, 2014). Variables that represent foreign operations and merger
activities are included to control for business complexity. Dispersed and complex operations
may lead to inconsistent and ineffective controls resulting in higher breach likelihoods (Li et

al., 2018).

To reduce potential endogeneity concerns (i.e., reverse causality), firm size, leverage and
loss are lagged by one year (Bouwman, 2011). Finally, we control for year and industry effects.
Thriving industries present good opportunities for attackers and thus are associated with higher
risks of firms experiencing data breaches (Say & Vasudeva, 2020). Variables descriptions are

presented in Appendix A.
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4. Results

4.1. Summary Statistics

To begin our analysis, we examine the distribution and types of breaches reported within
our sample. This univariate analysis is presented in Figure 1 for our sample period of 2007
through 2021. Breaches caused by hacking are on average the highest over the studied period.
In our sample, the highest number of breaches (113) occurred in 20194, The total number of

internal breaches (382) is greater than that of external breaches (269).
[Insert Figure 1 here]

Table 2 presents information on our sample composition. As indicated in Panel A, the
number of breached firms in our sample is 548. This number is less than the number of breaches
(651) because some firms report more than one breach. In Panel B, we indicate that out of the
548 breached firms, 502 are interlocked. Finally, in Panel C we present the number of breach
incidents per industry. As indicated in Panel C, firms in the Finance and Insurance industry
appear to be the most vulnerable to data breaches, occupying 30.66% of the total breached

firms. This industry is followed by manufacturing (16.61%) and information (11.13%).
[Insert Table 2 here]

Table 3 presents descriptive statistics for our main sample. These statistics indicate that
2.9% of firm-year observations have reported data breaches. Additionally, 24.3% of firm-year
observations are interlocked to breached firms in the 3 years prior to the breach occurrence,
while 25.7% are interlocked to breached firms in the 3 years after the breach occurrence. High
tech firms make up a significant proportion of the total sample (33%). The statistics indicate

that our sample firms have an average leverage ratio of 0.57 and 12.5% of firms exhibit reported

41n 2019, T-Mobile experienced a data breach that affected over 1 million of its customers.
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losses. On average, the natural logarithm of firm size is 8.212 million dollars, which
corresponds to an actual value of 3.685 million dollars in total assets, and the board includes 9
members. In terms of firm complexity, around 31% had foreign operations and 33% engaged

in merger activities.

[Insert Table 3 here]

Table 4 displays the pairwise correlations among the dependent and main independent
variables. Statistically significant (at the 1% level) and positive correlations are observed
between Breached firm and Interlocked breached firm pre and Interlocked breached firm post.
This provides a preliminary indication of the relationship between the dependent variable and
the main independent variables. Consistent with prior studies, we observe a statistically
significant and positive relationship between Firm Size, Leverage, and the dependent variable,
and a negative relationship between Foreign and the dependent variable (Higgs et al., 2016; Li

et al., 2018; Say & Vasudeva, 2020).

Our results for Loss, High tech (negative and significant), and Board Size (positive and
significant) are inconsistent with those of prior studies (Higgs et al., 2016; Hsu & Wang, 2014;
Kobelsky et al., 2008; Li et al., 2018; Say & Vasudeva, 2020). Firms that report losses might
not be an attractive target for attackers, and firms in the high-tech industry might be seen as
difficult targets, thus explaining the negative association with the dependent variable. As for
board size, we can say that members in bigger boards may rely on other colleagues to handle
data security matters to the extent no one ends up taking responsibility, leading to more

breaches and hence the positive relationship with the dependent variable.

[Insert Table 4 here]

4.2. Main findings
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Table 5 Panel A presents the results when we apply our model to the data. Consistent with
our univariate tests, we estimate a statistically significant and positive coefficient (coefficient=
0.803, p-value < 0.01) on the Interlocked Breached Firm Pre variable, suggesting that
interlocked firms have 2.23° times higher odds than non-interlocked firms of experiencing a
breach when connected to a firm that will experience a breach in any of the upcoming three
years. Specifically, the odds of a focal firm experiencing a data breach are approximately 123
percent® higher if the firm is interlocked to a firm that will experience a breach in the future.
An average marginal effect (AME) of 0.021 (Panel B) shows that the predicted probability of
a firm experiencing a breach is higher by 0.021 for firms interlocked to a firm that will
experience a breach compared to non-interlocked firms. Further, interlocked firms have a
statistically significant and positive coefficient (coefficient= 0.620, p-value < 0.01) on the
Interlocked Breached Firm Post variable, suggesting that firms interlocked to a breached firm
in any of the three years after the breach occurrence have 1.867 times higher odds of
experiencing a breach than non-interlocked firms. This could be interpreted as the odds of a
focal firm experiencing a data breach are approximately 86 percent® higher if the firm is
interlocked post-breach to a firm that experienced a breach in the past. The AME in Panel B
reflects that the predicted probability of a firm experiencing a breach is higher by 0.016 for
firms interlocked to firms that experienced a breach, compared to non-interlocked firms. Taken
together, these results provide evidence that leads us to reject Hla and provide preliminary
evidence that interlocking is associated with a significant negative spillover effect on connected
focal firms by putting them at a higher risk of experiencing data breaches in the future.

Additionally, these results provide compelling evidence that focal firms connected to

5 Calculated as: €"0.803.

6 Calculated as: (e70.803 - 1) x 100 = 123.22%.
7 Calculated as: €"0.620.

8 Calculated as: ("0.620 - 1) x 100 = 85.89%.
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previously breached firms are exposed to a negative spillover effect, and this evidence leads us

to reject H1b.

The results in Table 5 also indicate that operating in a high-tech industry, reporting losses,
board size, or merger involvement are not significantly linked to the likelihood of experiencing
a breach within our sample. However, our results do indicate that bigger firms are more likely
to experience a data breach (coefficient=0.334, p-value<0.01), whereas more leveraged firms
(coefficient = -0.444, p-value<0.1) and firms that engaged in foreign operations (coefficient =
-0.295, p-value<0.05) are less likely to experience a data breach. Overall, our results indicate
that interlocking to breached firms does not reduce the likelihood that a focal firm will
experience a breach. Rather, it seems that instead of experience and knowledge transferring
from exposure to data breaches, the risk of breach is being spilled over among connected firms.
This is evident when the breached firm’s disclosure is still private (i.e., Pre) as well as when it
is already public (i.e., Post). As such, we claim that there is a very strong association between
the likelihood that a focal firm will report a data breach when interlocked to a firm that has

already reported a data breach or that will report a breach in the future.

[Insert Table 5 here]

Table 6 presents the results for our test of H2. Internal breaches are defined as those
stemming from within the firm and include instances of fraud involving debit and credit cards,
unintended disclosures, insider malevolent actions by employees, contractors, or customers,
and losses of physical documentation. External breaches originate from outside sources and
include hacking, malware infections, loss of portable devices, and loss of stationary computers.
As mentioned above, prior research has highlighted the differing consequences of internal
versus external breaches, motivating our investigation into this crucial distinction. To compare

the coefficients of our main independent variables (Interlocked Breached Firm Pre and
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Interlocked Breached Firm Post) across the logit regression with two dependent variables, we
run a joint logit regression regressing the dependent variables on the main independent
variables only®. Table 6 presents the logit regression output for each of the two categories of
dependent variables (Internally Breached and Externally Breached). The coefficients of the
independent variables differ significantly across the dependent variables (prob>chi2 = 0.0016).
Differentiating between the coefficients, Interlocked Breached Firm Pre has a coefficient of
1.233 for Internally Breached and 0.928 for Externally Breached. While the coefficient is
positive and statistically significant when interlocking to internally breached firms, it is not
significant when interlocking to externally breached firms. This indicates that firms interlocked
to a firm that will experience an internal breach in any of the upcoming three years have a high
likelihood of experiencing a breach compared to firms that are interlocked to another firm that
will experience an external breach. The coefficients for Interlocked Breached Firm Post for
Internally Breached and Externally Breached are 1.229 and 0.760, respectively, and are both
statistically significant. This means that firms interlocked to a firm that experienced an internal
breach in any of the prior three years have a higher likelihood of experiencing a breach than
firms connected to an externally breached firm. The results indicate that interlocking pre-
breach to internally breached firms only is associated with a higher likelihood of experiencing
a breach, while interlocking post-breach to either internally or externally breached firms is
associated with a higher breach likelihood. Overall, the results show that the likelihood of
experiencing a data breach differs with the type of breach reported by the breached firm,

resulting in the rejection of H2.
[Insert Table 6 here]

4.3. Additional Analyses

® Control variables are not included because only dummy variables are allowed in this type of regression.
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4.3.1. Female Directors

Prior studies have examined the role of women on the board of directors. Enhanced board
effectiveness (Nielsen & Huse, 2010) and monitoring (Adams & Ferreira, 2009) have been
identified for BODs with female directors. Moreover, research indicates that boards with
gender diversity experience increased levels of financial performance and social and ethical
compliance (Francoeur et al., 2008; Isidro & Sobral, 2015). Further explanation for these
previous results indicates that women are more involved in corporate social responsibility
activities than their male counterparts (Williams, 2003), and this has a positive influence on
firm value (Campbell & Minguez-Vera, 2008). Additionally, the presence of women on boards
is associated with higher levels of transparency (Gul et al., 2011; Larkin et al., 2013) and risk-

reporting (Bravo, 2018).

Women’s role on boards has also been recognized in the cybersecurity context. The
percentage of women on boards is positively linked with the presence and degree of
cybersecurity disclosure in annual reports (Radu & Smaili, 2021), and with the disclosure level
of specific cybersecurity aspects (Héroux & Fortin, 2022). Given the impact of women
directors, as an additional analysis, we examine whether the presence of breached interlocked
female directors on the board of a focal firm impacts the focal firm’s likelihood of experiencing
a breach. We combine the pre and post periods for the interlocked breached female variable
since the main analysis showed that they both have the same effect on breach likelihood. We
present the results of this analysis in Table 7. We find that firms, with at least one interlocked
breached female director are less likely to experience a breach, as evidenced by the statistically
significant and negative coefficient (coefficient= -3.592, p-value<0.01). Even though board
interlocks in general increase the breach likelihood, the presence of an interlocked breach-

experienced female director on board decreases the breach likelihood.
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[Insert Table 7 here]

4.3.2. Audit Committee Members

Another key area of interest in the interlock literature relates to the audit committee. Prior
research indicates that firms connected through directors or members of the audit committee
have a lower likelihood of reporting internal control material weaknesses than non-connected
firms, firms operating in the same industry, or firms that share the same auditor (Cheng et al.,
2019). Cheng et al. (2019) also show that prior directors’ experiences outside a firm affect the
work of the firm’s audit committee. Audit committee members with cybersecurity knowledge
and experience carry more weight than their colleagues and are better able to understand the
scope of data breaches through their interactions with management (Ashraf et al., 2020). As
such, audit committee members are well-positioned to provide advice on matters related to
cybersecurity risks (Ashraf et al., 2020). Audit committee membership provides the committee
members with the means to perform their corporate governance responsibilities (Peterson &
Philpot, 2007). For a long time, audit committee members have been navigating data security
risks that firms face (Lanz, 2014). Potential losses push audit committee members to be more
involved in breach-related matters and to identify ways to better manage these responsibilities
(Lanz, 2014). As such, we aim to see whether audit committee members with breach experience

affect the firm’s breach likelihood.

We test whether the presence of at least one director that is on the audit committee (AC) of
the focal firm and connected to a breached firm affects the likelihood of the focal firm
experiencing a breach. We test our main model with this additional independent variable where
we combine the interlocked breached AC pre and interlocked breached AC post variables into
one variable, since the main analysis showed that they both have the same effect on the breach
likelihood. Our results in Table 8 indicate that firms with at least one interlocked breached

director on the audit committee are less likely to experience a breach. This is evident in the
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negative and statistically significant coefficient on the Interlocked Breached AC variable
(coefficient=-3.920, p-value<0.01) compared to firms with no breach-experienced interlocked
AC member. Our results provide preliminary evidence that indicates that aside from
cybersecurity management responsibilities, audit committee members with breach experience

aid in diffusing insights to help firms avoid pitfalls that could lead to data breaches.

[Insert Table 8 here]

4.3.3. Executive Directors

The Sarbanes-Oxley Act (SOX) holds executives of public companies directly accountable
for creating, assessing, and overseeing the effectiveness of internal controls related to financial
reporting and disclosure (Li et al., 2007). With the vital role IT-based systems play in the
success of many firms and due to growing regulatory demands, senior management is
becoming more and more responsible for ensuring IT control effectiveness (Li et al., 2007).
Executive directors include the Chief Executive Officer (CEO), the Chief Information Officer
(C10), the Chief Operating Officer (COQ), the Chief Financial Officer (CFO) and other senior
business executives, such as Executive Vice Presidents, responsible for key business areas. As
SOX requirements have made a significant change with respect to executives and boards’
attention to governance over IT controls, we investigate whether the presence of interlocked
breached executives is associated with a lower breach likelihood for focal connected firms. As
evidenced in Table 9, the coefficient on Interlocked Breached Executive is negative and
statistically significant (coefficient = -3.184, p-value<0.01), indicating a lower breach

likelihood in the presence of breach-experienced executives.

[Insert Table 9 here]
The above tests indicate that female directors, directors on the audit committee, and

executive directors are more incentivized than their social network peers to better monitor
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firms. They appear to use their networks to transfer information and ensure appropriate

behavior and adherence to the norms, showcasing a bright side to social capital.

4.3.4. Number of Interlocks

The number of connections through board interlocks is reflective of information sources
accessible to the connected firm (Haunschild & Beckman, 1998). Akbas et al. (2016) find that
more connected boards provide firms with a competitive advantage by providing insights that
are otherwise inaccessible to less connected boards. Alternatively, more board links to firms
undertaking controversial practices (e.g., option backdating) result in connected firms initiating
the same practices (Bizjak et al., 2009). As spillovers from breached to associated firms may
be more likely to occur with more ties between the accused and non-accused firms (Kang,
2008), we look for whether the contagion effect is positive or negative in our setting (Chiu et
al., 2013). In Table 10, we test the effect of the number of interlocks on the breach likelihood.
We observe that the coefficient on the Number of Interlocks is positive (coefficient = 0.047, p-
value<0.1) and statistically significant at the 10% level. This result supports our main findings
that interlocking seems bad for firms in the context of data breaches, as shown in the
coefficients for Interlocked Breached Firm Pre and Interlocked Breached Firm Post variables
which are positive and statistically significant (coefficient = 0.776 and coefficient = 0.584,
respectively). Together, our results provide evidence that the contagion effect is negative when
it comes to breach likelihoods, and the more interlocks the higher the likelihood that a firm will

experience a breach.

[Insert Table 10 here]

4.3.5. Breaches in the Supply Chain
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Cybersecurity breaches have a detrimental impact not only on the affected firm's market
value, reputation, and financial stability (Gwebu et al., 2018), but also on the broader supply
chain in which the firm operates (Rajagopal, 2019; Symantec, 2019). He et al. (2022) observe
that firms within the same supply chain, referred to as targeted firms, respond strategically to
supply-chain breaches by lowering transaction costs. They achieve this through increased use
of real activities, including managing discretionary cash flows, expenses, and production costs.
He et al. (2023) identify a negative relationship between customers' reported cyberattacks and
suppliers' innovative investments. Moreover, they find that cybersecurity breaches experienced
by customers heighten the likelihood of disruptions in supplier-customer relationships. Given
the interconnected nature of firms within a supply chain, where breaches can negatively affect
not only the breached firm but also impose spillover costs on stakeholders, including customers
and suppliers (Hovav & Gray, 2014), we are interested in examining the impact of breaches
across the supply chain. We examine whether the number of breached customers and suppliers
influences the likelihood of breaches among firms within the same supply chain. Our findings
(Table 11) reveal a positive and significant spillover effect from breached suppliers (coefficient
= 2.361, p-value < 0.05), but not from breached customers, indicating that a higher number of
breached suppliers within the supply chain is associated with a higher likelihood of firms
experiencing a breach. Additionally, we investigate whether the number of suppliers and
customers interlocked with breached firms affects the breach likelihood of these connected
firms. We do not observe any significant results. Overall, our study provides evidence of

negative spillovers from breached suppliers to other firms across the supply chain.

[Insert Table 11 here]

4.4. Robustness Checks

4.4.1. Additional Control Variables
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To provide additional robustness to our results, we follow prior studies and control for the
number of geographic and business segments in a fiscal year (Segments) as a measure of a
firm’s complexity (Li et al., 2018). Firms with more dispersed and complex operations are
expected to have more ineffective controls, thus higher likelihoods of experiencing breaches.
We also use book value to market value (BTM) as an additional measure of a firm’s size
(Ettredge et al., 2018). Finally, we control for Intangibles as firms with more intangible assets
have higher chances of experiencing a breach (Kamiya et al., 2021). We include these
additional controls as a robustness check because the main sample is reduced significantly, due
to data limitations, when these control variables are included. In applying this modified dataset
to our model, we find that Intangibles is significant and positive, in alignment with previous
research. However, our results indicate no significance with respect to BTM and Segments.
More importantly, inclusion of these additional control variables did not have an impact on our
main results. That is, higher likelihoods of experiencing a breach if interlocked pre or post to

the connected firm’s breach remained consistent©,

[Insert Table 12 here]

4.4.2. Director Quality

We run additional tests to rule out alternative explanations and illustrate the robustness of
our results. Interlocked directors might be intrinsically of higher quality compared to non-
interlocked directors, and thus our results might be affected by director quality rather than their
experiences (Cheng et al., 2019). For this reason, we test whether the presence of high-quality
and low-quality directors on the board affect breach likelihood. First, we create a Director

Quality Index (DQI) that includes director’s tenure, age, and IT expertise, all dummy variables.

10 We repeated the main tests without the High-tech variable to address any correlation with the industry fixed
effect. The results remained the same.
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Previous studies determined that these three attributes are characteristics that determine a
director’s quality (Fairchild & Li, 2005; Hartmann & Carmenate, 2021; Poletti-Hughes &
Martinez Garcia, 2022). IT Expertise is coded 1 if a director has prior IT expertise. Tenure is
coded 1 if the director served on the board for a period greater than or equal to the sample
median of 8 years. Age is coded 1 if the director is 63 years old or older (the sample median is

63).

The average score of DQI at the firm level is computed by summing the total DQI scores
of all directors on the board and dividing by the number of directors. The DQI is coded 1 if a
firm has an average equal to or greater than the median DQI-firm level of all firms (that being
1.154). The values for which DQI is above the median are coded as high-quality (HQ) directors,
while those below the median are coded as low-quality (LQ) directors. As indicated by the
results in Table 13, interlocked breached HQ and LQ directors both pre (column 1) and post
(column 2) breach increase the breach likelihood of the connected firm. These results imply
that regardless of whether the board is made up of high or low-quality directors, the effect of
interlocking on the breach remains the same. Thus, we interpret this to mean that our results

are unlikely to be driven by director quality.

To determine which of low-quality (LQ) directors or high-quality (HQ) directors is
associated with the highest breach likelihood, we run simultaneous tests to differentiate
between the magnitudes of these variables. The probability (Prob > chi2) of 0.00 indicates that
the p-value, which is 0.00, is less than the common significance levels suggesting that the null
hypothesis, that the coefficients of HQ and LQ directors are equal, can be rejected at the 0.01
significance level. The coefficients of Interlocked Breached Pre LQ and Interlocked Breached
Post LQ are larger than the coefficients of Interlocked Breached Pre HQ and Interlocked

Breached Post HQ, respectively. These results suggest that while both low-quality and high-
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quality interlocked directors increase the connected firms’ breach likelihood, directors of a

lower quality increase the likelihood by a greater extent.
[Insert Table 13 here]

4.4.3. Propensity Score Matching Technique

As our outcome variable has a relatively low percentage (2.9%) compared to the whole
sample, we also employ a propensity score matching (PSM) technique. We use the nearest
neighbor PSM method without replacement whereby we require that each interlocked breached
observation is matched to one non-interlocked breach observation within a 3% calliper
distance. This method has been used in prior studies (e.g., Ettredge et al., 2018; Smith et al.,
2021). This match is performed to exclude non-interlocked breached firm observations that are
different from the interlocked breached firm observations. This technique allows us to have a
balanced sample of firm-year observations where half of the sample is interlocked to a breached
firm and the other half is not. This results in a sample of 4,313 (4,234) interlocked breached
firms pre (post) matched to 4,313 (4,234) non-interlocked breached firms pre (post). The mean
differences between the treated interlocked group and the matched non-interlocked control

group are balanced for all variables.

Table 14 indicates that our coefficients for both pre and post are statistically significant and
positive. The area under the ROC curve is 0.746 and 0.707 for the pre and post models,
respectively suggesting that the models we used for matching are adequately fit!l. This
technique enhances confidence in our main findings and serves as a method to reduce any bias

that may have been present in the earlier samples that were tested. Collectively, our findings

11 “The empirical receiver operating characteristic (ROC) curve is a standard statistical tool used to evaluate the
performance of a binary classifier” (Lieli & Hsu, 2019, p.100). The area under the ROC curve ranges from 0 to
1, and values closer to the upper boundary reflect fit tests (Qin & Zhang, 2003).
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suggest that the increased likelihood of the focal firm experiencing a breach is due to the
breached firm interlock, pre or post breach occurrence, and not due to other differences between

the treatment and control samples.

[Insert Table 14 here]

5. Conclusion

Our study finds that firms connected to breached firms through shared directors face a
higher likelihood of experiencing a breach, especially when the breach is internal. Notably, the
presence of female directors, directors with audit roles, or executive directors with breach
experience mitigates this risk. Firms with a greater number of interlocks and breached suppliers
are more susceptible to breaches. We conducted additional analyses to rule out alternative
explanations, such as differences in director quality or firm-specific factors unrelated to breach
experience. These analyses support our findings and underscore the need to reinforce data
protection regulations and clarify board responsibilities in data security. While we cannot
definitively establish causality between board interlocks and data breach likelihood, our
rigorous analyses provide compelling evidence that the observed association is not a spurious

correlation.

We provide insights for boards, management, regulators, and shareholders, suggesting that
interlocking board members can act as a risk spillover mechanism for data breaches.
Specifically, when firms share directors with breached firms, a negative spillover effect is
observed, revealing a previously unrecognized drawback of interlocking boards. This effect is
more pronounced when the breach is internal, revealing that security weaknesses within the
firms are mainly responsible for the inter-firm increased breach likelihood. In the pre-period,
this may arise from directors not fully addressing data breach risks, potentially due to a lack of

knowledge in data security matters or information asymmetry. In the post-period, it may result
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from directors not being involved much in security matters or failing to leverage their breach
experience to improve risk management in interlocked firms, possibly due to time constraints.
Consequently, firms remain vulnerable to breaches despite board members’ prior exposure to
them. Additionally, there appears to be a gap between board actions for managing breach risks
and the actual level of risk exposure, leaving firms unprepared to handle data-related attacks
(Higgs et al., 2016). This finding aligns with Ashraf (2022), highlighting the risk that firms
might focus on managing breach consequences rather than strengthening data protection

proactively.

To address these issues, firms could convert data breach risks into learning opportunities
by leveraging board members’ experiences and addressing the root causes of breaches. Ashraf
(2022) suggests that peer breaches should prompt focal firms to mitigate cyber risk. Firms can
use these findings to review and enhance their security practices and risk management
discussions by prioritizing data protection (Garg, 2020; Rothrock et al., 2018; SEC, 2024).
Further, consideration may also be given to Héroux and Fortin’s (2022) findings, which link
certain board characteristics to improved cybersecurity. Specifically, having more female
directors, audit committee members, and executive directors with breach experience could
lower breach risk. Regulatory authorities might consider mandating specific board composition
criteria, such as including at least one female director, one audit committee member, and one
executive director with breach experience, to protect shareholder investments and safeguard

sensitive data.

While contributing to corporate governance literature by examining determinants of data
breaches and interlocking boards, our findings should be evaluated in view of their limitations.
We aimed to capture as many breaches as possible; however, undisclosed breaches may have
led to sample misrepresentation, potentially affecting observed spillover effects. Future

research could extend this study as more data becomes available and consider breach
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magnitude and the cyber vulnerability and defense capabilities of focal firms. Additionally,
examining the barriers to knowledge spillover, such as time constraints, information
asymmetry, or difficulty in applying learned lessons across diverse settings, could yield further

insights into improving data security.
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Figure 1. Time trend of breach types.
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Note: Figure 1 displays the number of breaches of each of the 8 types over the period 2007
through 2021. Payment card fraud (CARD), unintended disclosure (DISC), insiders (INSD),
physical loss (PHYS), and unknown (UNKN) reflect internal breaches. Hacking (HACK),
portable device theft (PORT), and stationary theft (STAT) reflect external breaches (breach
definitions are available in Appendix B).
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Table 1
Sample Selection
Panel A: Data Breach Incidents

N
Total data breach incidents from 2007 to 2021 (Privacy Rights Clearinghouse) 8,047
Less: Not for profit, education, and government organizations -1,441
Less: Duplicate observations and firms not included in Compustat -5,955
Final sample of data breach incidents 651
Panel B: Final Sample
n
Firm-year observations from Compustat 168,623
Director observations from Institutional Shareholder Services 210,682
Final matched firm-level dataset 18,731
Breached firm-year observations 548
Focal firm-year observations 18,183

Notes: Panel A presents the number of breach incidents from 2007 to 2021, and the final sample of breaches used.
Panel B shows the construction of our final sample. The total number of data breach incidents (651) represents all
breaches experienced by firms over the sample period, with some firms experiencing more than one breach in
certain years. The number of breached firm-year observations (548) represents the number of unique firm-year
instances where at least one breach occurred.
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Table 2. Frequencies and percentages within different categories

Panel A. Number of breached and focal firm-year

Year Focal Firms Breached Firms Total

2007 765 25 790
2008 1,088 20 1,108
2009 1,153 15 1,168
2010 1,140 43 1,183
2011 1,173 36 1,209
2012 1,217 38 1,255
2013 1,234 43 1,277
2014 1,245 49 1,294
2015 1,294 26 1,320
2016 1,323 31 1,354
2017 1,341 48 1,389
2018 1,329 62 1,391
2019 1,371 65 1,436
2020 1,328 35 1,363
2021 1,182 12 1,194
Total 18,183 548 18,731

Percent 97.07 2.93 100

Panel B. Breached and Interlocked firm-year
. Interlocked Firm

Breached Firm 0 1 Towl
0 3,360 14,823 18,183

1 46 502 548
Total 3,406 15,325 18,731
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Panel C. Breaches per industry.

Industry Breached Firm
Number Percentage

Accommodation and Food Services 25 4.56%
Administrative and Suppprt_ and Wa_ste 20 3.65%
Management and Remediation Services
Construction 2 0.36%
Educational Services 1 0.18%
Finance and Insurance 168 30.66%
Health Care and Social Assistance 38 6.93%
Information 61 11.13%
Manufacturing 91 16.61%
Mining, Quarrying, and Oil and Gas Extraction 5 0.91%
Not Classified 20 3.65%
Other Services (except Public Administration) 1 0.18%
Professional, Scientific, and Technical Services 15 2.74%
Real Estate and Rental and Leasing 12 2.19%
Retail Trade 54 9.85%
Transportation and Warehousing 13 2.37%
Utilities 7 1.28%
Wholesale Trade 15 2.74%

Total 548 100%

Notes: Panel A presents the number of breached and focal firm-year observations over the studied
period. Panel B includes information about breached and interlocked firm-year observations. Panel
C includes the breaches by industry.
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Table 3. Descriptive Statistics

Variable N Mean Std. Dev. Min Max
Breached Firm 18,731  0.029 0.169 0 1
Interlocked Breached Firm Pret 18,731 0.243 0.429 0 1
Interlocked Breached Firm Post it 18,731  0.257 0.437 0 1
Firm Size i1 18,731  8.212 1.703 3.968 15.035
Leverage i1 18,731  0.570 0.243 0.032 4.350
LosS i1 18,731  0.125 0.331 0 1
High Tech it 18,731  0.331 0.470 0 1
Board Sizeit 18,731  9.310 2.314 1 34
Foreigni 18,731  0.309 0.462 0 1
Merger it 18,731 0.330 0.470 0 1
Interlocked Breached Female ¢ 18,731  0.037 0.189 0 1
Interlocked Breached AC it 18,731  0.051 0.220 0 1
Number of Interlocksi 18,731  2.254 1.838 0 11
Interlocked Breached Executive it 18,731  0.029 0.167 0 1

Notes: This table provides descriptive statistics for the main analysis’ variables. The variables are defined
in Appendix A.
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Table 5: Effect of interlocks on breach likelihood and the average marginal effects.
Panel A: Logit Regression output

Breached firm Coef. St.Err. [95% Conf Interval]
Interlocked Breached Firm Pre it 0.803*** 0.109 0.589 1.018
Interlocked Breached Firm Post j t 0.620*** 0.111 0.403 0.837
Firm Size jt-1 0.334*** 0.035 0.266 0.403
Leverage -1 -0.444* 0.253 -0.940 0.051
LosS it-1 -0.094 0.176 -0.439 0.251
High Techiit 0.123 0.157 -0.184 0.430
Board Size it -0.021 0.024 -0.068 0.026
Foreign it -0.295** 0.115 -0.520 -0.071
Merger it 0.051 0.101 -0.147 0.249
Industry Yes

Year Yes

Constant -7.103%** 0.584 -8.248 -5.958
Pseudo R2 0.174

Observations 18,731

*** p<0.01, ** p<0.05, * p<0.1

Panel B: Average Marginal Effects output

AME Std.Err. P-value [95%Conf. Interval]
Interlocked Breached Firm Pre it 0.021 0.003 0.000 0.015 0.027
Interlocked Breached Firm Post i t 0.016 0.003 0.000 0.010 0.022
Firm Size i1 0.009 0.001 0.000 0.007 0.011
Leverage i -1 -0.012 0.007 0.079 -0.025 0.001
Loss i1 -0.002 0.005 0.592 -0.011 0.007
High Tech it 0.003 0.004 0.431 -0.005 0.011
Board Size it -0.001 0.001 0.380 -0.002 0.001
Foreign i -0.008 0.003 0.010 -0.014 -0.002
Merger it 0.001 0.003 0.614 -0.004 0.006
Industry YES
Year YES

Notes: Panel A presents the logit regression output for our model. The dependent variable is Breached Firmit, a
dummy for whether the firm experienced a breach in year t. The main independent variables are Interlocked
Breached Firm Pre it and Interlocked Breached Firm Post i t, which include whether a firm has been interlocked
to a breached firm in any of the 3 years leading to the breach, or in any of the 3 years following the breach,
respectively. All the variables are defined in Appendix A. Year and Industry fixed effects are included. ***, **,
and * denote statistical significance at the 1%, 5% and 10% level, respectively. Panel B presents the average
marginal effects output where AME is the discrete change from the base level.
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Table 7: Effect of the presence of female director with breach experience on breach

likelihood

Logit regression

Breached firm Coef. St.Err. [95% Conf Interval]
Interlocked Breached Firm Pre j ¢ 0.891*** 0.110 0.676 1.106
Interlocked Breached Firm Posti t 0.699*** 0.110 0.483 0.915
Interlocked Breached Female i t -3.592%** 0.714 -4.991 -2.194
Firm Size jt-1 0.350* 0.035 0.281 0.418
Leverage it-1 -0.459 0.264 -0.977 0.058
LOSS i t-1 -0.057 0.176 -0.403 0.289
High Tech it 0.098 0.158 -0.211 0.407
Board Size jt -0.019 0.024 -0.065 0.028
Foreignit -0.286** 0.116 -0.514 -0.059
Merger it 0.035 0.102 -0.165 0.234
Industry YES

Year YES

Constant -7.323*** 0.588 -8.474 -6.171
Pseudo R2 0.194

Observations 18,731

*** n<0.01, ** p<0.05, * p<0.1

Notes: This table presents the logit regression output for our model. The dependent variable is Breached Firm i t,
a dummy for whether the firm experienced a breach in year t. The main independent variables are Interlocked
Breached Firm Pre jt, which includes whether a firm has been interlocked to a breached firm in any of the 3 years
leading to the breach, Interlocked Breached Firm Post it, which includes whether a firm is interlocked to a

breached firm in any of the 3 years following the breach, and Interlocked Breached Female it variable which is
coded 1 when there is at least 1 female on the board of a focal firm that is interlocked to a firm that has
experienced/will experience a breach. All the variables are defined in Appendix A. Year and Industry fixed effects

are included. ***, ** and * denote statistical significance at the 1%, 5% and 10% level, respectively.
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Table 8: Effect of the presence of a director on the Audit Committee of a focal firm
connected to a breached firm

Logit regression

Breached firm Coef. St.Err. [95% Conf Interval]
Interlocked Breached Firm Pre it 0.906™** 0.110 0.691 1.120
Interlocked Breached Firm Post it 0.723*** 0.110 0.507 0.939
Interlocked Breached AC it -3.920%** 0.713 -5.317 -2.522
Firm Size i t-1 0.358*** 0.035 0.289 0.427
Leverage it-1 -0.370 0.255 -0.871 0.131
LoSS i t-1 -0.107 0.177 -0.455 0.240
High Techiit 0.122 0.157 -0.186 0.430
Board Size it -0.016 0.024 -0.063 0.031
Foreign it -0.331*** 0.116 -0.558 -0.103
Merger it 0.038 0.102 -0.161 0.238
Industry YES

Year YES

Constant -7.334%** 0.586 -8.483 -6.185
Pseudo R2 0.202

Observations 18,731

**% p<0.01, ** p<0.05, * p<0.1

Notes: This table presents the logit regression output for our main model. The dependent variable is Breached
Firmit, a dummy for whether the firm experienced a breach in year t. The main independent variables are
Interlocked Breached Firm Pre i, which includes whether a firm has been interlocked to a breached firm in
any of the 3 years leading to the breach and Interlocked Breached Firm Post j t, which includes whether a firm
is interlocked to a breached firm in any of the 3 years following the breach. The Interlocked Breached AC it
variable is coded 1 when there is at least 1 director on the audit committee of a focal firm that is interlocked
to a firm that has experienced/will experience a breach. All the variables are defined in Appendix A. Year and
Industry fixed effects are included. ***, ** and * denote statistical significance at the 1%, 5% and 10% level,
respectively.
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Table 9: Effect of the presence of executive directors on breach likelihood

Logit regression

Breached firm Coef. St.Err. [95% Conf Interval]
Interlocked Breached Firm Pre it 0.858*** 0.109 0.644 1.072
Interlocked Breached Firm Postjt  0.657*** 0.111 0.440 0.874
Interlocked Breached Executive j¢ ~ -3.184*** 0.714 -4.583 -1.785
Firm Size i t-1 0.348*** 0.035 0.279 0.417
Leverage it-1 -0.434* 0.256 -0.935 0.068
LOSS i t-1 -0.120 0.177 -0.466 0.227
High Tech it 0.114 0.157 -0.193 0.422
Board Size i t -0.017 0.024 -0.063 0.030
Foreign it -0.268** 0.115 -0.494 -0.042
Merger it 0.032 0.102 -0.167 0.231
Industry YES

Year YES

Constant -7.256*** 0.586 -8.405 -6.107
Pseudo R2 0.187

Observations 18,731

*** p<0.01, ** p<0.05, * p<0.1

Notes: This table presents the logit regression output for our model. The dependent variable is
Breached Firm it, a dummy for whether the firm experienced a breach in year t. The main
independent variables are Interlocked Breached Firm Pre jt, which includes whether a firm has been
interlocked to a breached firm in any of the 3 years leading to the breach, Interlocked Breached Firm
Post ¢, which includes whether a firm is interlocked to a breached firm in any of the 3 years following
the breach, and Interlocked Breached Executive it variable which is coded 1 when there is at least 1
executive director on the board of a focal firm that is interlocked to a firm that has experienced/will
experience a breach. All the variables are defined in Appendix A. Year and Industry fixed effects are
included. ***, ** and * denote statistical significance at the 1%, 5% and 10% level, respectively.
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Table 10: Effect of the number of interlocks on breach likelihood

Logit regression

Breached firm Coef. St.Err. [95% Conf Interval]
Interlocked Breached Firm Pre j ¢ 0.776*** 0.111 0.559 0.993
Interlocked Breached Firm Post i t 0.584*** 0.113 0.363 0.805
Firm Size j t-1 0.317*** 0.036 0.246 0.389
Leverage it-1 -0.447* 0.252 -0.941 0.048
LOSS i t-1 -0.092 0.176 -0.437 0.252
High Tech it 0.124 0.157 -0.184 0.431
Board Size it -0.030 0.025 -0.079 0.019
Foreign it -0.303*** 0.115 -0.528 -0.078
Merger it 0.052 0.101 -0.146 0.250
Number of Interlocks i t 0.047* 0.028 -0.009 0.102
Industry YES

Year YES

Constant -6.958*** 0.591 -8.117 -5.800
Pseudo R2 0.175

Observations 18,731

*** n<0.01, ** p<0.05, * p<0.1

Notes: This table presents the logit regression output for our model. The dependent variable is
Breached Firm jt, a dummy for whether the firm experienced a breach in year t. The main
independent variables are Interlocked Breached Firm Pre i t, which includes whether a firm has been
interlocked to a breached firm in any of the 3 years leading to the breach and Interlocked Breached
Firm Post i t, which includes whether a firm is interlocked to a breached firm in any of the 3 years
following the breach. The Number of Interlocks it variable reflects the number of firms to which a
firm is connected. All the variables are defined in Appendix A. Year and Industry fixed effects are
included. ***, ** and * denote statistical significance at the 1%, 5% and 10% level, respectively.
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Table 11: Effect of breaches across the supply chain

Logit regression

Breached firm Coef. StErr. p-value  [95% Conf Interval]
Interlocked Breached Firm Pre ¢ 2.214*** 0.244 0.000 1.784 2.748
Interlocked Breached Firm Post i t 1.798*** 0.201 0.000 1.445 2.238
Firm Size i1 1.388*** 0.050 0.000 1.292 1.490
Leverageit-1 0.626* 0.160 0.067 0.380 1.033
Loss i t-1 0.915 0.161 0.615 0.648 1.293
High Techit 1.137 0.179 0.414 0.835 1.548
Board Size it 0.978 0.024 0.368 0.933 1.026
Foreign it 0.754** 0.087 0.014 0.601 0.945
Merger it 1.070 0.109 0.505 0.877 1.307
Nb Breached Customersiit 1.316 0.393 0.357 0.733 2.363
Nb Breached Suppliersii 2.361** 0.804 0.012 1.212 4.602
Nb Interlocked Breached Customers Pre it 0.990 0.226 0.964 0.633 1.548
Nb Interlocked Breached Customers Post i t 0.777 0.161 0.224 0.518 1.167
Nb Interlocked Breached Suppliers Pre it 0.920 0.085 0.368 0.768 1.103
Nb Interlocked Breached Suppliers Post it 1117 0.098 0.206 0.941 1.326
Industry YES

Year YES

Constant 0.001*** 0.000 0.000 0.000 0.003
Pseudo R2 0.175

Observations 18,467

**% p<0.01, ** p<0.05, * p<0.1

Notes: This table presents the logit regression output for our model. The dependent variable is Breached Firmt, a dummy for
whether the firm experienced a breach in year t. The main independent variables are Interlocked Breached Firm Pre jt, which
includes whether a firm has been interlocked to a breached firm in any of the 3 years leading to the breach, Interlocked
Breached Firm Post jt, which includes whether a firm is interlocked to a breached firm in any of the 3 years following the
breach. Nb Breached Customers (Suppliers) i t reflect the number of breached customers (suppliers) of the firm. Nb Interlocked
Breached Customers Pre and Post variables reflect the number of customers that are interlocked to firms that will experience
a breach in any of the coming 3 years or that have experienced a breach in any of the past 3 years, respectively. Nb Interlocked
Breached Suppliers Pre j t and Post i t variables reflect the number of suppliers that are interlocked to firms that will experience
a breach in any of the coming 3 years or that have experienced a breach in any of the past 3 years, respectively. All the variables
are defined in Appendix A. Year and Industry fixed effects are included. ***, ** and * denote statistical significance at the
1%, 5% and 10% level, respectively.
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Table 12. Effect of interlock on breach likelihood with additional control variables

Logit regression

Breached Firm Coef. St.Err. [95% Conf Interval]
Interlocked Breached Firm Prej;  0.702*** 0.166 0.376 1.027
Interlocked breached Firm Postj¢ ~ 0.811%** 0.168 0.482 1.14
Firm Size jt-1 0.186*** 0.070 0.049 0.323
Leverage i t-1 -0.782** 0.379 -1.526 -0.039
Loss i,t-1 -0.092 0.277 -0.634 0.451
High Techiit -0.349 0.231 -0.801 0.103
Board Size it -0.010 0.039 -0.085 0.066
Foreign it -0.278* 0.167 -0.605 0.050
Merger it 0.052 0.150 -0.242 0.346
Segmentsj t 0.035 0.106 -0.174 0.243
BTM it 0.017 0.142 -0.261 0.296
Intangibles i t 0.076* 0.045 -0.012 0.163
Industry YES

Year YES

Constant -1.677*%** 1.149 -9.929 -5.424
Pseudo R2 0.178

Observations 7,807

*** n<0.01, ** p<0.05, * p<0.1

Notes: This table presents the logit regression output for our model. The dependent variable is Breached
Firmit, a dummy for whether the firm experienced a breach in year t. The main independent variables
are Interlocked Breached Firm Pre j t, which includes whether a firm has been interlocked to a breached
firm in any of the 3 years leading to the breach and Interlocked Breached Firm Post i t, which includes
whether a firm is interlocked to a breached firm in any of the 3 years following the breach. All the
variables are defined in Appendix A. Year and Industry fixed effects are included. The number of

observations is lower due to missing segments data before 2014. *** ** and * denote statistical
significance at the 1%, 5% and 10% level, respectively.
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Table 13: Effect of the presence of high and low-quality directors on breach likelihood

Dependent Variable: Breached firm (dummy)

1 2
. Interlocked in the 3 years prior to  Interlocked in the 3 years following
Variables
the breach occurrence the breach occurrence
Interlocked Breached Pre HQ it 1.136%**
Interlocked Breached Pre LQ it 2.393***
Interlocked Breached Post HQ i t 1.206***
Interlocked Breached Post LQ it 2.292%**
Firm Size jt-1 0.187*** 0.163***
Leverage i t-1 -0.167 -0.363
Loss -1 -0.031 -0.096
High Techjt 0.180 0.161
Board Size it -0.037 -0.017
Foreign it -0.200 -0.266**
Merger it 0.067 0.032
Constant -6.035%** -5.195***
Pseudo R2 0.306 0.302
Observations 18,731 18,731

*** p<0.01, ** p<0.05, * p<0.1

Notes: This table presents the logit regression output for the main model. The dependent variable is Breached Firmt, a
dummy for whether the firm experienced a breach in year t. The main independent variables in column 1 are Interlocked
Breached Pre HQ it and Interlocked Breached Pre LQ it, which include whether a firm has been interlocked to a
breached firm with high- and low-quality directors, respectively in any of the 3 years leading to the breach. The main
independent variables in column 2 are Interlocked Breached Post HQ it and Interlocked Breached Post LQ it, which
include whether a firm is interlocked to a breached firm with high- and low-quality directors, respectively in any of the
3 years following the breach. The HQ (LQ) reflects whether the average of directors serving on a firm's board are
considered of high (low) quality based on tenure, age, and IT expertise. All the variables are defined in Appendix A.
Year and Industry fixed effects are included. ***, ** and * denote statistical significance at the 1%, 5% and 10% level,
respectively.
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Table 14: Propensity score matching

Dependent Variable: Breached firm (dummy)

1 2
. Interlocked in the 3 years prior to Interlocked in the 3 years
Variables X
the breach occurrence following the breach occurrence
Interlocked Breached Firm Pre it 3.348***
Interlocked Breached Firm Post ¢ 2.270%**
Firm Size jt-1 1.538*** 1.426%**
Leverage it-1 0.563* 0.664
Loss i t-1 0.651* 0.685
High Techiit 0.582*** 0.511***
Board Size it 0.989 1.034
Foreignit 0.685*** 0.700***
Merger it 1.195 1.034
Constant 0.001*** 0.001***
Pseudo R2 0.098 0.063
Observations 8,626 8,468
Area under ROC curve 0.746 0.707

*** p<0.01, ** p<0.05, * p<0.1

Notes: This table presents the logit regression output of the propensity score matching technique. The dependent
variable is Breached Firm it, a dummy for whether the firm experienced a breach in year t. The main independent
variable in column 1 is Interlocked Breached Firm Pre it, which includes whether a firm has been interlocked to a
breached firm in any of the 3 years leading to the breach. The main independent variable in column 2 is Interlocked
Breached Firm Post i t, which includes whether a firm is interlocked to a breached firm in any of the 3 years following

the breach. All the variables are defined in Appendix A.***, ** and * denote statistical significance at the 1%, 5%
and 10% level, respectively.
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Appendix A. Variables description and source

Variable

Description

Breached Firm it

Coded 1 if the firm is breached, 0 otherwise (PRC)

Internally Breached i

Coded 1 if the firm is internally breached, 0 otherwise
(PRC)

Externally Breached it

Coded 1 if the firm is externally breached, O otherwise
(PRC)

Interlocked Breached Firm Pre

Coded 1 if a firm shares at least 1 director in a given
year with another firm that is about to experience a
breach in any of the next 3 years. The breached firms
are removed to only account for the spillover effect
from breached to focal firms (PRC, ISS)

Interlocked Breached Firm Post it

Coded 1 if a firm shares at least 1 director in a given
year with another firm that has experienced a breach in
any of the previous 3 years. The breached firms are
removed to only account for the spillover effect from
breached to focal firms (PRC, ISS)

Firm Size i1

= natural logarithm of Total Assets (Compustat)

Leverage i1

=Total Liabilities/ Total Assets (Compustat)

LOSS it-1 Coded 1 if Net Income is negative, 0 otherwise
(Compustat)

High Techt Coded 1 if NAICS is classified as High tech, 0
otherwise (Compustat, Heckler, D. E. (2005). High-
technology employment: a NAICS-based
update. Monthly Lab. Rev., 128, 57)

Board Size it Count of the number of directors on board (ISS)

Foreigni Coded 1 if the firm has foreign operations (based on
FCA), 0 otherwise (Compustat)

Merger it Coded 1 if the firm is involved in a merger activity
(based on AQP), 0 otherwise (Compustat)

BTM iy = book value of equity (CEQ) / market value
(PRCC_FxCSHO) (Compustat)

Intangibles it = natural logarithm of (1+ total intangible assets)
(Compustat)

Segments i = natural logarithm of the number of geographic and

business segments (Compustat)

Interlocked Breached Female

Coded 1 if the firm has at least one female director that
also served on the BOD of another firm in a common
year and has experienced a breach. The breached firms
are removed (PRC, 1ISS)
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Interlocked Breached AC it

=] if there’s at least 1 director that is on the Audit
Committee of a focal firm and connected to a breached
firm (PRC, ISS)

Number of Interlocksi

= number of other firms a firm is linked to through a
shared director(s) for at least 1 year (Directors’ id,
name, year service began and ended from ISS)

Interlocked Breached Executive it

Coded 1 if the firm has at least one executive director
that also served on the BOD of another firm in a
common year and has experienced a breach. The
breached firms are removed (PRC, ISS)

Directors’ Quality it

High-quality (HQ) if the average directors’ score on
board is greater than or equal to 1.154 (median score of
the sample). Low-quality (LQ) if the average directors’
score on board is less than 1.154 (median score of the
sample). The sum of the score for each firm is = sum of
3 dummy variables (IT expertise, Tenure, and Age).
The average is equal to the sum for each firm divided
by the number of directors on board (ISS).

Nb Breached Customersit

= number of breached customers within the supply
chain (PRC, Compustat)

Nb Breached Suppliersi

= number of breached suppliers within the supply chain
(PRC, Compustat)

Nb Interlocked Breached Customers Pre it

= number of customers within the supply chain
interlocked to firms that will experience a breach (PRC,
Compustat, 1SS)

Nb Interlocked Breached Customers Post it

= number of customers within the supply chain
interlocked to firms that experienced a breach (PRC,
Compustat, ISS)

Nb Interlocked Breached Suppliers Pre it

= number of suppliers within the supply chain
interlocked to firms that will experience a breach (PRC,
Compustat, ISS)

Nb Interlocked Breached Suppliers Post it

= number of suppliers within the supply chain
interlocked to firms that experienced a breach (PRC,
Compustat, ISS)

Director Quality Index (DQI) it

=1 if a firm has an average equal to or greater than the
median of 1.154 DQI-firm level of all firms, calculated
using Tenure, Age and IT Expertise

Tenureit =1 if the director served on the board for a period
greater than or equal to the sample median of 8 years
(1SS)

Age it =1 if the director is as old or older as the same median

of 63 years (ISS)

IT Expertise it

=1 if a director has prior IT expertise (ISS)

Notes: The sources are indicated within parentheses. PRC stands for Privacy Rights Clearinghouse and ISS stands for

Institutional Shareholder Services.
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Appendix B. Explanation of breach types

Internal Breach

External Breach

CARD- Fraud Involving Debit and Credit
Cards Not Via Hacking (skimming
devices at point-of-service terminals,
etc.)

HACK- Hacked by an Outside Party or
Infected by Malware

DISC- Unintended Disclosure Not
Involving Hacking, Intentional Breach or
Physical Loss (sensitive information
posted publicly, mishandled or sent to the
wrong party via publishing online,
sending in an email, sending in a mailing
or sending via fax)

PORT- Portable Device (lost, discarded
or stolen laptop, PDA, smartphone,
memory stick, CDs, hard drive, data tape,
etc.)

INSD- Insider (employee, contractor or
customer)

STAT- Stationary Computer Loss (lost,
inappropriately accessed, discarded or
stolen computer or server not designed

for mobility)

PHY'S- Physical (paper documents that
are lost, discarded or stolen)

UNKN- Unknown (not enough
information about breach to know how
exactly the information was exposed)
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Chapter 2

Becoming Invisible?

Data Breach Risk and Scientific Publications

ABSTRACT

We examine how exposure to data breach threats shapes firms’ disclosure decisions regarding
corporate innovation. Exploiting data breaches of peer firms as exogenous variation in firms’ data
security risk, we document that following peer firms’ data breaches, firms reduce the number of
scientific publications, a measure of firms’ disclosure of fundamental research and innovation.
This suggests that firms avoid signaling valuable intellectual property to potential attackers when
the risk of data breaches increases. Besides the direct consequences of data breaches on corporate
innovation and investment, security risks thus also impose substantial indirect economic costs if
firms become more secretive and avoid publications that otherwise would facilitate corporate
innovation and economic growth.

Keywords: Data breaches; Scientific publications; Corporate innovation; Trade secrets.
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“What is the real cost of a breach?”

The Wall Street Journal (2020)

1. Introduction

Does data breach risk affect firms’ scientific disclosure behavior? While prior literature
examines the effect of data breach risk on firms investments in corporate governance (Ashraf,
2022) and corporate innovation (Lattanzio & Ma, 2023), the effect on firms’ scientific disclosure
behavior remains largely unstudied. Whether firms adjust their scientific disclosure behavior in
response to data breach risk disclosures matters for regulators who aim to understand the incentives
that drive disclosure decisions. It also matters for policy makers who want to understand the
economic consequences of data breaches, and for potential investors who seek to understand
whether firms react to data breaches. This study uses the number of scientific publications, as a
proxy for disclosure, and the exogenous timing of competitors’ data breaches, as variation in the

data breach risk, to examine how firms react to an increase in data breach risk.

According to IBM, costs of a data breach reached a record high of $4.88 million globally in
2024, reflecting a 10% increase over last year, where 43% of these breaches involved intellectual
property (IP) (IBM, 2024). Despite the economic significance of data breaches, how firms manage
this risk, particularly in terms of scientific disclosure behavior, remains unclear. Disclosing IP
through scientific publications might increase the risk by signaling valuable assets to potential
attackers (Ettredge et al., 2018). Additionally, the risk of a data breach could disrupt firms’ internal
information-sharing practices. Internal processes often require multiple employees to review and
approve material before publication. Consequently, if employees fear industrial espionage within

the firm, they might simply decide not to publish scientific findings to avoid sharing the material
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with other staff members. However, making research public could also reduce the appeal of data
breaches by diminishing the value of stolen information, thereby potentially lowering the risk of
an attack. Furthermore, such disclosure could also serve as a first step in protecting the firm’s IP,
since it would effectively shield the firm from patent infringement lawsuits and enable it to file a
patent for the invention up to twelve months after publication. As a consequence, it is unclear

whether firms adjust their scientific disclosure behavior!2,

To examine whether the risk of becoming the target of a data breach affects a firm’s disclosure
behavior, we exploit the data breaches of firms in the same industry and state. We concentrate on
variation within industry and state because it enables us to control for developments, such as
publishing trends within the microchips industry, within an industry and within a state. Hence, this

research design allows us to minimize the impact of firm characteristics on the results.

We find that, all else equal, the occurrence of a data breach leads to a decrease in the number
of scientific publications by around 0.0413 per million dollars of R&D expenses. Using our sample
where the average R&D expenses is $149.321 million and the average number of firms per state-
industry-year is 3.9, all else equal this translates to an average reduction of 24.05® scientific
publications across all firms in a state-industry-year. Given that the average number of publications
per state-industry-year is sixty-three, this represents a sixty-two percent decrease. This effect
primarily emerges when peer firms experience data breaches that expose employee account
information (i.e., emails and passwords) granting attackers access credentials to company systems

and allowing them to steal proprietary information that could include R&D data, trade secrets, and

12 1t is important to note that while our focus in this study is the response firms have to potential attackers, by limiting
their scientific disclosures, these firms will also impact all other potential users of this information. While this impact
is important and should be addressed in future research, our focus and discussion will be around potential attackers.
13 Calculated as 0.0413*149.321*3.9.
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patent applications. Our results further indicate that data breach risk is also associated with fewer
disclosed trade secrets on an R&D expense basis. Overall, these results suggest that conditional on
their investment into innovation, firms decide to avoid disclosures that could potentially signal the

value of internal IP to potential outside attackers.

These findings provide additional insights into the overall costs of data breach risks. Previous
research on cybersecurity risks and data breaches has explored various potential consequences,
including peer firms’ future internal control material weaknesses (Ashraf, 2022), peer firms’
abnormal trading volume (Islam et al., 2022), firms’ reputation (Asthana et al., 2021), withholding
of bad news (Obaydin et al., 2024), and the disclosure of cybersecurity risk factors (Chen et al.,

2023). Our paper contributes to the current literature in three distinct ways.

First, this study advances this stream of literature by demonstrating that data breaches lead to
a reduction in the level of non-financial disclosures. Besides the direct impact of data breaches on
corporate innovation and investment, our results suggest that data breach risks also impose
substantial indirect economic costs if firms become more secretive and avoid scientific disclosures

that otherwise would facilitate corporate innovation and economic growth.

Second, we respond to the call by Glaeser and Lang (2024) for more research examining the
incentives behind disclosing scientific publications. Previous studies have primarily focused on
factors that include the role of prestige (Almeida et al., 2011; Arora et al., 2018), the advantages
of a firm’s commercialization strategy (Arora et al., 2021; Huang, 2016; Polidoro Jr & Theeke,
2012), increasing awareness among investors (Baruffaldi et al., 2024), establishing property rights

through prior art (Godin, 1996; Nelson, 1990), and signaling a firm’s leading position in the patent
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race (Baker & Mezzetti, 2005)*. Our research extends this body of literature by demonstrating
that the risk of data breaches is also a significant determinant in the decision to publish scientific

findings.

Third, by focusing on scientific publications, this study also answers the call of Leuz and
Wysocki (2016) for more research on nontraditional disclosure. In this stream of literature, several
studies have examined the role of patents as corporate disclosures (e.g., Glaeser et al., 2020;
Glaeser & Landsman, 2021; Kim & Valentine, 2021; Martens, 2023); however, the role of
scientific publications is less clear. This study extends this stream of literature by showing that,
similar to other corporate disclosures, firms carefully consider the distinct risks associated with

scientific publications and adjust their disclosure behavior accordingly.

Our study proceeds as follows. In section 2, we offer background information on scientific
publications, patents, data breaches and spillovers, and we develop the hypothesis. In section 3,
we present the sample construction process, the outcome and treatment variables, and the empirical
research design. In section 4, we present our analysis. In section 5, we provide a discussion, and

we conclude in section 6.

2. Prior Literature and Hypothesis Development

2.1. Scientific Publications

Research and development is an important source of competitive advantage for companies
(Kamiya et al.,, 2021). As many companies have been actively disclosing their findings in

scientific journals, research focused on firms’ publishing strategy has grown (Rotolo et al., 2022).

14 Please refer to Rotolo et al. (2022) for a literature review that covers these topics.
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Scientific publishing is the outcome of basic research and development and is a disclosure method
where firms selectively reveal technical solutions (Alexy et al., 2013; Blind et al., 2022; Rotolo
etal., 2022). Scientific publishing requires significant contributions to theory, empirical evidence,
or research methodology (Blind et al., 2022). Publications are available within scientific journals
as open access or fee-based, making them non-exclusive (Blind et al., 2022). Compared to prior
research on trade secrets and patenting, the literature on firms’ engagement in scientific publishing
is still premature (Blind et al., 2022). Prior studies have shown that publishing requires certain
capabilities that few firms have, such as R&D personnel with scientific education and an extensive
knowledge base (Simeth & Lhuillery, 2015). As such, firms might be incentivized or hesitant to

engage in scientific publications.

The incentives for firms to publish their results in a non-proprietary fashion can be grouped
into five general categories. First, publishing firms gain access to external knowledge (Zucker et
al., 2002), important technologies for new product development (Hayter & Link, 2018), and
engage with other researchers in the production of new knowledge (Rotolo et al., 2022). Further,
publishing stimulates suppliers and competitors in the same industry to reciprocate in knowledge
sharing, nurturing the culture in the industry (Alexy et al., 2013; Pénin, 2007). Second, firms
publish to attract and retain knowledge by building connections with other research communities
(Zucker et al., 2002). Third, firms publish to establish property rights and to manage and safeguard
their intellectual property portfolio (Godin, 1996; Nelson, 1990). By doing so, firms alter prior
art, restricting competing firms from patenting their disclosed innovations (Rotolo et al., 2022).
Prior studies have referred to this phenomenon as strategic disclosure/publication (Lichtman et
al., 2000), defensive publishing (Rotolo et al., 2022), and defensive disclosure (Bar-Gill &

Parchomovsky, 2003). By pursuing a defensive publishing strategy, the leader in this patent race
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can drive out competitors (Baker & Mezzetti, 2005; Lichtman et al., 2000). Fourth, disclosing
scientific knowledge helps the firm elevate its prestige and credibility and build its reputation as
a knowledge producer (Almeida et al., 2011; Arora et al., 2018; Penders & Nelis, 2011). Fifth,
and finally, publishing supports a firm’s commercialization strategy by signaling its products and
services and their respective quality (Arora et al., 2021; Huang, 2016; Polidoro Jr & Theeke,
2012). In addition to these benefits and compared to patents, publishing is a cheaper and faster
way to build awareness among investors (Baruffaldi et al., 2024). A positive relation between
publishing and firm valuation has been noted in technology-intensive industries (Arora et al.,
2018; Pellens & Della Malva, 2018; Simeth & Cincera, 2016). Overall, publishing positively

affects firms’ innovation performance in the long run (Blind et al., 2022).

While the literature has shown the positive side of publishing, a few studies have raised
concerns with scientific publication. Open disclosures represent an indirect cost of research and
lead to knowledge spillovers from the publishing firms to competing firms (Arora et al., 2021).
As knowledge becomes non-exclusive, firms will not be able to use it internally in innovation,
resulting in reductions in the publishing firm’s private returns (Arora et al., 2021). Further, the
use of a firm’s science by its rivals has been associated with a lower firm market value (Arora et
al., 2018). Scientific publications can limit the publishing firms’ competitive advantage as the
results of their research become publicly available (Gans et al., 2017). Also, publishing limits
firms’ ability to generate profits on their commercialized innovations (Gans et al., 2017). For these
reasons, firms may be less willing to invest in upstream research and more in downstream
development, leading to a drop in innovation (Arora et al., 2021). In summary, the spillovers
generated by firms’ scientific publications may limit the respective benefits and success of their

innovations in the short run (Blind et al., 2022).
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2.2. Patents

Patenting is another strategy of selective knowledge disclosure (Alexy et al., 2013). It is the
most prominent and formal instrument, and it allows firms, through its exclusivity characteristic,
to appropriate the returns of the disclosed inventions (Blind et al., 2022). Patent disclosure should
reveal the novelty and usefulness of an invention, the necessary inventive steps, and the ability of
industrial application (Blind et al., 2022). A patent is the output of research and development
(Blind et al., 2022). It gives the patentee property rights on the intangible assets and a legal
monopoly under intellectual property and patent laws (Dass et al., 2015; Ettredge et al., 2018;
Glaeser, 2018; Klasa et al., 2018). Prior studies have revealed a positive relationship between
innovation and patenting (e.g., Hagedoorn & Cloodt, 2003; Nerkar & Roberts, 2004). Even for
small firms that face patenting challenges, patenting assists in commercializing their innovations
by providing legal protection for their inventions, granting them exclusive rights to make, use, or
sell their innovations (Andries & Faems, 2013; Hall et al., 2013). Besides, patents are used for
strategic purposes (Blind et al., 2006; Torrisi et al., 2016). These purposes include signaling to the
capital market and blocking competitors (Blind et al., 2022). Although patenting positively affects
a firm’s innovation performance, the strategic aspect of patenting blurs this effect (Blind et al.,
2022). Using patenting as a strategy to improve their positions relative to competitors, firms might
sacrifice their returns from innovation activities (Blind et al., 2022). Compared to research
disclosed in scientific publications, innovations protected by patents are less likely to spill over

(Aroraetal., 2021).

2.3. Data Breaches and Spillovers
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For many years, malicious actors have been conducting cyber intrusions into firms’
commercial networks, targeting firms’ intellectual assets and other confidential business
information (Basuchoudhary & Searle, 2019). The technologies that have stimulated business and
economic growth by making it easier to access, store, and publish confidential information, have
put vital assets such as intellectual property at risk (Government of the United States, 2013). A
successful cyberattack reduces firms’ competitiveness due to data losses and IP becoming publicly
available (Anderson et al., 2013; Gordon & Loeb, 2002; Lagazio et al., 2014). IP theft may have
insidious and longer-term negative effects on affected firms compared to other types of
cyberattacks (Andrijcic & Horowitz, 2006). Therefore, IP theft can be considered a crucial
strategic concern for firms (Basuchoudhary & Searle, 2019).

Corporate strategies, such as innovation, are important for firms to gain and retain a
competitive advantage (Wang et al., 2024), and as such, identifying the drivers of corporate
strategies has been an area of interest for researchers (e.g., Aghion et al., 2013; Bernstein, 2015;
Cornaggia et al., 2015; He & Tian, 2013). Wang et al. (2024) found that firms innovation inputs
(i.e., R&D expenses) and outputs (i.e., patents and patent citations) are negatively associated with
cybersecurity risks. In a recent study, Lattanzio and Ma (2023) found that following increased
cybersecurity threats, firms redesign their corporate innovation and appropriation strategies to
safeguard their intellectual capital. For example, an increase in cybersecurity disclosure in 10-K
reports is associated with firms filing for “simpler” patents to speed up their innovation cycle and
rely less on trade secrets (Lattanzio & Ma, 2023). Investigating firm innovation levels after a
cyberattack, He et al. (2020) found a 10% decrease in R&D spending one year after a cybersecurity

breach. Further, patents decreased two years following the breach (He et al., 2020).
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While research on the effect of data breaches on corporate decisions, such as appropriation
strategies, is becoming more prevalent (Wang et al., 2024), the effect of peer breaches on these
decisions is yet to be examined. Data breaches clearly affect the breached firms, yet their effects
are not isolated to these firms (Ashraf, 2022; Garg, 2020; Islam et al., 2022). Following a breach,
not only breached firms, but also non-breached peer firms and suppliers of breached firms increase
their cash holdings (Garg, 2020). Further, non-breached firms seem to experience an increase in
their abnormal trading volumes compared to their breached peers (Islam et al., 2022). A decrease
in future internal control material weaknesses was observed for non-breached firms following a
peer firm’s breach (Ashraf, 2022). Further, non-breached firms take real actions and employ
cybersecurity experts on their management team to improve their governance over cyber risk

(Ashraf, 2022).

2.4. Hypothesis Development

Prior research has examined the effect of breaches on firms’ innovation strategies, however,
and to the best of our knowledge, no study has looked at the effect of peer breaches on firm
innovation strategies, and specifically scientific disclosures. How firms respond to increased data

breach risks through scientific disclosures has two different perspectives to consider.

IP thieves primarily target corporate secrets, rather than IP already in the public domain, such
as patents and trademarks. When peer firms get breached, a firm’s assessment of the presence of
possible undetected IP leakages within its premises may also increase. Since R&D activities are
very costly, perpetrators are mostly interested in the proprietary intellectual assets that can be
monetized quickly. For example, they may be interested in trade secrets that could include drug

trial data, a manufacturing process, a paint formula, or a unique design (Gelinne et al., 2016). To
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prevent the attackers from patenting the breached IP, a firm can strategically disclose pre-patenting
proprietary information in scientific publications. Further, by disclosing the research publicly,
firms can decrease the benefits that attackers can get from their data breaches, thus decreasing their
possibility of experiencing a data breach. Therefore, when the threats of data breaches increase,
firms may increase their scientific disclosure to avoid being attacked.

As an alternative perspective, scientific publications are a good signal of firms’ R&D
competencies and internal value of trade secrets (Baruffaldi et al., 2024; Rotolo et al., 2022).
Although these signals improve the firms’ reputation and enable potential academic and industrial
partners, they can also attract IP thieves who might interpret publications as a signal of more
valuable trade secrets safeguarded within the firm (Ettredge et al., 2018). As these reflect a higher
firm value, the firm will become an interesting target for hackers and will then be more vulnerable
to all types of data breaches. In this case, managers may decide to decrease scientific publications
to avoid being attacked (Ettredge et al., 2018). Any type of breach experienced by a peer firm may
signal material weaknesses in the firm’s security infrastructure, may lead to IP theft, and may
influence managerial decisions. As no definitive direction can be predicted ex-ante, we present our

hypothesis as H1 in the null form.

H]I: Changes in data breach risks do not affect firms’ scientific publications.

3. Data and Research Design

3.1. Sample Construction

To build our sample, we start with Compustat data from 2004 to 2020 and merge this data

with Gao et al. (2021) historical location data, Audit Analytics data breach data, Arora et al.
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(20244, 2024b, 2021) scientific publication data and Kogan et al. (2017) patent data. Furthermore,
we merge this data with CRSP daily stock data and I/B/E/S summary data. The sample period is

determined by the start (2004) and the end of the data breach data (2020).

To ensure a clean identification we exclude all firms that have experienced a data breach
firsthand over our sample period since these firms might directly react to the data breach.
Furthermore, to ensure that the firms in our sample can adjust the number of scientific publications
we limit the sample to firms that are research active. We define firms as research active if they
have positive R&D expenses in year t and publish at least one scientific publication in year t.
Finally, we exclude singletons to ensure unbiased standard errors (Breuer & deHaan, 2024), and

end up with 6,933 observations. Table 1 presents the description of the sample construction.

[Insert Table 1]

3.2. Outcome Variable: Scientific Publications

We use firms’ scientific publications as our outcome variable because they convey important
R&D information and firms have a substantial degree of control over these publications. We use
Arora et al. (2024a, 2024b, 2021) data to construct this measure. Scientific publications is the
number of scientific publications of firm i in year t+1 scaled by the R&D expenses in year t. By
scaling the variable by R&D expenses we can interpret any change in the number of scientific
publications as a change in scientific disclosure since we hold the input constant. Figure 1 shows
an example of a scientific publication by Facebook.

[Insert Figure 1]
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3.3.

Treatment Variable: Data Breach Risk

To measure the risk of becoming the target of a data breach we use the observed breaches in
the same industry®® in the same state as firm i. We develop the Data breach risk measure which
reflects the number of data breaches in the same state and industry as firm i in year t, excluding
breached firms. Successful data breaches affect not only breached firms, but also their rivals (Garg,
2020; Kelton & Pennington, 2020). As such, we use peer breaches, which are staggered events
exogenous to the non-breached firms; this way we mitigate endogeneity concerns (Lattanzio &
Ma, 2023).

Table 2 shows the number of data breaches reported across the years. The increasing number
of data breaches over time highlights their growing prevalence. In addition, the growing number
of reported breaches is also consistent with the introduction of Data Breach Disclosure Laws that

require firms to disclose data breaches (Ashraf, 2022; Obaydin et al., 2024).

[Insert Table 2]

Tables 3 and 4 present the number of data breaches reported across states and industries,
respectively. Overall, our sample includes 704 data breaches. The most affected states are
California (133, 18.89%), New York (79, 11.22%), and Texas (55, 7.81%). The most affected
industries are Business services (135, 19.18%), Communications (57, 8.10%), and Chemical &

allied products (37, 5.26%).

[Insert Tables 3 and 4]

5 Industry is defined using the 2-digit Standard Industrial Classification (SIC2) code.
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3.4. Research Design

To examine the effect of data breach risk on scientific publications, we estimate the

following OLS regression:

R&D Output it+1 = fo + p1 Data breach risk it + X Controlsit + £ Firm
+ X Industry x state + X State x year + X Industry x year + ¢ (1)

In the main analysis, R&D Output refers to Scientific publications. In an additional
analysis, R&D Output refers to Patents or Trade secrets. Following previous studies, we
include several control variables to control for firm characteristics that might be correlated with
our outcome variable and treatment variable. Analyst following has been associated with both
a decrease (He & Tian, 2013) and an increase in firms’ innovation (Guo et al., 2019), which
we measure through Scientific publications. Firm size (i.e., Size) affects firms’ innovative
activities (Vaona & Pianta, 2008); and firm profitability (i.e., ROA) has been positively
associated with innovation (Love et al., 2009). Additionally, larger firms and firms with higher
profitability are more likely to experience breaches (Higgs et al., 2016; Li et al., 2018; Li et al.,
2024; Say & Vasudeva, 2020). The length of 10-K filings (10-K filesize) has been identified as
a measure for company innovation (e.g., Nousiainen et al., 2024) and has been associated with
subsequent breaches (Ettredge et al., 2018). Firms’ Cyber defense and Cyber vulnerability
capture 10-K disclosures related to firms’ cyber defense capabilities and vulnerability to
cyberattacks (Ettredge et al., 2018; Gordon et al., 2006, 2010; Lawrence et al., 2018) which
could affect the extent of firms’ scientific publications.

We include firm fixed effects to control for time-invariant firm characteristics (e.g.,

IBM might disclose more than GM). We include industry x state fixed effects to control for all
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fundamentals within the industry and state. We include state x year fixed effects to control for
all fundamentals within the state in year t. We include industry x year fixed effects to control
for all fundamentals within the industry in year t. Consequently, this specification constitutes
a generalized difference-in-difference approach allowing us to use changes in the treatment
variable to identify its effect (Bertrand et al., 2004). Since the location of a firm can vary over
time, the industry x state fixed effects do not subsume the firm fixed effects. By clustering
residuals by industry-state (i.e., level of treatment), we compute standard errors that allow each
industry-state to have its own unobserved effect on scientific publications (Abadie et al., 2023;
Petersen, 2008).

4. Results

4.1. Descriptive Statistics

Table 5 presents our descriptive statistics for the period 2004-2020. The firms in our sample
issue on average 16.152 Scientific publications per year, file an average of 24.405 Patents, and
mention 2.507 Trade secrets terms per year in the 10-K. R&D expenses are on average
$149.321 million per year. The mean of Data breach risk is 0.494®, which implies a moderate
variation in the number of security breaches that are observed (this can be translated to every
2 firms having a breached peer firm). The variation in Data breach risk ranges from 0 to 13
observed security breaches in the same industry and state as firm i.

Our sample includes 704 breaches, a value similar to that of other studies (e.g., Asthana et

al., 2021; Li et al., 2024). The means of the number of data breaches that involve access to

16 The number of treated observations is 1,127, which represents 16.26% of our sample. No effect can be identified if
we conduct the analysis on the treated observations only. In other words, we need both the treated (Data breach
risk>0) and the non-treated observations (Data breach risk=0).
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personal information (Data breach risk - Personal information), financial information (Data
breach risk - Financial information), other information (Data breach risk - Other information),
and non-disclosed information (Data breach risk — Information not disclosed) are 0.285, 0.031,
0.113, and 0.065, respectively. The means of the number of data breaches that involve malware
(Data breach risk - Malware), unauthorized access (Data breach risk — Unauthorized access),
phishing (Data breach risk - Phishing), ransomware (Data breach risk - Ransomware),
misconfiguration (Data breach risk - Misconfiguration), and non-disclosed cyberattack (Data
breach risk — Cyberattack not disclosed) are 0.054, 0.078, 0.099, 0.062, 0.067, and 0.137,
respectively. The mean for Analyst Following is 3.727, firm Size is 2,356.160, return on assets
-0.148 (ROA), and 10-K file size is 9,647,090.439. The mean for Cyber defense terms is 1.237
and for Cyber vulnerability terms is 0.230.

Table 6 presents the correlation between our variables. Scientific publications are positively
associated ROA and cyber defense, and negatively associated with all categories of data breach
risk and accessed information, analyst following, firm size, 10-K file size, and cyber

vulnerability. A full description of all variables is provided in Appendix A.

[Insert Tables 5 and 6]

4.2. Main Analysis: Data Breach Risk and Scientific Publications

In Table 7, we examine the association between data breach risk and scientific publications.
In column (1), we show the estimate of Equation 1 with fixed effects. The result of column (1)
suggests that firms that experience an increase in Data breach risk of one unit decrease the
number of scientific publications by 0.0408 per million dollars of R&D expenses in contrast to

firms that do not experience a change in data breach risk.
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To ensure that these results are not driven by other characteristics, we include a vector of
control variables in column (2). These variables account for characteristics that might be correlated
with both the data breach risk and the decision to disclose scientific publications. Similar to column
(1), the result of column (2) indicates that firms that experience an increase in Data breach risk of
one unit decrease the number of scientific publications by 0.0413 per million dollars in R&D
expenses, respectively, in contrast to firms that do not experience a change in security data breach
risk. The coefficient estimates for Data breach risk are negatively and statistically significant at
the p < 0.05 level across all specifications. The findings suggest that firms’ publishing of less
scientific research when exposed to higher breach risks acts as a risk-mitigation strategy to protect
their IP. Along the lines of Ettredge et al. (2018), we argue that as publishing reveals valuable IP
to potential attackers, firms tend to issue less scientific publications in risky environments to avoid
experiencing a breach. In sum, the results of our analysis underline that firms decrease the number
of scientific publications in response to the increase in data breach risk, leading to the rejection of
the hypothesis.

[Insert Table 7]

4.3. Verification of the Data Breach Risk Measure: Data Breach Risk and Patents

To ensure that our data breach risk measure behaves in the same way as the data breach
risk measure used in other studies (e.g., Florackis et al., 2023; Lattanzio & Ma, 2023), we test
its association with the number of patents. Lattanzio and Ma (2023) show that if firms’
exposure to data breach risk increases, firms seek to protect their firms’ intellectual capital
through patents. Consequently, in Table 8, we examine the association between data breach

risk and the number of patents by estimating Equation 1 with the number of patents in year t+1
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scaled by the R&D expenses in year t as outcome variable. Column (1) shows the coefficient
estimate just including fixed effects. We add control variables in column (2). The coefficient
estimates for Data breach risk are positive and statistically significant at the p < 0.05 level
across all specifications. The results suggest that firms that experience an increase in data
breach risk of one unit, increase the number of patents by 0.017 per million dollars in R&D
expenses, in contrast to firms that do not experience a change in data breach risk. These results
are consistent with Lattanzio and Ma (2023) and underline the reliability of our data breach
risk measure.

[Insert Table 8]

4.4. Robustness Tests

To rule out the possibility that our results are driven by our regression design we use a
randomization inference to calculate Fisher’s exact p-values (Bind & Rubin, 2020). This
approach is advantageous as it is non-parametric and hence does not require a correctly
specified regression model (Imbens & Rubin, 2015). For example, this approach generates p-

values that are correct even if the correct model is non-linear.

To calculate Fisher’s exact p-values, we start by randomly reassigning our treatment
variable across our sample to estimate a pseudo-coefficient. We then repeat this process
100,000 times and count how often these pseudo-coefficients exceed the coefficient of our
main specification. In Figure 2, we show the distribution of pseudo-coefficients. We find that
less than 1% of these pseudo-coefficients exceed the original coefficient which rules out the

possibility that our results are driven by the design of our regression model.
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[Insert Figure 2]

To rule out the alternative explanation that our results are driven by correlated omitted
variables we follow Call et al. (2018) and gauge the bias introduced by correlated omitted
variables using the theoretical framework developed by Altonji et al. (2005) and Oster (2019).
This analysis leverages a proportional selection relationship that considers both changes in
coefficients (between models with and without controls) and shifts in R-squared values to
detect omitted variable bias. Oster (2019) introduces a coefficient of proportionality, J, which
incorporates the movement of the coefficient of interest and the explanatory power (R-squared)

of linear regression models with and without controls.

Oster (2019) emphasizes the importance of R-squared changes in evaluating
unobservable selection. To estimate this selection, researchers rely on Rmax, Which represents
the R-squared from a hypothetical regression that includes the outcome variable, the treatment
variable, observed controls, and unobserved controls. By comparing Rmax and the differences
in coefficients and R-squared values between OLS regressions with and without controls, one

can calculate ¢ to assess the robustness of the treatment effect against unobservable selection.

Oster (2019) advises researchers to report the value of ¢ at which the coefficient of
interest, 5, becomes zero. At Rmax = 0.8, we calculate a ¢ of 1.60 for our main analysis. This
positive delta suggests that including the unobservable factors would increase our negative
coefficient estimate and hence make our results stronger. This finding strengthens our
confidence that endogeneity due to unobserved heterogeneity is unlikely to account for our

results.
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To test the parallel trend assumption, we examine whether our treatment variable Data
breach risk is associated with our outcome variable Scientific publications in t-1 and t-2 (i.e.,
before the data breaches occurred). A significant coefficient would indicate that firms in the
treatment group differ systematically from those in the control group, suggesting a violation of
the parallel trend assumption. However, the insignificant coefficients in columns (1) and (2) of
Table 9 do not point to any such violation, thereby supporting the parallel trend assumption.

Furthermore, to better understand the duration of the treatment effect, we examine the
effect of Data breach risk on Scientific publications in t+2 and t+3. We again find insignificant
coefficients in columns (3) and (4) of Table 9, suggesting that any effect is short term, likely
an immediate reaction to the observed data breach within the industry and location, rather than

a long-term effect.

[Insert Table 9]

4.5. Heterogenous Treatment Effects: Data Breach Characteristics

To understand whether our results are driven by specific categories (i.e., are stronger or
weaker for specific categories), we examine if the effect of data breach risk varies across
different types of accessed information during the breach. Columns (1) to (4) of Table 10
include the coefficient estimates for data breaches that involve private information (Data
breach risk - Personal information), financial information (Data breach risk - Financial
information), other information (Data breach risk - Other information), and data breaches that

do not disclose the information accessed (Data breach risk - Information not disclosed).
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Additionally, to understand whether a specific breach type drives our results, we conduct
our analysis for each type. Columns (5) to (10) of Table 10 include the coefficient estimates
for data breaches that involve malware (Data breach risk - Malware), unauthorized access
(Data breach risk - Unauthorized access), phishing (Data breach risk - Phishing), ransomware
(Data breach risk - Ransomware), misconfiguration (Data breach risk - Misconfiguration),
and data breaches that do not disclose the type of cyberattack (Data breach risk - Cyberattack

not disclosed )*'.

Results are significant for the personal information category but not for the others. This
category includes sensitive data such as emails and passwords that can be used to monitor
employees’ activities, access companies’ systems, and eventually access IP information.
However, any data breach—regardless of whether it involves IP—signals a security deficiency
and may directly influence managerial judgment. Although the results are not significant for
other categories, the insignificant coefficient estimates should be interpreted with caution, as
they might be due to insufficient statistical power rather than the absence of an effect. The

statistically significant findings are associated with the more frequently occurring categories.

Additionally, the results seem to be driven by certain types of data breaches, namely
Phishing and Misconfiguration, and Cybersecurity not disclosed. Phishing involves malicious
actors, disguised as trustworthy entities in electronic communication, attempting to trick
individuals to obtain sensitive information, such as account credentials. Misconfiguration
refers to a flawed setup of network devices, computer systems, or software applications which

create security vulnerabilities. Both phishing and misconfiguration facilitate attackers’ access

17 Please refer to Appendix B for a full description of these data breach characteristics.
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to a company’s system, whereby proprietary information such as IP could be stolen. The non-
disclosed cybersecurity attack could refer to any breach category that is not yet publicized. The
insignificant coefficients on the other categories should be interpreted cautiously, because
similar to the type of information accessed, they might be due to insufficient statistical power,

and not due to the absence of an effect.

[Insert Table 10]

4.6. Alternative Outcome Variable: Trade Secrets

In Table 11, we examine if the effect of data breach risk extends to trade secret term
disclosure in the 10-Ks. We repeat our main analysis using the number of trade secret terms
disclosed in year t+1 scaled by the R&D expenses in year t as an alternative outcome variable.
We conduct this analysis to understand whether data breach risk affects firms’ disclosures,
besides those related to scientific publications. Ettredge et al. (2018) find that companies that
disclose more content related to trade secrets in their 10-K, subsequently have a higher
probability of experiencing a breach relative to firms that do not disclose as much. To
understand the overall consequences of data breach risk, we test whether firms that are at a
higher risk of experiencing a breach would disclose less trade secret-related content in their 10-
K to protect themselves from falling victims to cyberattacks. The results of columns (1) and
(2) of Table 11 suggest that firms that experience an increase in Data breach risk of one unit
decrease the number of trade secret terms in their 10-K by 0.0141 to 0.0146 per million dollars
in R&D expenses in contrast to firms that do not experience a change in data breach risk. These
results are consistent with the argument that the disclosure of trade secrets increases the risk of

becoming the target of a data breach (Ettredge et al., 2018).
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[Insert Table 11]

5. Discussion of Socio-Economic Consequences

To understand the indirect welfare effects of data breaches, we conduct back-of-the-
envelope calculations of the socio-economic value of the foregone scientific publications.
Socio-economic consequences of a reduction in scientific publications encompass slower
technological advancements, innovation, and productivity, diminished public knowledge and
scientific output, reduced competitiveness and economic growth, and limited reputational and
prestige enhancement (Morretta et al., 2022). We start with our estimated reduction in scientific
publications of 0.0413 per million dollars in R&D expenses. We multiply this reduction with
the average R&D expenses in our sample of $149.321 million and the average number of firms
per state and industry of 3.9 (untabulated). Finally, we use the estimates of Morretta et al.
(2022)*® to approximate the socio-economic value of the foregone scientific publications in our
sample. They estimate an average value of $31,833%° per scientific publication. To compute
the social value of a publication, they conduct a cost-benefit analysis where they claim that the
marginal social value is equal to at least the cost of producing the publication. They estimate

the marginal cost of a scientific publication by taking the first derivative of the total cost, which

18 We use Morretta et al. (2022) estimates because computing the value of a scientific publication is out of the scope

of this paper.

19 Calculated as: (cost of all publications in euros/number of publications) * exchange rate from euro to dollar on
24/3/2025 = 36,317,985 euros/ 1,235 publications * 1.0825. Publications pertain to several subject areas: Earth and
Planetary Sciences, Computer Science, Engineering, Physics and Astronomy, Mathematics, Materials Science,
Environmental Science, Social Sciences, Agricultural and Biological Sciences, and Other. Costs are taken from a

sample of heterogeneous researchers and countries (Morretta et al., 2022).
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includes research and publication costs. Taken together, each data breach creates on average

24.05% foregone scientific publications and a loss of socio-economic value of $765,5842.

Yet, one should be careful with the interpretation of this estimate because there are several
caveats. First, it is unclear whether the information contained in the scientific publications is
disclosed at a later point in time. Second, it is ambiguous whether the socio-economic value
foregone by the lower number of scientific publications is offset by the socio-economic value
of the higher number of patents. Third, it is unclear whether the data breach risk also affects

firms in other industries and states.

6. Conclusion

We investigate whether data breach risk affects a firm’s decision to issue scientific
publications. We take advantage of the data breaches of peer firms as exogenous variation in
data breach risk. We find that firms decrease their number of scientific publications in response
to the increase in data breach risk. Our findings suggest that to avoid becoming an interesting
target for cyber attackers, firms might issue less scientific publications to indirectly signal a
lack of intellectual property. As such, reduced publication can be viewed as a potential risk-
mitigation strategy when operating in a cyber-risky environment. In an additional analysis, we
find that firms also decrease their trade secret disclosures and increase the number of patents
filed to protect themselves from potential attackers. Taken together, our results provide

evidence that firms adapt their IP strategies when faced with high data breach risks to protect

20 Calculated as the coefficient of the decrease in scientific publications per million $ R&D expenses from our main
results * average R&D expenses in our sample * average number of firms per state-industry-year = 0.0413 * 149.321
*3.9.

2 Calculated as 24.05 * 31,833.
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their proprietary information. It is worth noting that firms’ withholding of information, as a
response to data breach risks, may have negative externalities. These findings are important in
light of efforts to better understand the incentives to disclose information, especially in the
innovation context. Furthermore, these findings are crucial to understanding the welfare
implications of data breaches since the decrease in scientific publications is an additional

indirect welfare loss beyond the direct negative consequences.

Our results should be evaluated in light of several limitations. First, we do not include
scientific publications from all publication outlets. Second, we cannot capture whether the
decrease in scientific publications leads to decreased knowledge in the economy; we look at
knowledge output not at knowledge per se. Third, our breach risk measure has a mean of 0.494,
however this is justifiable as the percentage of breached firms in previous studies is around 3%
(e.g., Asthana et al., 2021; Li et al., 2024). In our study the percentage of treated firms is
16.26%. Fourth, due to data limitations, we cannot verify whether IP was stolen in every
breach. The SEC Commissioner Robert J. Jackson Jr. claims that policy makers and firms face
numerous challenges due to the lack of a representative dataset for cybersecurity breaches.
Future research could test whether the results would differ in the absence of data breach
disclosure regulations. That is, whether data breach disclosure regulations affect the number of
scientific publications through more disclosed data breaches. Additionally, future studies might
use alternative measures for data breach risks, when more details on breaches become
available. Lastly, it could be interesting to explore the direct consequences of diminished

scientific publications.
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Figure 1
Example of a scientific publication
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DrawFromDrawings: 2D Drawing Assistance via
Stroke Interpolation with a Sketch Database

Yusuke Matsui, Member, IEEE, Takaaki Shiratori, Member, IEEE, and Kiyoharu Aizawa, Fellow, IEEE

Abstract—We present DrawFromDrawings, an interactive drawing system that provides users with visual feedback for assistance in
2D drawing using a database of sketch images. Following the traditional imitation and emulation training from art education,
DrawFromDrawings enables users to retrieve and refer to a sketch image stored in a database and provides them with various novel
strokes as suggestive or deformation feedback. Given regions of interest (ROls) in the user and reference sketches,
DrawFromDrawings detects as-long-as-possible (ALAP) stroke segments and the correspondences between user and reference
sketches that are the key to computing seamless interpolations. The stroke-level interpolations are parametrized with the user strokes,
the reference strokes, and new strokes created by warping the reference strokes based on the user and reference ROl shapes, and the
user study indicated that the interpolation could produce various reasonable strokes varying in shapes and complexity.
DrawFromDrawings allows users to either replace their strokes with interpolated strokes (deformation feedback) or overlays
interpolated strokes onto their strokes (suggestive feedback). The other user studies on the feedback modes indicated that the
suggestive feedback enabled drawers to develop and render their ideas using their own stroke style, whereas the deformation

feedback enabled them to finish the sketch composition quickly.

Index Terms—interactive drawing, 2D shape interpolation

1 INTRODUCTION

MITATION and emulation of high-quality artistic work rep-

resent essential training components in art education [20].
By observing how established artists draw different strokes,
students can learn stroke-based interpretations of real scenes,
which provides an entry point to establishing a unique
interpretation. Consequently, many art teachers encourage
students to emulate existing work and stroke patterns, a
process facilitated by the wide availability of both profes-
sional and hobbyist artistic content on the Internet.

The aim of this paper is to push the traditional imitation
and emulation paradigm a step further. In this context, we
present DrawFromDrawings, an interactive drawing system
that provides users with visual feedback for assistance in
2D drawing using a database of sketch images. Whenever
the user feels unsatisfied with a sketch, an unsatisfactory
region can be marked alongside an associated region of inter-
est (ROI) in a reference sketch from the database (Figs. 1a
and 1b). Using a marker position in an assistance palette, the
user can explore new strokes that are interpolated with their
original user strokes and the selected reference strokes
(Fig. 1c). The user can integrate interpolated strokes as either
deformation feedback, which replaces user strokes directly
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with interpolated strokes, or suggestive feedback, which over-
lays the interpolated strokes as a suggestive template.’ Using
a set of simple user interactions, the sketch evolves naturally
(Fig. 1d) towards some satisfactory convergence (Fig. le).

The major technical challenge is interactively providing
intuitive interpolation for drawing assistance, involving sev-
eral issues. First, we need to properly handle significant struc-
tural differences between user strokes and reference strokes,
including differences in length, curvature, and stroke count,
as illustrated in Figs. 1a and 1b. Second, user interactions
should be simple and intuitive for novice drawers. We need
to avoid complicated user interactions such as specifying or
refining point/stroke correspondences one-by-one, which
might be acceptable for professional artists [4], [32]. Third, we
want to be able to refer to rasterized sketch images where
much of meta stroke information such as stroke order is lost.
A system with this capability will benefit significantly from
the vast quantity of sketches available on the Internet. Last
but not least, all processes must be executable at an interactive
speed to enable instant feedback with the user.

Our technical contribution lies in solving these issues by
automatically detecting correspondences of as-long-as-
possible (ALAP) stroke segments from strokes within the
ROI perimeters. Sketch images in the database are prepro-
cessed and represented as a collection of single curves with-
out branches. ALAP segments and their many-to-many
correspondences are then detected based on the geodesic
distance along strokes. We also parameterize the ALAP
segment interpolation based on the original user strokes,

1. In this paper, we refer to computing stroke shape changes as inter-
polation, and refer to replacing user strokes with computed stroke
changes in the GUI as deformation.

i but redistribution
-html for more information.

109



Frequency

5000 10000 15000 20000 25000

0

Figure 2
Randomization inference

d

-0.10

| |
-0.05 0.00

Coefficient

110

|
0.05

0.10



Table 1
Sample construction

Sample construction criteria Observations
Compustat data from 2004 to 2020 96,643
Merged with additional data 64,340
Less firms that experienced a breach 59,371
Less observations with missing data 56,704
Less firms that are not research active 7,626
Less singletons 6,933
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Table 2
Distribution of data breaches across years

Year #Breaches Percent
2004 1 0.14
2005 2 0.28
2006 1 0.14
2007 1 0.14
2008 2 0.28
2009 5 0.71
2010 15 2.13
2011 24 3.41
2012 29 4,12
2013 39 5.54
2014 55 7.81
2015 41 5.82
2016 49 6.96
2017 83 11.79
2018 109 15.48
2019 134 19.03
2020 114 16.19
704 100.00
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Table 3
Distribution of data breaches across states from 2004 to 2020

State #Breaches Percent
Alaska 1 0.14
Arizona 16 2.27
Arkansas 6 0.85
California 133 18.89
Colorado 10 1.42
Connecticut 10 1.42
Delaware 1 0.14
Florida 40 5.68
Georgia 21 2.98
Hawaii 1 0.14
Idaho 3 0.43
Illinois 41 5.82
Indiana 7 0.99
lowa 4 0.57
Kansas 5 0.71
Kentucky 12 1.70
Louisiana 3 0.43
Maryland 17 241
Massachusetts 30 4.26
Michigan 8 1.14
Minnesota 13 1.85
Missouri 7 0.99
Nebraska 6 0.85
Nevada 11 1.56
New Hampshire 1 0.14
New Jersey 20 2.84
New York 79 11.22
North Carolina 7 0.99
Ohio 15 2.13
Oklahoma 2 0.28
Oregon 4 0.57
Pennsylvania 27 3.84
Puerto Rico 1 0.14
Rhode Island 4 0.57
South Carolina 2 0.28
Tennessee 18 2.56
Texas 55 7.81
Utah 4 0.57
Virginia 31 4.40
Washington 24 341
Wisconsin 4 0.57

704 100.00
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Table 4
Distribution of data breaches across industries from 2004 to 2020

Industry #Breaches Percent
Metal, mining 1 0.14
Coal mining 1 0.14
Nonmetallic minerals, except fuels 1 0.14
General building contractors 1 0.14
Special trade contractors 2 0.28
Food & kindred products 13 1.85
Apparel & other textile products 5 0.71
Printing & publishing 14 1.99
Chemical & allied products 37 5.26
Petroleum & coal products 1 0.14
Rubber & miscellaneous plastics products 4 0.57
Leather & leather products 1 0.14
Stone, clay, & glass products 2 0.28
Primary metal industries 4 0.57
Fabricated metal products 3 0.43
Industrial machinery & equipment 21 2.98
Electronic & other electric equipment 23 3.27
Transportation equipment 8 1.14
Instruments & related products 23 3.27
Miscellaneous manufacturing industries 6 0.85
Trucking & warehousing 9 1.28
Water transportation 7 0.99
Transportation by air 10 1.42
Transportation services 6 0.85
Communications 57 8.10
Electric, gas, & sanitary services 7 0.99
Wholesale trade & durable goods 10 1.42
Wholesale trade & nondurable goods 9 1.28
Building materials & gardening supplies 6 0.85
General merchandise stores 21 2.98
Food stores 8 1.14
Automative dealers & service stations 6 0.85
Apparel & accessory stores 8 1.14
Furniture & home furnishings stores 3 0.43
Eating & drinking places 25 3.55
Miscellaneous retail 29 412
Depository institutions 26 3.69
Non depository institutions 6 0.85
Security & commodity brokers 17 241
Insurance carriers 35 4.97
Insurance agents, brokers, & service 5 0.71
Real estate 2 0.28
Holding & other investment offices 15 2.13
Hotels & other lodging places 27 3.84
Personal services 2 0.28
Business services 135 19.18
Auto repair, services, & parking 2 0.28
Motion pictures 2 0.28
Amusement & recreation services 8 1.14
Health services 15 2.13
Educational services 6 0.85
Engineering & management services 9 1.28
704 100.00
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Table 7
Main analysis: Data breach risk and scientific publications

Scientific publications jt+1

1) e
Data breach risk ¢ -0.0408** -0.0413*
(0.0155) (0.0158)
Control variables
Analyst following i -0.0197
(0.1162)
Sizeit -0.1215%+
(0.0340)
ROA i 0.1636*
(0.0524)
10-K filesize; 0.0306
(0.0382)
Cyber vulnerability i; 0.0652
(0.0634)
Cyber defensei; -0.0833
(0.0685)
Firm fixed effects Yes Yes
State x industry fixed effects Yes Yes
State x year fixed effects Yes Yes
Industry x year fixed effects Yes Yes
Observations 6,933 6,933
Adjusted R? 0.43833 0.44101

Notes: Table 7 reports the regression results for the relationship between Data breach risk i and
Scientific publications it+1. The outcome variable Scientific publications i1 is the number of
scientific publications in year t+1 scaled by the R&D expenses in year t. Please refer to Appendix
A for a full description of all variables. Standard errors clustered by industry-state in parentheses.
*, %%, and = * * represent significance at the 10 percent, 5 percent, and 1 percent level, respectively.
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Table 8
Verification of data breach risk measure: Data breach risk and patents

Patents it+1

1) 2
Data breach riski; 0.0172* 0.0169*
(0.0087) (0.0087)
Control variables
Analyst following iy 0.0079
(0.0257)
Sizei; -0.0633**
(0.0215)
ROA 0.0366**
(0.0170)
10-K filesizei; 0.0051
(0.0145)
Cyber vulnerability i, -0.0012
(0.0242)
Cyber defense i, -0.0100
(0.0164)
Firm fixed effects Yes Yes
State x industry fixed effects Yes Yes
State x year fixed effects Yes Yes
Industry x year fixed effects Yes Yes
Observations 6,933 6,933
Adjusted R? 0.52858 0.53173

Notes: Table 8 reports the regression results for the relationship between Data breach risk; and
Patentsit+1. The outcome variable Patentsit+1 is the number of patents in year t+1 scaled by the
R&D expenses in year t. Please refer to Appendix A for a full description of all variables.
Standard errors clustered by industry-state in parentheses. , %%, and * * * represent significance
at the 10 percent, 5 percent, and 1 percent level, respectively.
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Table 9
Parallel trend and duration of treatment effect

Scientific publications i

t-1 t-2 t+2 t+3
(1) ) ©) 4)
Data breach riski; 0.0055  0.0212  0.0088 0.0223

(0.0491) (0.0523)  (0.0208)  (0.0324)

Control variables

Analyst following it -0.0706  0.0024 -0.0368 0.0671
(0.1798) (0.0810)  (0.0725) (0.0828)
Sizeiy 0.0104 0.0265  -0.1375++  -0.0842*
(0.0755) (0.0524)  (0.0398) (0.0413)
ROA 0.0458  -0.3224 0.0978* -0.0021
(0.0456) (0.3741)  (0.0435) (0.0350)
10-K filesize i 0.1310 0.0014 0.0427 0.0016
(0.1124) (0.0476)  (0.0457) (0.0232)
Cyber vulnerability i -0.0450  0.0440 0.1081~ 0.0131
(0.0781) (0.0734)  (0.0625) (0.0830)
Cyber defense i -0.0540  -0.0360 -0.0775 -0.0014
(0.0880) (0.0669)  (0.0509) (0.0290)
Firm fixed effects Yes Yes Yes Yes
State x industry fixed effects Yes Yes Yes Yes
State x year fixed effects Yes Yes Yes Yes
Industry x year fixed effects Yes Yes Yes Yes
Observations 5,942 5,459 5,925 4,966
Adjusted R? 0.25211  0.23350 0.47075 0.42369

Notes: Table 9 reports the regression results for the relationship between Data breach risk i
and Scientific publications;. The outcome variables Scientific publications; is the number
of scientific publications in year t-1 scaled by the R&D expenses in year t-2 (column (1)),
the number of scientific publications in year t-2 scaled by the R&D expenses in year t-3
(column (2)), the number of scientific publications in year t+2 scaled by the R&D expenses
in year t+1 (column (3)), and the number of scientific publications in year t+3 scaled by the
R&D expenses in year t+2 (column (4)). Please refer to Appendix A for a full description of
all variables. Standard errors clustered by industry-state in parentheses. *, s*, and * * x*
represent significance at the 10 percent, 5 percent, and 1 percent level, respectively.
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Table 11
Alternative outcome variable: Data breach risk and trade secrets

Trade secrets j+1

1) 2
Data breach riskt -0.0146** -0.0141+
(0.0040) (0.0042)
Control variables
Analyst following i -0.0691*
(0.0201)
Sizeit -0.0658+
(0.0176)
ROA i 0.0690+
(0.0219)
10-K filesize; -0.0113
(0.0107)
Cyber vulnerability i 0.0202
(0.0256)
Cyber defensei; -0.0283
(0.0200)
Firm fixed effects Yes Yes
State x industry fixed effects Yes Yes
State x year fixed effects Yes Yes
Industry x year fixed effects Yes Yes
Observations 6,933 6,933
Adjusted R? 0.51607 0.52442

Notes: Table 11 reports the regression results for the relationship between Data breach risk i and
Trade secrets iw+1. The outcome variable Trade secrets i1 is the number of trade secret terms in
year t+1 scaled by the R&D expenses in year t. Please refer to Appendix A for a full description
of all variables. Standard errors clustered by industry-state in parentheses. *, =, and * * * represent
significance at the 10 percent, 5 percent, and 1 percent level, respectively.
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Appendix A. Variables Description

Outcome variables

Scientific publications 1

Patents+1

Trade secrets+1

The number of scientific publications in year t+1 scaled by the
R&D expenses in year t. Sources: Arora et al. (2024a, 2024b,
2021) scientific publication data and CRSP Compustat Merged
data.

The number of patents in year t+1 scaled by the R&D expenses in
year t. Sources: Kogan et al. (2017) patent data and CRSP
Compustat Merged data.

The number of trade secret terms?2 in year t+1 scaled by the R&D
expenses in year t. Sources: Loughran and McDonald (2016)
cleaned 10-K data and Glaeser (2018) trade secret word list.

Treatment variables

Data breach risk iy

Data breach risk - Personal information i

Data breach risk - Financial information;

Data breach risk - Other information i;

Data breach risk - Information not disclosed i;

Data breach risk - Malware i;

Data breach risk - Unauthorized access it

Data breach risk - Phishing i,

Data breach risk - Ransomware i

22 Trade secret and trade secrecy.

The number of security breaches in the same state and industry as
firm i in year t. Source: Audit Analytics.

The number of security breaches that involve personal information
in the same state and industry as firm i in year t. Source: Audit
Analytics.

The number of security breaches that involve financial information
in the same state and industry as firm i in year t. Source: Audit
Analytics.

The number of security breaches that involve other information in
the same state and industry as firm i in year t. Source: Audit
Analytics.

The number of security breaches that do not disclose the type of
information accessed in the same state and industry as firm i in
year t. Source: Audit Analytics.

The number of security breaches that involve malware in the same
state and industry as firm i in year t. Source: Audit Analytics.

The number of security breaches that involve unauthorized access
in the same state and industry as firm i in year t. Source: Audit
Analytics.

The number of security breaches that involve phishing in the same
state and industry as firm i in year t. Source: Audit Analytics.

The number of security breaches that involve ransomware in the
same state and industry as firm i in year t. Source: Audit Analytics.
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Data breach risk - Misconfiguration i

Data breach risk - Cyberattack not disclosed it

The number of security breaches that involve misconfiguration in
the same state and industry as firm i in year t. Source: Audit
Analytics.

The number of security breaches that do not disclose the type of
cyberattack in the same state and industry as firm i in year t.
Source: Audit Analytics.

Control variables

Analyst following i

Size it

ROA

10-K filesize it

Cyber defense i

Cyber vulnerability i

The arithmetic mean of the 12 monthly numbers of earnings
forecasts for firm i over fiscal year t. Source: I/B/E/S summary
data.

The natural logarithm of firm i’s book value of total assets in year
t. Source: CRSP Compustat Merged data.

Firm i’s operating income before depreciation (OIBDP) divided by
book value of total assets (TA) in year t. Source: CRSP Compustat
Merged data.

The natural logarithm of firm i’s 10-K filesize in kilobytes in year
t. Source: Loughran and McDonald (2016) cleaned 10-K data.

The natural logarithm of one plus the number of cyber defense
terms? in the 10-K in year t. Source: Loughran and McDonald
(2016) cleaned 10-K data and Ettredge et al. (2018) cyber defense
word list.

The natural logarithm of one plus the number of cyber
vulnerability terms?* in the 10-K in year t. Source: Loughran and
McDonald (2016) cleaned 10-K data and Ettredge et al. (2018)
cyber vulnerability word list.

23 Risk governance, risk model, risk control, risk policy, risk framework, risk document, risk system, risk
technology, risk training, risk committee, risk management, risk board, risk review, risk oversight, risk
governance, chief risk officer, CRO, enterprise risk management, ERM, risk compensation, risk incentive, risk
method, risk compliance, risk system, risk data integration, risk limit, risk control.

2 Data integrity, data risk, risk report, risk dashboard, operation failure, operational failure, operation risk,
operational risk, IT risk, information technology risk, privacy breach, identity theft, computer virus, security,
breach, hacker, cyber-attack, cyber risk, cybersecurity, security incident, computer breach, computer intrusion.
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Appendix B. Data breach descriptions

Type of information accessed

Personal information ¢

Financial information j;

Other information i;

Name, address, phone number, e-mail, username, password, and
SSN.

Bank accounts, debit and credit cards.

Intellectual property, proprietary business information, and all
other types of information.

Type of cyberattack

Unauthorized access it

Phishing i

Misconfiguration j;

Malware i

Ransomware i

Unauthorized party gains access to protected systems and data.

Fraudulent attempt to obtain sensitive information under the guise
of trustworthy electronic communication.

Exploitation of incorrectly assembled or poorly written code and
web applications.

Malicious software intentionally designed to cause damage.

Specific type of malware designed to hold systems hostage in
exchange for demands being met.
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Chapter 3

Audit Offices’ Cybersecurity Experience

and Industry Range

ABSTRACT

In this study, I aim to determine whether the risk of cyberattacks spills over across clients of
the same audit office. |1 conduct my tests by assessing the effect of audit office cybersecurity
experience on audit clients in pre and post cyberattack periods. Additionally, I investigate the
effect of audit office industry range on their clients’ breach likelihood. Experiences in diverse
industries may lead to the development of flexibility and skepticism, enhancing auditors’
abilities to identify client vulnerabilities. | use a sample of U.S. public firms over the period
2011 to 2024, and | run logistic regression models to test my hypotheses. | find that clients are
more likely to experience a cyber incident when their audit office has had a previously breached
client or will have a breached client in the future. However, this breach likelihood is decreased
when auditors are identified as having a broad range of industry experiences. My results also
indicate that industry specialization does not seem to play a significant role in the context of
data breaches.

Keywords: cybersecurity experience, cyber incidents, breach, industry range.
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1. Introduction

External auditors have exclusive access to top executives, engage in audit committee
meetings, and review board meeting minutes and other general information about their clients
during the execution of their audits (Dhaliwal et al., 2016). This allows auditors to discuss
strategic initiatives, such as asset acquisition or disposition, with their clients (Dhaliwal et al.,
2016). These strategic practices may then be transferred to other clients, either intentionally or
unintentionally (Dhaliwal et al., 2016). Intentional information leakage could happen through
discussions that justify auditing procedures, while unintentional leakage could occur through
casual conversations about best practices (McAllister & Cripe, 2008). As such, auditors are
positioned as information intermediaries, who can either harm or help their clients (Dhaliwal

etal., 2016; Kang et al., 2022).

Prior research has highlighted that even if the actual information transfer incident is
unknown, perceiving it as a costly risk is enough to influence firms’ decisions on whether to
share the same auditor with a competing firm (Bills et al., 2020). The risk of information
leakage is intensified when rival firms can exploit the information (Cahan et al., 2008), and the
cost is even higher for rivals with similar product offerings (Bills et al., 2020). Sharing the
same auditor has financial reporting quality implications, and firms with the same external
auditor tend to have financial statements that are set up in the same manner (Francis et al.,
2014). Also, firms that share the same auditor are subject to the same auditing style (Cao &
Pham, 2021). Investors believe that firms that share an auditor with other firms that have

received a comment letter?, will eventually be scrutinized by the SEC (Cao & Pham, 2021).

25 A comment letter contains information related, but not limited to, the recognition of revenues, gains, or losses
in firm 10k reports, that arises due to the SEC’s regular review of firm reports (Cao & Pham, 2021).
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While auditors are not required to provide assurance on their clients’ cybersecurity
practices under the current standards, they may face reputational damages when their clients
get breached (Li et al., 2024). Auditors are responsible for cybersecurity risks that are related
to internal control over financial reporting (ICFR), and a breach to one client may be interpreted
as auditors failing to properly evaluate a client’s ICFR, a failure that could then spill over to
non-breached clients of the same audit office (Li et al., 2024). Further, a client’s breach could
signal deficiencies in auditing procedures systemic to the audit office or the entire audit firm
(Li et al., 2024). For example, when Equifax, Ernst & Young’s (EY) client, got breached, EY
was accused of not detecting major internal control deficiencies, and this issue spilled over to

the whole audit (Mckenna, 2018; Mintz, 2017).

The abovementioned risks may drive firms to avoid sharing an external auditor with another
firm, however, some benefits may motivate them to employ the same auditor. Peer firms that
offer similar products may have similarities in their accounting methods, business processes,
and internal controls (Bills et al., 2020). With respect to cybersecurity, current auditing
standards require auditors to play a significant role (CAQ, 2019; Hamm, 2019), and
cybersecurity was placed on the PCAOB’s 2020-2024 strategic plan (PCAOB, 2020). In
evaluating the association between cybersecurity and financial statements’ misstatement risks,
auditors should focus on understanding their clients’ use of automated internal controls over
financial reporting and the use of information technology (Asthana et al., 2021). In the event
of a cyberattack, auditors should assess whether it arose due to ICFR deficiencies and whether
to revise and plan supplementary audit procedures (Asthana et al., 2021). Being at the forefront,
auditors of breached clients gain first-hand experience through engagement in evaluating the
breach incident, implementation of corrective actions, and performance of additional
cybersecurity risk assessments (Li et al., 2024). Further, auditors of breached clients may

become more knowledgeable in areas that include internal controls, information technology
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(IT) management actions, the IT environment, etc. Experience in all of these areas may equip
auditors with better risk (e.g. IT risks) identification and assessment capabilities (Smith et al.,
2019). Also, auditors providing audit services to comparable firms will develop subspecialty
knowledge that improves the efficiency and effectiveness of both audit engagements (Bills et

al., 2020; Kang et al., 2022).

Many previous studies in auditing argue that auditors who have a specialization in an
industry, provide better-quality audits to clients in that industry due to their strong
competencies and reputational incentives (e.g., Balsam et al., 2003; Reichelt & Wang, 2010).
As such, firms may be willing to employ the same auditor employed by a peer firm. Even
though industry specialization can improve an auditor’s specific industry knowledge, it often
leads to constraints in the auditor’s industry range, which is defined as the degree to which an
auditor has experience auditing clients from various industries (Dekeyser et al., 2024).
Narrowly focused experiences can help auditors develop deep knowledge in a certain domain,
however, they might induce flawed intuition development (Dane, 2010). The “Einstellung”
effect happens when a certain idea first comes to mind, triggered by similar previous
experiences, which prevents alternative options from surfacing (Bilali¢ et al., 2008). Industry
specialization is characterized by this effect, leading the specialist to reduce their skepticism
and flexibility when performing auditing tasks (Dekeyser et al., 2024). Pursuing a broad range
of experiences can alleviate this rigidity as individuals become more likely to engage in
exceptional scenarios or inconsistencies in various areas thereby developing mental flexibility
and skepticism (Srikantia & Pasmore, 1996). In line with this argument, experts with a wide
range of experiences outside their specialty tend to perform better than experts with a limited
range of experiences (Dekeyser et al., 2024). Prior research shows that auditors’ broad

experiences in various industries play a significant role in developing their way of thinking and
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knowledge (Libby & Luft, 1993; Nelson & Tan, 2005), which in turn can enhance audit quality

(Dekeyser et al., 2024).

Prior studies have revealed that although knowledge accrues at the individual-level when
the same auditor is assigned to two engagements, knowledge is transferred to the audit firm
through inter-office communication and process discussions across engagement teams (Nelson
et al., 2016; Seavey et al., 2018). Auditors from Big Four firms help clients decrease
cybersecurity risks through formal recommendations or through informal talks with the board
of directors and management (Li et al., 2024). Audit offices’ cybersecurity knowledge and
experiences may be valuable for other clients who might be exposed to the same or similar
hacking methods (PCAOB, 2019). Further, investors in non-breached firms tend to reassess
the credibility of the audit office after a client of the same office was breached (Perols &
Murthy, 2021). For this reason, auditors may be motivated to help non-breached clients shield

against cyberattacks, avoiding potential reputational harm (Li et al., 2024).

Audit firms are organized into offices where the auditor network is strongest, client
information is concentrated, and the chance of sharing client information is the highest
(Dhaliwal et al., 2016). Informal spillover channels within the offices of shared auditors have
been a focus in prior literature (Cai et al., 2016; Dhaliwal et al., 2016) that has indicated that

auditor offices significantly affect client outcomes (Dhaliwal et al., 2016).

In this paper, | focus on informal spillover channels as reflected through sharing the same
auditor office to examine whether cybersecurity information may be shared. | examine whether
this channel puts clients at risk of experiencing a breach when other clients of the shared auditor
have experienced a breach. Specifically, | test whether auditors act as knowledge
intermediaries or as risk intermediaries by using the setting of cybersecurity breaches as a

proxy for risk. Additionally, | test the effect of auditor industry range on client likelihood of
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experiencing a data breach. By doing so, | determine whether diverse auditor industry

experiences play a significant role within this setting of data breaches.

This study contributes to different streams of literature. First, it contributes to the
growing stream of cybersecurity research within the auditing literature. Prior studies find that
auditors increase audit fees following cyber incidents (Li et al., 2020; Smith et al., 2019), and
this increase, conditional on auditors’ prior cybersecurity experience, is negatively associated
with future breach incidents (Li et al., 2024). This study extends Li et al. (2024) by showing
that clients at the audit office level are subject to a higher breach likelihood if other clients of
the same office have experienced a breach in the past (i.e., breaches are known) or will
experience a breach in the future (i.e., breaches are unknown). However, the breach likelihood

decreases when the audit office has a broad industry range.

The second contribution is tied in with the literature on the effects of experience
(Dekeyser et al., 2024; Hanlon et al., 2022), specifically audit office experience. Dekeyser et
al. (2024) developed the concept of auditor industry range, applied it to a Chinese dataset, and
found a positive impact on audit quality. | use the same variable for my U.S dataset, in the
context of cybersecurity. My findings suggest that audit office experiences in diverse industries
appear to assist the audit office in developing professional skepticism, therefore helping their
clients by decreasing their likelihood of experiencing cyberattacks. While Li et al. (2024) find
that increased audit fees are associated with a lower breach likelihood due to additional audit
office efforts, I find that industry range, which reflects audit offices’ improved knowledge and
overall awareness, is associated with a decreased breach likelihood. Differentiating between

audit offices at the city-level and at the state-level, | find significant results at both levels.

The third and final main contribution of my study is its value to regulators in the public

domain. This study supports the current emphasis on the importance of prioritizing
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cybersecurity (PCAOB, 2020) because cyber incidents put clients of the same audit office at

risk (PCAOB, 2019).

This study is organized as follows. In section 2, | offer background information on prior
studies and on cyber incidents, external auditors, and auditor’s industry range and I develop
the hypotheses. In section 3, | describe the sample selection process and the empirical research

design. In section 4, | present the results. In section 5, | present the conclusions.

2. Background and Hypotheses Development

2.1. Background

Prior audit research has explored auditors’ responses to cyber incidents, with a particular
focus on the impact of such events on audit fees. Li et al. (2020) find that external auditors
increase their audit fees following the occurrence of cyber incidents, however, this increase is
lower following the 2011 Cybersecurity Disclosure Guidance issued by the SEC. Additionally,
they find that auditors predict and price cybersecurity risks before the breach occurrence. Smith
et al. (2019) also find a positive association between cyberattacks and audit fees; however, the
result is largely determined by external breaches. In a more recent study, Li et al. (2024) find
that audit offices with breached clients, charge higher fees to their non-breached clients. This
increase in audit fees, conditional on audit offices’ cybersecurity experience, is negatively

associated with future cyber incidents.

While these studies focus primarily on the direct association between clients’ breaches and
audit fees, my study examines the indirect contagion effect of known (i.e., past) and unknown
(i.e., future) breaches among clients of the same audit office. This study also examines the role
that audit office industry range plays in the context of cybersecurity; a factor not investigated
by previous studies. The breach data used in previous studies extends to 2014 (e.g., Li et al.,

2020; Smith et al., 2019) or 2017 (e.g., Li et al., 2024), while the data in this study incorporates
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breaches through 2024. Overall, this study complements and extends previous work by offering
insights into intra-office cybersecurity contagion effects and the importance of industry

diversification.

2.2. Cyber Incidents and External Auditors

Cybercrimes are defined as illegal activities conducted using the internet or computers to
steal or destroy data, or to control or disrupt a target’s infrastructure or computing environment
(CSIS, 2018). Cyberattacks represent one of the biggest systemic risks faced by organizations
and “clean financial reporting control assessments under SOX do not protect organizations
from such risks.” (Lawrence et al., 2018, p.143). They have been identified among the top five
serious international threats (WEF, 2019), imposing considerable costs on the global economy
(IBM, 2023). Cyberattacks are indicators of operational control risk deficiencies. If a firm’s
computer systems cannot be protected from cyberattacks, then its financial reporting systems
are also vulnerable to attacks (Lawrence et al., 2018). The increase in data breaches reflects
flaws in the protective mechanisms of operating and financial reporting activities (Lawrence et
al., 2018). In 2020, the PCAOB issued a report that focused on the importance of understanding
the risk-assessment strategies undertaken by auditors and their responses to identified risks
(PCAOB, 2020). The costs of the breaches are not only borne by the affected firms, but spill

over to their auditors in the form of reputational harm (Perols & Murthy, 2021).

Auditors are not responsible for assessing clients’ cybersecurity risk, or the controls
implemented to mitigate that risk (PCAOB, 2019). Instead, auditors focus on their clients’
information technology used to prepare the financial statements, and on the automated controls
around financial reporting (PCAOB, 2019). If a client firm experiences a cyberattack, the
auditor must evaluate the nature and extent of that attack (i.e., identify what was stolen,

destroyed, or modified), and should assess the implications on the company’s operations
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(PCAOB, 2019). Besides that, auditors should assess whether the breach was due to a client’s
ICFR deficiencies, and whether the client has implemented procedures to prevent future
cyberattacks (PCAOB, 2019). As such, auditors are not held responsible nor do they face
lawsuits for their clients’ cyberattacks (Asthana et al., 2021; Valdetero et al., 2019).
Considering this, there is likely little to no basis for expecting auditors to pay close attention to
their clients’ cybersecurity protocols and actions, especially since existing standards do not

mandate that auditors provide assurance on their clients’ cybersecurity (Li et al., 2024).

Although auditors are not required to detect and address cybersecurity risks, they could be
subject to reputational damage (Perols & Murthy, 2021). Cyberattacks expose vulnerabilities
in the internal controls related to the company’s operations and to its financial reporting
(Lawrence et al., 2018; PCAOB, 2019; Smith et al., 2019). As external auditors are responsible
for ICFR, a cyberattack to one client may be interpreted as an audit failure to adequately assess
ICFR; a failure that could then spill over to other clients of the same audit office (Li et al.,
2024). Additionally, cyberattacks could reveal deficiencies in audit practices inherent to the
audit firm or audit office (Li et al., 2024). Prior research indicates that investors of non-
breached firms reconsider the reliability of the audit provided by the audit office following a
breach to the office’s clients (Li et al., 2024). In other words, cyberattacks reverse investors’
favorable perception of auditor competence (Perols & Murthy, 2021). In this respect, a client
cyberattack may taint the auditor by association (Asthana et al., 2021). Even though the client’s
negative event is beyond the auditor’s responsibility and accountability, the auditor’s audit
engagement office may be viewed negatively (Asthana et al., 2021). There could also be a gap
between the steps that the public expects auditors to undertake with respect to cybersecurity
and the requirements that auditors need to comply with their professional standards (Franzel,

2016). To this extent, auditors may be motivated to provide additional support to their non-
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breached clients to address cybersecurity risks, preventing potential reputational harm (Li et

al., 2024).

A cyberattack does not necessarily reflect client misconduct, instead it shows that the client
has fallen victim to a fraudulent act (SEC, 2018). Auditors’ experiences with their
cyberattacked clients may help them develop knowledge about internal controls, IT
management, and the IT environment, which may enhance auditors’ detection and evaluation
of risks, including information technology risks (Smith et al., 2019). Perceived as rational
learners, auditors can modify their behavior based on their experiences and can better engage,
either formally through recommendations or informally through conversations, with their
clients to help minimize cyber risks (Li et al., 2024). As auditors have access to senior
executives and their strategic processes, they can transfer cybersecurity knowledge acquired

from breached to non-breached clients (Li et al., 2024).

The effort and time dedicated by the audit office to investigate the determining factors and
implications of cyberattacks may be deemed beneficial to other clients because cybercriminals
often use similar techniques to attack firms (PCAOB, 2019). Nonetheless, auditors usually get
involved after the occurrence of a client’s cyberattack, where they evaluate the incident and
implement corrective actions (Li et al., 2024). Although a client’s cybersecurity incident helps
auditors gain first-hand experience and puts them in a position to help other non-breached
clients (Li et al., 2024; Smith et al., 2019), their unaccountability for their clients’ breaches
may not induce them to take additional measures. Incidentally, following the occurrence of a
client’s cybersecurity breach, the audit office may need to focus its resources and personnel on
the affected client to assess the event and employ corrective measures. This diversion might
compromise the attention to cybersecurity processes of other clients, exposing them to higher

risks of breaches.
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Audit offices that have already had clients experience a cybersecurity incident in the past,
may become more knowledgeable about IT-related matters (Smith et al., 2019). Their increased
awareness can be transferred to their clients, helping them decrease their risk of cyberattacks
(Lietal., 2024; PCAOB, 2019). Alternatively, even with increased knowledge, auditors might
not discuss IT issues with their clients because they are not responsible for assuring
cybersecurity (Li et al., 2024; Perols & Murthy, 2021), or they might direct their resources to
the breached clients, consequently failing to assist their other clients. Based on this discussion,

| state the first hypothesis in the null form:

H1a: Sharing an auditor, at the audit office level, with a breached client is not associated

with the likelihood that other clients will experience a breach.

Future cybersecurity weaknesses could be thought of as “private” information, as opposed
to the previous argument where the weaknesses could be described as “public” information
(Cheng et al., 2019). To the best of my knowledge, no previous studies have looked at the effect
of having the same audit office as a client that will fall victim to a cyberattack. Cyberattacks
may reveal failures in audit practices, such as inadequate cybersecurity assessments,
insufficient communication of identified risks or recommendations to clients, and lack of
regular monitoring, systemic to the audit office (Lawrence et al., 2018; Li et al., 2024; Smith
et al., 2019). If these weaknesses are not yet revealed, clients of the same audit office might be
subject to a high cybersecurity risk without knowing it because they may be using similar
information systems and audit methodologies as others, and cybercriminals usually employ
similar tactics to attack firms (PCAOB, 2019). The similarities in the systems used by client
firms make it easier and more convenient for cybercriminals, who can employ similar intrusion

strategies, to attack firms. Therefore, | argue that sharing the same audit office as clients that
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will report breaches in the future is positively associated with the likelihood of experiencing a

breach, which leads to the below hypothesis:

H1b: Sharing an auditor, at the audit office level, with a client that will report a breach is

positively associated with the likelihood that other clients will experience a breach.

2.3. Auditor Industry Range

An important element that I believe might affect clients’ breach likelihood is auditors’
industry range because it influences auditors’ familiarity with various industry risks and best
practices. This concept reflects the degree to which auditors have experiences in auditing
clients from various industries (Dekeyser et al., 2024). Prior studies focused on the concept of
industry specialization which, although it can enhance an auditor’s specific industry
knowledge, usually results in limited auditor industry range; a notion associated with cognitive
inflexibility (Dekeyser et al., 2024). Experts with a wide range of experiences outside their
specialty usually outperform others with a limited range of experiences within their specialty
(Epstein, 2019). Drawing on previous studies in cognitive science and psychology (Dane, 2010;
Hargadon, 2006), auditors with wide industry experiences tend to better overcome flawed
intuitions compared with auditors without such experiences (Dekeyser et al., 2024). Diversified
experiences expose individuals to inconsistencies and exceptions in different domains leading
to the development of flexibility and mental skepticism (Srikantia & Pasmore, 1996), whereby
auditors can identify “could be” scenarios (Dane, 2010). Working with clients from diverse
industries, audit offices may have encountered several client breaches, which might enhance
their ability to proactively identify potential vulnerabilities and threats in their clients’ current
systems. Subsequently, they can transfer their acquired knowledge by providing better security
recommendations to their clients, who can either implement new or modify existing security

measures, resulting in a decreased exposure to cybersecurity risks. Dekeyser et al. (2024) tested
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this concept using a sample of Chinese firms and auditors and found that auditor industry range
can enhance audit quality. | apply the same concept to U.S. auditors in the context of
cybersecurity to determine whether auditors’ industry range plays an important role in a
different setting. As auditor experiences in various industries help in developing their
knowledge and mindset, | argue that auditor industry range is associated with a lower breach

likelihood. I posit the below hypothesis:

H2: Audit offices with a broad range of industry experiences are associated with lower

breach likelihood for their clients.

3. Research Methods

3.1. Data and Sample Selection

The sample used to test the hypotheses is composed of breached and non-breached U.S.
public firms covering the period 2011-2024. Following prior studies (e.g., Asthana et al., 2021,
Lietal., 2020; Li et al., 2024), I use the Audit Analytics Cybersecurity database to obtain data
on cybersecurity incidents. To ensure the comprehensiveness of my breach-related data, |
verified my dataset using the Privacy Rights Clearinghouse database. | use Compustat to obtain
the comparative sample of non-breached firms. | obtain audit-related data from Audit Analytics
and | focus on audit offices as they are responsible for many strategic functions such as
assigning personnel, administering audit engagements, and providing audit opinions (Li et al.,
2024). Additionally, inter-office communications and discussions across engagement teams
facilitate the transfer of knowledge (Nelson et al., 2016; Seavey et al., 2018). After merging
the samples and eliminating observations with missing values, I ended up with a final sample
of 27,242 firm-year observations and 420 data breach incidents. Details of my final sample are

included in Table 1.

[Insert Table 1 here]
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3.2. Research Design

In this study, | examine the effect on a client when their audit office has clients that have
already experienced a cyberattack or that will experience a cyberattack. More specifically, |
study the client’s likelihood of experiencing a cyber incident. In the main analyses, the audit
office is selected at the city-level. This means that all clients that share the same audit firm in
the same city are considered clients of the same audit office at the city-level?®. To test the

hypotheses, | use the below logit model:

Logit (Breached Firm it =1) = fo + f1 AudCyberl Prei: + 2 AudCyberl Post it
+ B3 Range N3C it + B4 Bigd it + B5 Firm Size it.1 + s ROA it.1 + S7 LOSS it1
+ fg Leverageit1 + fs Year + S Industry + ¢

The dependent variable (Breached Firm) is an indicator variable that takes the value of 1 if
a firm has reported a breach in a given year t. The main independent variables are AudCyberl
Pre and AudCyberl Post, both of which are dummy variables, and RangeN3C which is a
continuous variable; all variables are developed at the firm-level. In determining whether
clients’ cybersecurity risks affect others with the same audit office, we differentiate between
audit offices that had breached clients in any of the previous three years and those that will
have breached clients in any of the upcoming three years. AudCyberl Pre is set equal to 1 if
the audit office has clients that experienced a cyber incident at any point in the previous three
years. | follow the methodology from previous studies (e.g., Haislip et al., 2016; Lennox & Li,
2014) and use a three-year window because auditors require a sufficient time to respond to
client cyberattacks, and because cyberattacks are not frequent in a certain auditor-year, which

limits the treatment sample size. To test whether there might be some cybersecurity weakness

% |n an additional analysis, | repeat the main test at the state-level. For that, all clients that share the same audit
firm in the same state, are considered clients of the same auditor at the state-level.
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spillover inherent at the audit office but not known yet, | look at the future audit office
cybersecurity experience. AudCyberl Post is set equal to 1 if the audit office has clients that
experience a cyber incident at any point in the following three years. A positive coefficient on
AudCyberl Pre would indicate that clients of an audit office with prior cybersecurity incidents
experience is associated with a higher risk of experiencing a cyberattack, whereas a negative
coefficient would indicate a lower risk. A positive coefficient on AudCyberl Post would
indicate that clients of an audit office that will have clients experiencing a cyberattack in any
of the upcoming three years, is associated with a higher risk of experiencing a cyberattack.
Conversely, a negative coefficient would indicate a lower cybersecurity risk. RangeN3C is the
natural logarithm of the number of unique industries audited by an audit office in a specific
city over the past 3 years. This variable is generated using the industry range measure
developed by Dekeyser et al. (2024)?" and reflects the extent of the audit office’s experience
with various industries. A negative coefficient on RangeN3C would indicate that the broader
the audit office industry range, the lower the clients’ breach likelihood. However, a positive
coefficient would indicate that an auditor’s industry range is associated with a higher breach

likelihood for their clients.

I include several control variables that might affect the breach likelihood. Big Four firms
(i.e., Big4) may have more expertise than non-Big Four firms in matters related to cybersecurity
(Yen et al., 2018). Large firms and firms with high profitability (i.e., Firm Size and ROA) are
attractive targets to hackers (Higgs et al., 2016; Li et al., 2018; Li et al., 2024; Say & Vasudeva,
2020). Additionally, financially constrained firms (i.e., Loss and Leverage) are more likely to

experience a cyberattack due to inadequate IT security investment (Higgs et al., 2016; Li et al.,

2" Dekeyser et al (2024) developed the auditor industry range variable which is “defined as the natural logarithm
of the number of industries that an auditor’s client portfolio covers in the past three years, t—2 to t” (pp. 21). The
three-year period is chosen to allow enough time for auditors to work with clients from different industries.
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2018; Say & Vasudeva, 2020). All control variables, except for Big4, are lagged by one year
to lower potential endogeneity concerns (Bouwman, 2011). I also control for year and industry
effects. In additional analyses, | test for the effect of audit office industry specialization (i.e.,
Industry Specialistl and Industry Specialist2) on clients’ breach likelihood. For Industry
Specialistl, | use an absolute measure where | follow Bills et al. (2015) and classify an audit
office in a city-year as an industry specialist if that office holds a market share of audit fees,
within a specific industry and year, greater than 50%, 0 otherwise. For Industry Specialist2, |
use a relative measure from Audousset-Coulier et al. (2016) and classify an audit office in a
city-year as an industry specialist if that office possesses the largest market share of audit fees
in a given industry, 0 otherwise. Audit fees better capture auditor effort than other variables
(i.e., client sales or assets), because audit fees are related to the client riskiness, complexity,
and size (Audousset-Coulier et al., 2016). Detailed variable descriptions are provided in

Appendix A.

4. Results

4.1. Summary Statistics

Table 2 presents the descriptive statistics of my sample. In the pre three-year window,
31.6% of audit offices at the city-level have at least one cyberattacked client (AudCyber1 Pre),
whereas in the post three-year window, 24.9% of audit offices have at least one client that
experiences a cyberattack in the subsequent three years (AudCyberl Post). On average, the
natural logarithm of audit office industry range at the city-level (Range N3C) during the prior
three-year window (t-2 to t) is 3.228. This translates to a value of approximately 25, indicating
that auditors in this sample have experience across a wide range of industries. My sample,
similar to other studies (e.g., Asthana et al., 2021; Li et al., 2024), includes 420 breached firms,
which makes up 1.5% of the total observations (Breached Firm). Around 63.7% of my sample

firms are audited by big four firms (Big4) and 43.6% of the firms report losses in the prior year
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(Loss). Using the absolute measure of industry specialist, 17.2% of client firms are audited by
industry specialists (Industry Specialistl), whereas using the relative measure, 7.3% of client
firms are audited by industry specialists (Industry Specialist2). The mean for the Firm Size
variable is 6.127, return on assets has a mean of -2.229 (ROA), and Leverage has a mean of
5.155. At the audit office state-level, 41.9% of offices have at least one cyberattacked client
(AudCyber2 Pre), and 35.9% have at least one client that experiences a cyberattack in the
subsequent three years (AudCyber2 Post). Auditor industry range at the state-level
(RangeN3S2®) has a mean of 3.718 which translates to approximately 40 industries, and the

alternative industry range measure (Rangewerf) has a mean of 0.884.
[Insert Table 2 here]

Table 3 presents the pairwise correlations among the variables?®. Breached firms are
positively associated with auditor cybersecurity experience Pre and Post, auditor industry
range (at the city and state-level), Big4, firm size, ROA, and the absolute measure of industry
specialist. Breached firms are negatively associated with loss, leverage, and the relative

measure of industry specialist.
[Insert Table 3 here]
4.2. Main Findings

Table 4 presents the results of my main analyses. | find a positive and statistically
significant coefficient (coefficient= 0.573, p-value < 0.01) on the AudCyberl Pre variable,

suggesting that clients of city-based audit offices with at least one breached client in the

28 RangeN3S is the natural logarithm of the number of unique industries audited by an audit office in a specific
state over the past 3 years.

2 To assess the degree of multicollinearity among the variables, | conducted a Variance Inflation Factor (VIF)
test. All the VIF values turned out to be below the cutoff point of 5 (Marcoulides & Raykov, 2019), suggesting
that there is not an issue with multicollinearity.
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previous three years, are associated with a higher likelihood of experiencing a breach.
Specifically, having an audit office that has cybersecurity experience at another client, is
associated with approximately 1.774 times® higher odds of experiencing a breach compared
to clients of audit offices without such experience. Stated differently, clients of these audit
offices have 77 percent! higher odds of breach occurrence. These results indicate that audit
offices may not be communicating cybersecurity protective measures with their clients, either

due to their unaccountability or due to their limited resources, leading to the rejection of Hla.

My findings provide additional evidence that auditors seem to evaluate a cyber incident
and implement corrective actions after the occurrence of a breach (Li et al., 2024).
Additionally, | find a positive and statistically significant coefficient (coefficient= 0.421, p-
value < 0.01) on the AudCyberl Post variable, suggesting that clients of audit offices that have
at least one breached client in the following three years, are associated with a higher likelihood
of experiencing a breach. More specifically, having an audit office that has at least one
breached client at any point in the next three years, is associated with approximately 1.523
times®? higher odds of experiencing a breach compared to clients of other audit offices. In other
words, clients of these audit offices have approximately 52 percent3 higher odds of breach
occurrence. These results indicate that audit offices auditing breached clients tend to have more
clients who experience breaches, supporting H1b. Taken together, my findings suggest that
there is a positive association between the breach likelihoods of clients audited in the same

audit office, regardless of whether the breach is known or not.

Additionally, Table 4 presents the results for my test of H2. Industry range is the degree to

which an auditor has experience auditing clients from various industries (Dekeyser et al.,

30 Calculated as: e"0.573.
31 Calculated as: ("0.573 - 1) * 100 = 77.36% = 77%.
32 Calculated as: e"0.421.
33 Calculated as: (€70.421 — 1) * 100 = 52.35% = 52%.
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2024). The variable for industry range reflects the natural logarithm of the number of unique
industries audited by the audit office in a city over the prior three-year period. | find a negative
and statistically significant coefficient (coefficient= -0.177, p-value<0.05) on the RangeN3C
variable, suggesting that clients of audit offices with a wider range of industry experience over
the past year, are associated with a lower likelihood of experiencing a breach. Specifically, this
coefficient can be translated to signify that a one unit increase in the log of unique industries
in an audit office industry range is associated with a decrease in the predicted odds of being
breached by a multiplicative factor3* of approximately 0.84%°. In simpler terms, a one-unit
increase in RangeN3C (i.e., an increase of three®® unique industries) in an audit office industry

range is associated with a 16.2 percent®’ decrease in the odds of a client’s breach occurrence.

This finding supports H2 and indicates that audit offices with a more diversified portfolio
of industries are associated with lower odd that a client will be breached. This can be attributed
to several factors. A broad industry range might reduce an audit office’s exposure to high-risk
industries, as opposed to having a narrow industry range. Alternatively, working with clients
from different industries might expose the audit office to a wide array of cybersecurity
challenges and measures, enabling it to better advise its clients. Additionally, engaging with
clients from multiple industries might foster increased awareness of cyber threats, which, if

communicated to clients effectively, can help them shield against potential cyberattacks.

Table 4 also shows that higher leverage is not significantly associated with the likelihood

of experiencing a breach. However, my results, consistent with Li et al. (2024) and Yen et al.

3 For example, if the odds of experiencing a breach for a client firm with an audit office that has RangeN3C=10
is 0.3, then the predicted odds of another client firm with an audit office with RangeN3C=11 is = 0.3 x 0.84 =
0.252.

% Calculated as: e”-0.177. It shows the ratio of odds for those one-unit higher to those one-unit lower on the
independent variable RangeN3C.

36 A one unit of natural log is equivalent to about 2.718, rounded up to 3.

37 Percentage change = (e”-0.177 — 1) * 100 = -16.2%.
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(2018), show that firms that experience a loss (coefficient= -0.256, p-value<0.10) and firms
audited by a big four audit firm are less likely to experience a breach (coefficient= -0.508, p-
value<0.05), whereas bigger firms (coefficient= 0.490, p-value<0.01) and firms with a higher

return on assets (coefficient= 0.899, p-value<0.01) are more likely to experience a breach.

[Insert Table 4 here]

4.3. Additional Analyses

4.3.1. Auditor Industry Specialization

Auditor industry specialization has been associated with higher auditing quality due to
its increased and focused knowledge in a certain domain (e.g., Balsam et al., 2003; Reichelt &
Wang, 2010). Additionally, specialists have been found to provide more effective audits and
to better detect errors (Owhoso et al., 2002). Compared to non-specialists, specialists give the
impression that they can offer a higher level of assurance (Beasley & Petroni, 2001), and their
clients’ earnings forecast future cash flows more precisely (Gramling et al., 2001). In contrast,
enhanced industry specialization leads to a narrower industry range (Dekeyser et al., 2024),
limiting auditor flexibility and skepticism (Bilali¢ et al., 2008; Dekeyser et al., 2024). To
determine the effect of auditor industry specialization in the context of cybersecurity, | replace
the industry range variable with the industry specialization variable in my main model. Tables
5 and 6 indicate that the coefficients on the Industry Specialistl and Industry Specialist2
variables are not statistically significant (coefficient= 0.060, p-value >0.1; coefficient=-0.204,
p-value >0.1, respectively). This suggests that auditors’ industry specialization does not play a

role in the breach likelihood of their clients.

[Insert Tables 5 and 6 here]
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4.3.2. Auditor Office — State Level

The main tests are conducted by looking at the effect of having the same city-based audit
office as other clients. Such offices are considered semi-autonomous within an audit firm, and
they have their own client base (Choi et al., 2010). Previous studies in auditing have examined
the effect of auditor city-level on audit quality, audit fees, and client cybersecurity risk (e.g.,
Ferguson et al., 2003; Francis et al., 2005; Li et al., 2024). However, and to the best of my
knowledge, no study has examined the auditor effect at the state-level on a client’s likelihood
of experiencing a breach. State-level tests allow for the assessment of a more diverse clientele
across various sectors and industries, which can lead to different concentrations of risk,
compared to city-level tests. By broadening the geographic scope of analysis, | can capture a
cumulative impact of multiple audit offices across various cities. | use an alternative measure
for audit office cybersecurity experience, through breached clients Pre and Post, whereby |
consider common auditors at the state-level instead of at the city-level. Using the state-level, |
test the effect of belonging to an audit firm in a specific state, operating at a larger scale,
auditing a bigger number of client firms, and having a wider range of experiences across
various industries. The results presented in Table 7 reveal similar findings to those identified
at the city-level. Having previously breached clients or clients that will experience a breach, is
associated with a higher breach likelihood at client firms. However, auditor industry range is

associated with a lower breach likelihood for clients.

[Insert Table 7 here]

4.3.3. Alternative Industry Range Measure

In the main model, the audit office industry range variable represents the number of unique
industries audited by the audit office in the past 3 years. To further validate my main results, |

use an alternative industry range measure, Rangenert, which reflects the relative importance of
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each industry in the audit office’s portfolio. This variable is adopted from Dekeyser et al.
(2024) and is based on the Herfindahl index for an audit office client’s portfolio over the
previous three years (t-2 to t). The variable is generated by first calculating each industry’s
relative importance (i.e., share) in the audit office portfolio in terms of client-years (Pi). The
Herfindahl index is then calculated by using the portfolio shares as [Y X, P?], where N is the
number of industries in the audit office’s portfolio. The Rangenert variable is constructed by
subtracting the Herfindahl index from one; that way a larger Rangeners value reflects a broader
industry range. | replace RangeN3C with Rangenert in the main model. The results in Table 8
show that a broader industry range is associated with lower breach odds (coefficient= -0.498,

p-value<0.1), providing further support to the main results.

[Insert Table 8 here]

5. Conclusion

My study reveals a potential positive association between the breach likelihoods of clients
audited by the same audit office. | argue that cybersecurity risks are being transferred between
clients of an audit office. This suggests that auditors are either not placing cybersecurity as a
top priority or are not well-equipped to provide support for their clients on matters related to
cybersecurity, regardless of whether they have experienced breaches at other clients. However,
client breach likelihood decreases when auditors have a broad range of industry experiences.
This can be attributed to the enhanced cognitive flexibility and skepticism that auditors develop
through their engagements with various industry experiences, helping their clients against
cyberattacks. By testing for auditors’ industry specialization, I find no significant effect on the
breach likelihood, which further confirms my results that auditors’ varied experiences, rather

than focused ones, seem to help their clients in the setting of data breaches. My findings might
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be of interest to academics and regulators due to the timeliness and urgency of cybersecurity-

related research.

The results are limited to audit offices which are seen as the channel through which
knowledge and risk are transferred. Future studies may shift the focus from the office-level to
the audit engagement partner level. Another caveat to my findings is that | do not differentiate
between the magnitude of the cyber incidents. Future studies could extend my study when data
on the breach magnitude becomes available. Additionally, conducting interviews with external
auditors may provide a thorough understanding of the measures taken (if any) by auditors to
help their clients shield against cyber incidents. Lastly, | do not differentiate between the types
of industries in an audit office clients’ portfolio, rather I control for unobserved industry factors
that can affect the odds of experiencing a breach. Future studies could deepen the analysis by

determining whether the breach likelihood differs based on the client's industry.
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Table 1. Sample Selection

Panel A: Data Breach Incidents

N

Total data breach incidents from 2011 to 2024 (Audit Analytics Cybersecurity) 1,145

Less: Duplicate observations and firms not included in Compustat -7125
Final sample of data breach incidents 420
Panel B: Final Sample

_ N

Firm-year observations from Compustat 152,732
Auditor-related observations from Audit Analytics 112,765
Final matched firm-level dataset 27,242
Number of unique firm observations 3,352

Panel C: Year Breakdown

Year Number of Observations Percent
2011 1,403 5.15
2012 1,464 5.37
2013 1,584 5.81
2014 1,726 6.34
2015 1,791 6.57
2016 1,865 6.85
2017 1,995 7.32
2018 2,096 7.69
2019 2,248 8.25
2020 2,353 8.64
2021 2538 9.32
2022 2,845 10.44
2023 2,767 10.16
2024 567 2.08
Total 27,242 100.00

Notes: Panel A presents the number of breach incidents from 2011 to 2024, and the final sample of breaches used.
Panel B presents the construction of my final sample covering the period 2011-2024. Panel C presents the sample
breakdown by year.
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Table 2. Descriptive Statistics

Variables N Mean Std. Dev. Min Max
Breached Firmi 27,242 0.015 0.123 0 1
AudCyberl Prei 27,242 0.316 0.465 0 1
AudCyberl Posti 27,242 0.249 0.432 0 1
RangeN3C i 27,242 3.228 0.915 1.099 5.501
Big4 it 27,242 0.637 0.481 0 1
Firm Size 1 27,242 6.127 2.729 0.001 13.221
ROA 1 27,242 -2.229 57.074 -5,325.5 7.253
LoSS -1 27,242 0.436 0.496 0 1
Leverage i1 27,242 5.155 150.273 0 15,567
AudCyber2 Prei 27,242 0.419 0.493 0 1
AudCyber2 Post it 27,242 0.359 0.480 0 1
RangeN3Sit 27,242 3.718 0.980 1.099 5.497
Industry Specialistl it 27,242 0.172 0.377 0 1
Industry Specialist2 i+ 27,242 0.073 0.260 0 1
Rangenert it 27,242 0.884 0.242 -1.250 0.999

Notes: This table provides descriptive statistics for the analyses’ variables. The variables are defined in

Appendix A.
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Table 4: Effect of Auditor Cybersecurity Experience and Industry Range on Breach
Likelihood

Logit Regression — Dependent Variable: Breached Firmi ¢

Independent Variables Coef. St.Err. [95% Conf Interval]
AudCyberl Pret 0.573*** 0.141 0.297 0.849
AudCyberl Posti 0.421*** 0.123 0.179 0.662
RangeN3Ci -0.177** 0.071 -0.317 -0.037
Big4 it -0.508** 0.210 -0.919 -0.097
Firm Size it 0.490*** 0.032 0.428 0.552
ROA i1 0.899*** 0.279 0.352 1.447
LosSS i1 -0.256* 0.156 -0.561 0.049
Leveragei-1 0.008 0.014 -0.019 0.035
Year FE YES

Industry FE YES

Constant -0.844*** 0.744 -11.303 -8.385
Pseudo R2 0.198

Observations 27,242

Notes: This table presents the logit regression output for my model. The dependent variable is Breached Firm i t,
a dummy for whether the firm experienced a breach in year t. The main independent variables are AudCyberl Pre
i.t, which reflects whether the audit office has clients that experienced a breach in the prior 3 years, AudCyberl
Post i t, which reflects whether the audit office has clients that experienced a breach in the following 3 years, and
RangeN3C it which reflects the number of unique industries in the auditor’s client base in the previous 3 years;

all at the city-level. All the variables are defined in Appendix A. Year and Industry fixed effects are included.
***x ** and * denote statistical significance at the 1%, 5% and 10% level, respectively.

156



Table 5: Effect of Auditor Industry Specialist (Industry Specialistl) on Breach
Likelihood

Logistic regression — Dependent Variable: Breached Firmi ¢

Independent Variables Coef. St.Err. [95% Conf Interval]
AudCyberl Pre it 0.471*** 0.135 0.207 0.735
AudCyberl Post 0.329*** 0.117 0.099 0.560
Industry Specialistl it 0.060 0.123 -0.181 0.301
Big4 it -0.595*** 0.207 -1.001 -0.189
Firm Size i1 0.494*** 0.032 0.431 0.556
ROA 1 0.890*** 0.272 0.357 1.423
LoSS it-1 -0.269* 0.155 -0.573 0.036
Leveragei1 0.007 0.016 -0.024 0.039
Year FE YES

Industry FE YES

Constant -10.322*** 0.720 -11.734 -8.910
Pseudo R2 0.196

Observations 27,242

Notes: This table presents the logit regression output for my model. The dependent variable is Breached Firm i,
a dummy for whether the firm experienced a breach in year t. The main independent variables are AudCyberl Pre
i.t, which reflects whether the audit office has clients that experienced a breach in the prior 3 years, and AudCyberl
Post i t, which reflects whether the audit office has clients that experienced a breach in the following 3 years, and
Industry Specialistl it which reflects whether the audit office is an industry specialist or not; all at the city-level.
All the variables are defined in Appendix A. Year and Industry fixed effects are included. ***, ** and * denote
statistical significance at the 1%, 5% and 10% level, respectively.
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Table 6: Effect of Auditor Industry Specialist (Industry Specialist2) on Breach
Likelihood

Logistic regression — Dependent Variable: Breached Firmi ¢

Independent Variables Coef. St.Err. [95% Conf Interval]
AudCyberl Pre it 0.467*** 0.135 0.203 0.731
AudCyberl Post 0.328*** 0.118 0.098 0.559
Industry Specialist2 it -0.204 0.230 -0.655 0.247
Big4 it -0.590*** 0.207 -0.997 -0.184
Firm Sizeit1 0.495*** 0.032 0.433 0.557
ROA i1 0.889*** 0.272 0.357 1.422
LosSS i1 -0.276* 0.156 -0.581 0.029
Leveragei-1 0.007 0.016 -0.025 0.040
Year FE YES

Industry FE YES

Constant -10.299*** 0.721 -11.712 -8.886
Pseudo R2 0.196

Observations 27,242

Notes: This table presents the logit regression output for my model. The dependent variable is Breached Firm i,
a dummy for whether the firm experienced a breach in year t. The main independent variables are AudCyberl Pre
i.t, which reflects whether the audit office has clients that experienced a breach in the prior 3 years, and AudCyberl
Post i t, which reflects whether the audit office has clients that experienced a breach in the following 3 years, and
Industry Specialist2 it which reflects whether the audit office is an industry specialist or not; all at the city-level.
All the variables are defined in Appendix A. Year and Industry fixed effects are included. ***, ** and * denote
statistical significance at the 1%, 5% and 10% level, respectively.
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Table 7: Effect of Auditor Cybersecurity Experience and Industry Range on Breach

Likelihood — State-level

Logistic regression — Dependent Variable: Breached Firmi,

Independent Variables Coef. St.Err. [95% Conf Interval]
AudCyber2 Pre it 0.298** 0.147 0.009 0.586
AudCyber2 Post 0.367*** 0.132 0.109 0.625
RangeN3S i -0.149** 0.070 -0.285 -0.012
Big4 it -0.477** 0.213 -0.895 -0.058
Firm Sizeit1 0.506*** 0.032 0.444 0.568
ROA 1 0.896*** 0.275 0.357 1.435
LosS -1 -0.261* 0.155 -0.565 0.043
Leveragei-1 0.008 0.014 -0.019 0.035
Year FE YES
Industry FE YES
Constant -10.074*** 0.750 -11.545 -8.604
Pseudo R2 0.193
Observations 27,242

Notes: This table presents the logit regression output for my model. The dependent variable is Breached Firm i t,
a dummy for whether the firm experienced a breach in year t. The main independent variables are AudCyber2 Pre

i.t, which reflects whether the audit office has clients that experienced a breach in the prior 3 years, and AudCyber2
Post i t, which reflects whether the audit office has clients that experienced a breach in the following 3 years, and

RangeN3S jt which reflects the number of unique industries in the auditor’s client base in the previous 3 years; all
at the state-level. All the variables are defined in Appendix A. Year and Industry fixed effects are included. ***,
** and * denote statistical significance at the 1%, 5% and 10% level, respectively.
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Table 8: Effect of Auditor Cybersecurity Experience and Industry Range on Breach
Likelihood

Logit Regression — Dependent Variable: Breached Firmi ¢

Independent Variables Coef. St.Err. [95% Conf Interval]
AudCyberl Pret 0.514*** 0.137 0.245 0.784
AudCyberl Posti 0.355*** 0.118 0.123 0.587
Rangewert it -0.498* 0.258 -1.003 0.008
Big4 it -0.564*** 0.208 -0.972 -0.156
Firm Size it 0.495*** 0.032 0.433 0.556
ROA i1 0.897*** 0.273 0.361 1.433
LosSS i1 -0.268* 0.155 -0.572 0.037
Leveragei-1 0.008 0.015 -0.022 0.037
Year FE YES

Industry FE YES

Constant -0.958*** 0.742 -11.412 -8.504
Pseudo R2 0.197

Observations 27,242

Notes: This table presents the logit regression output for my model. The dependent variable is Breached Firm i t,
a dummy for whether the firm experienced a breach in year t. The main independent variables are AudCyberl Pre
i.t, which reflects whether the audit office has clients that experienced a breach in the prior 3 years, AudCyberl
Post i t, which reflects whether the audit office has clients that experienced a breach in the following 3 years, and
Rangewers i+ Which reflects the relative importance of an industry in the audit office portfolio in the previous 3
years; all at the city-level. All the variables are defined in Appendix A. Year and Industry fixed effects are
included. ***, ** and * denote statistical significance at the 1%, 5% and 10% level, respectively.
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Appendix A. Variables description and source

Variable

Description

Breached Firmi

Coded 1 if the firm is breached in the period 2011-2024,
0 otherwise (Audit Analytics)

AudCyberl Pre it

Coded 1 if the audit office (city-level) has clients that
experienced a cyber incident at any point in the
previous three years, t-3 to t-1 (Audit Analytics)

AudCyberl Posti

Coded 1 if the audit office (city-level) has clients that
will experience a cyber incident at any point in the
following three years, t+1 to t+3 (Audit Analytics)

RangeN3C i = natural logarithm of the number of unique industries
audited by the audit office in the past 3 years, t-2 to t,
at the city-level (Audit Analytics)

Big4 it Coded 1 if the firm is audited by a Big4 audit firm in
year t, 0 otherwise (Audit Analytics)

Firm Sizeit1 = natural logarithm of Total Assets in year t-1
(Compustat)

ROA 1 = Operating income scaled by total assets, in year t-
1(Compustat)

LosS it-1 Coded 1 if Net Income is negative in year t-1, 0

otherwise (Compustat)

Leverageit1

=Total Liabilities/Total Assets, in year t-1 (Compustat)

Industry Specialistl it

Coded 1 if the audit office has market share of audit
fees > 50% in year t, 0 otherwise (Audit Analytics)

Industry Specialist2 it

Coded 1 if the audit office has the largest market share
of audit fees in a given industry in year t, 0 otherwise
(Audit Analytics)

AudCyber2 Pre it

Coded 1 if the audit offices (state-level) have clients
that experienced a cyber incident at any point in the
previous three years, t-3 to t-1 (Audit Analytics)

AudCyber2 Post it

Coded 1 if the audit offices (state-level) have clients
that will experience a cyber incident at any point in the
following three years, t+1 to t+3 (Audit Analytics)

RangeN3S i

= natural logarithm of the number of unique industries
audited by the auditor in the past 3 years, t-2 to t, at the
state-level (Audit Analytics)

Rangererfit

=1- YN . P?in the past 3 years (t-2 to t) at the city-
level. N is the number of industries in an audit office’s
portfolio. Pi is the share of industry i in that portfolio
(Audit Analytics)

161




Conclusion

In conclusion, this dissertation investigates a timely topic in today’s business world and
is relevant in light of the significance of data breaches. The three chapters demonstrate that the
effect of breaches is not exclusive to the breached firms, but rather it negatively spills over to
other firms. This dissertation identifies indirect effects of breaches and suggests that
interlocked boards and audit offices act as networking channels through which the risk of data
breaches is transferred. However, certain attributes help decrease the likelihood of breach
occurrence. For instance, the presence of female directors, directors with audit roles, or
executive directors, all with breach experience, and audit offices with a broad range of industry
experiences are associated with a lower breach likelihood. Additionally, findings suggest that
firms take proactive measures when operating in cyber-risky environments. Specifically, firms
seem to decrease the frequency of their scientific publications when the risk of data breaches

increases.

Despite its limitations, this dissertation offers valuable insights for academics and
practitioners and lays the foundation for further research. Future studies could provide
additional insights by identifying whether the results of this dissertation continue to hold in
other institutional environments (for example in Europe or in China). Other topics worth
exploring include the impact of adopting technologies such as artificial intelligence (Al), cloud
computing, and the Internet of Things (IoT) on firms’ cybersecurity risks. Additionally, future
studies could use qualitative approaches to understand firms’ decision-making strategies
regarding data security, considering the interplay between financial, legal, technical, and
reputational factors. | believe that global interconnectedness, increased severity and frequency,
reputational risks, and heightened regulatory scrutiny underscore the need for further research

in this area.
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Conclusién

En conclusion, esta tesis ha abordado un tema de gran relevancia en el contexto
empresarial actual, especialmente a la luz de la creciente importancia de las filtraciones de
datos y los ciberataques. Los tres capitulos evidencian que el efecto de las filtraciones de datos
no se limita a las empresas afectadas, sino que se propaga a otras empresas. Esta tesis identifica
los efectos secundarios de las filtraciones de seguridad y sugiere que los consejos de
administracion que tienen consejeros vinculados y las oficinas de las firmas de auditoria actuan
como canales de redes a través de los cuales se transfiere el riesgo de las filtraciones de datos.
Sin embargo, ciertos atributos ayudan a disminuir la probabilidad de que ocurra una filtracion
via contagio. Por ejemplo, las empresas con presencia de consejeras, consejeros miembros del
comité de auditoria, 0 consejeros ejecutivos, todos con experiencia en filtraciones, y las
empresas que contratan auditores que pertenecen a oficinas de firmas de auditoria con
experiencia en maltiples industrias, estan asociadas con una menor probabilidad de filtracion.
Ademas, los resultados indican que las empresas toman medidas proactivas al operar en
entornos de riesgo cibernético. Especificamente, las empresas parecen reducir la frecuencia de

sus publicaciones cientificas a medida que aumenta el riesgo de filtraciones de datos.

A pesar de sus limitaciones, esta tesis ofrece importantes contribuciones tanto para
académicos como para profesionales, y sienta las bases para investigaciones futuras. Estudios
futuros podrian contribuir al conocimiento investigando si los resultados de esta tesis se
reproducen en otros entornos institucionales (por ejemplo, en Europa o en China). Otros temas
que merecen ser analizados incluyen el impacto de la adopcion de tecnologias como la
inteligencia artificial (1A), la computacion en la nube y el Internet de las Cosas (IoT) sobre los
riesgos de ciberseguridad de las empresas. Ademas, los estudios futuros podrian utilizar
enfoques cualitativos para comprender mejor las estrategias de toma de decisiones de las

empresas en cuanto a la seguridad de los datos, teniendo en cuenta la interaccion entre factores
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financieros, legales, técnicos y reputacionales. La interconexion global, el aumento de la
gravedad y frecuencia de los incidentes vinculados a la ciberseguridad, los riesgos

reputacionales y el mayor escrutinio regulatorio ponen de manifiesto la necesidad de continuar

investigando en esta area.
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