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Abstract

The rule of law is a dynamic and evolving concept that adapts to the changing needs and values of society. In light of
the information technology revolution and the widespread use of Al applications, a fundamental question arises: how
will these advancements influence the concept and application of the rule of law? The answer is twofold. Firstly, the
‘black box’ problem and the general lack of understanding regarding how automated decisions are reached present
multiple challenges to the rule of law. This can potentially lead to decisions influenced by systemic biases without a
transparent and accountable decision-making framework. Addressing these challenges requires upholding the rule of law
through human involvement in automated decision-making processes and possibly enforcing an obligation for reason
and explainability. However, the extent of human involvement and the need for explainability would vary based on the
nature and function of the Al applications. Secondly, the unprecedented benefits derived from the use of Al applications
carry the risk of exacerbating the digital divide, significantly impacting equality. Consequently, it will be argued that the
rule of law necessitates both governments and private entities utilizing Al applications to implement measures aimed
at preventing and narrowing the digital divides.
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1 Introduction

Rule of law is everywhere today and there is a consensus among policy and law makers, legal. scholars and “we the peo-
ple”that it is a blessing. Historically, the concept of rule of law in theory and as a philosophical idea evolved differently
in the UK, USA, France and Germany [19]. Although rule of law as a term is similar to “Rechtsstaat’, or “Etat de droit”, it
is important to note at the outset that these notions were not always synonymous (Venice [64]. In particular about the
historical development of the rule of law, two models [archetypes] of rule of law are historically identified: the first asso-
ciated with Aristotle and the rule of reason, and the second with Montesquieu and the rule of the institutional restraint
[60]. Closer to the modern conception of the rule of law, Bingham outlines the most important historical events in the
development of the rule of law, such as habeas corpus and the abolition of torture [10].

! Several articles and theories have been fairly devoted to analysis of the rule of law. (e.g. [10],[2],[56]). Despite the large amount of litera-
ture, and while rule of law is subject to differing interpretations, the orthodoxy in theory is that the concept is either perceived from the
formal or the substantive perspective (Craig 1997) and, alternately, from the thick or thin dimension [62].
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However, the concept of rule of law is a dynamic and evolving idea, not inherently static that adapts to the changing
needs and values of society. Therefore, the key question is how the emergence of the information technology revolution,
and the widespread use of Al applications would influence the concept and the application of the rule of law. A multitude
of articles address challenges to the rule of law arising from the rapid advancement of technology [13, 21, 32, 34, 36, 37,
63], driven by increased computational power and network connectivity. Various devices are now permanently linked to
the internet, continuously collecting and processing vast amounts of data related to virtually every conceivable aspect
of life. This trend is further compounded by the advent of transformative technologies such as Al, machine learning,
blockchain, and quantum computing.

It might be claimed that the surge of technological advancements, such as Al, will likely bring significant opportunities.
Daly points out that Al applications in the tax system have the potential to enhance rule of law with the improving of
consistency, transparency and compliance with tax administration [21]. These technologies have the potential to enable
more informed decision-making, improve the quality of public and private services, enhance transparency, and promote
stronger civic engagement. However, the impact will depend on how these technologies are implemented and regu-
lated. Most importantly, the widespread use of Al technologies also presents significant challenges for the fundamental
components of the rule of law, > key among which are concerns related to the ‘black box’ nature of the autonomous
systems,® and the detrimental impact on the society from the widening digital divides [28].

In relation to the black box problem two significant consequences emerge concerning the rule of law, as Al, machine
learning, and deep learning systems operate based on intricate algorithms. Firstly, the internal decision-making pro-
cesses are often opaque; the means by which decisions are reached and the critical factors involved remain unknown
to humans in most cases. This lack of transparency has detrimental effects, eroding trust in the decision-making process
and undermining accountability on both legal and political fronts. * If individuals disagree with automated decisions,
they find themselves unable to challenge or comprehend the outcomes.

Secondly, even when transparency exists, the degree of human comprehensibility of a given “black box” model or
decision may lack interpretability. > While the algorithm’s operation is transparent, detailing the critical elements for
autonomous decisions, humans may struggle to grasp the internal workings and logic of the decision-making process.
This lack of understanding poses multiple challenges to the rule of law, potentially resulting in decisions influenced by
systemic biases without a transparent and accountable decision-making framework. ¢ To address these issues, uphold-
ing the rule of law would necessitate human involvement in the automated decision-making processes and possibly an
obligation for reason and explainability. However, as the first part will show, the degree of human involvement and the
requirement for explainability would depend on the nature and the function of the Al applications.

In relation to the digital divide, also referred as new digital divide or algorithmic divide [72], while technologies offer
unparalleled benefits to users, there’s a risk of widening the digital divide in society, profoundly impacting equality. To
illustrate the transformative potential of the information technology revolution, consider the analogous benefits of the
industrial revolution. ’ The industrial revolution exponentially increased human power as machines mass-produced
goods, and transportation innovations eliminated geographical distances. Similarly, the information technology revolu-
tion promises to elevate human intelligence to unprecedented levels, profoundly influencing the quantity and quality
of intellectual work.

However, information technology operates based on special infrastructure which is not given in many areas of the
world. This inevitably creates access disparities between those who have access to that infrastructure and those who
don’t. On the top of that, such technology, for instance Al productive tools, require technical skills acquired by special
education and constant training. The lack of such digital literacy has a detrimental impact on the employment oppor-
tunities and the societal participation and benefit from such technologies widening the economic disparities and the

2 Broadly speaking rule of law is described as an “essentially contested concept” [67], or as a cross cutting issue and an open-ended con-
cept [35]. However, it seems that there is consensus on six elements of rule of law. These are: “(1 Legality, including a transparent, account-
able and democratic process for enacting law,(2 Legal certainty; (3 Prohibition of arbitrariness; (4 Access to justice before independent and
impartial courts, including judicial review of administrative acts; (5 Respect for human rights and (6 Non-discrimination and equality before

the law”. For more details see Venice Commission [64].

3 On the black box problem see von Eschenbach [66].

4 On the correlation between transparency and accountability see Desai and Kroll [22].

5> For more analysis see Ananny and Crawford [4].
About how systemic bias might produce discrimination, see Barocas and Selbst [7].

For more detailed analysis about the benefits and the perils of the industrial revolution see Polanyi [53]
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equality of opportunities. The concerns about widening of the digital divide was emphatically expressed in a Joint
Statement issued by more than 50 countries, member states of the UN General Assembly on the Proposed UN General
Assembly Resolution titled ‘Seizing the Opportunities of Safe, Secure, and Trustworthy Artificial Intelligence Systems for
Sustainable Development’

Classified these challenges in one way, the former is about the formal aspect of rule of law, and the latter is about the
substantive aspect. Classified in another way, the former is about the due process and the latter is about the right to
equality and in particular the right to equal opportunities.

The article uniquely connects these challenges to the foundational principles of the rule of law, first emphasizing
that human involvement and the requirement of explainability are not universally necessary for every Al application.
The level of involvement and the requirement of explainability required should depend on the nature of the Al system
and its legal impact. For Al applications with significant legal consequences, humans should have a supervisory role and
retain final decision-making authority. In essence, algorithms should be restricted in cases where governments use Al for
non-executive actions, such as the coordination of traffic lights, or they should serve in an advisory capacity during the
decision-making process. Secondly, the successful deployment of Al technologies risks widening the digital divide. To
mitigate this, governments must establish a comprehensive legal and ethical framework that promotes Al literacy and
ensures equitable access to and understanding of these technologies, helping to bridge the divide. This article adds to
the ongoing debate not by focusing solely on the transparency and explainability of Al applications or the issue of the
digital divide, but by examining these concerns through the lens of the rule of law. It aims to analyze how Al applications
can be aligned with and uphold the standards of the rule of law.

Within this context, the first part of the article examines the black box problem of Al applications from the perspective
of the rule of law and argues that rule of law standards would necessitate that Al technology should be developed with
the interests and needs of people at its core ensuring Al systems are more transparent, interpretable, and ultimately
more human-friendly. The analysis demonstrates that such requirements in the automated decision process would vary,
contingent upon the nature of the Al system and its legal impact. The second part of the article centers on the potential
risks associated with the widening digital divide and its impact on the right to equality. It examines the provisions of the
recently adopted Al Act [57] that address Al literacy and emphasizes the need for both governments and private entities
utilizing Al applications to take proactive measures to prevent and reduce digital divides.

2 The challenge of ai in decision-making: from transparency to the rule of law
2.1 Understanding Al models and the challenge of interpretation

Although Al, machine learning, and deep learning technologies have been developing for over 40 years, their com-
mercial applications are still in their early stages. Despite this commercial deployment, their potential to bring about
transformative change is immense, with the capacity to revolutionize decision-making processes across both the private
and public sectors. This technology is already employed in the hiring process, where it aids in the selection of candidates
for interviews, and in the banking sector it is utilized to evaluate the credit score of consumers.’ In the public sector, Al
applications are employed to allocate social benefits and facilitate judicial processes. '°

A prime example of Al in action is the Hawk-Eye ball tracking system, which is used in tennis matches to monitor and
assist with human decisions, as well as to correct errors. This Al application stands out because its impact can be quanti-
fied, demonstrating that it has led to more accurate decisions and fewer mistakes by referees.

The Hawk-Eye ball tracking system was introduced in 2005 as a pretrial measure to present a three-dimensional rep-
resentation of the ball trajectory. This three-dimensional representation of the ball trajectory is very useful in borderline
cases when the human eye has difficulty identifying with accuracy whether the ball was in or out of the court. During the
pretrial period, the Hawk-Eye system was not used to influence decisions; however, in 2006, the pretrial period ended,
and since then, players could use the Al application to overturn decisions. Recent research comparing data from 700

8 See Joint Statement on the Proposed UN General Assembly Resolution on Seizing the Opportunities of Safe, Secure, and Trustworthy Arti-
ficial Intelligence Systems for Sustainable Development (March 14, 2024).

° About the different uses of algorithms in relation to hiring and loan decisions see Pasquale [51].

10 About the prospects of Al applications in the public sector see Kouroutakis [41]. In particular about criminal procedures see Quattrocolo
[54].
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matches played both during the pretrial period and after the trial period has shown that the use of Al can substantially
improve the decisions reached by humans. Hawk-Eye oversight has motivated human officials to enhance their perfor-
mance, resulting in an 8% reduction in errors [3].

This improvement in decision-making underscores the benefits of employing ‘white box’ Al applications like Hawk-
Eye. Al applications built on patterns, rules, or decision trees that can be easily understood by experts, aligning more
closely with human language are rermed as the ‘white box. The benefit of these white box Al applications is that they
are designed for enhanced comprehension, allowing for effective human oversight and intervention when necessary
to override or correct the model’s logic. " In theory white box algorithms are transparent in relation to the data used to
train the algorithm, their gravity and their relevance for the output, and the logic employed. This transparency ensures
that human officials can trust the system’s recommendations and intervene confidently when needed, making Hawk-Eye
arobust and reliable tool in the realm of sports officiating.

Given the transparency and interpretability of Al applications built on a white box model, lead us to ponder whether
such applications can deliver decisions for instance at the standard of judges [61]. '? Others remark that ‘the question
about the future of public administration is not whether digital algorithms are perfect. Rather, it is a question about what
will work better: human algorithms or digital ones’ [18].

However, the design configuration of a white-box algorithm has inherent limits. For instance, there might be limits
to performing more complex problems, or its predictive accuracy might be lower when facing interconnected, multi-
faceted, or nonlinear data.

2.2 Aligning Al with the rule of law principle of due process

Whereas we often refer to Al as one thing, one technology, in practice Al is a broad field encompassing various technolo-
gies and approaches aimed at creating machines or systems that can perform tasks that typically require human intel-
ligence. Al applications with high complexity, such as those consisting of multiple decision trees or with a large number
of parameters and layers (e.g., Neural Networks—Deep Learning), often provide high predictive accuracy. However, they
are considered black-box models due to the difficulty in understanding how they reached their output.

In relation to black box models, serious concerns have been raised regarding the lack of transparency, which inevitably
results in our inability to understand why and how automated decisions are reached. Berman accurately highlights a
paradox, stating that ‘the more complex and powerful an algorithm, the more opaque it is likely to be’'[8]. The absence
of transparency' has significant detrimental effects. On the one hand it erodes trust in the decision-making process,
and on the other hand, it undermines the accountability. '* When individuals disagree with automated decisions, they
find themselves unable to comprehend the reasoning behind those decisions, making it challenging for them to dispute
or challenge the outcomes.

What complicates the situation is that even if Al applications operate transparently, both ordinary people and experts
may struggle to comprehend the internal processes of the algorithms, the gravity and the significance of each data
point, the casual links, and, in general, the logic of the decision-making process. This challenge is often referred to as
the problem of interpretability, > where the process is visible, but difficult to interpret, (referred to as ‘grey box’ for the
purpose of this article).

To illustrate this, consider the utilization of Al applications in detecting precancerous cells. These applications, employ-
ing deep learning techniques, are trained on datasets comprising both precancerous and healthy cells. By analyzing
various patterns such as cell shape, color, and shades, etc. they are capable of distinguishing between precancerous

" For more details about white boxes see Loyola-Gonzalez [44].

12 Furthermore, Volokh argues that for machines to replace judges it is necessary that they would be able to pass the Turing test and gener-
ate decisions that would convince expert lawyers [65]. In contrast Tasioulas argues that ‘the use of Al tools in place of human judges under-
mines, in three ways, the kind of respect for rational autonomy that the desiderata of the rule of law are intended to secure. Specifically, it
undermines the explainability, the accountability, and the reciprocity or community that is intimately bound up with the ideal fulfilment
of the rule of law, and - in particular - the desideratum of congruence between law and official decision’ [63]. In 2013, in the annual report
Chief Justice Roberts rejected the idea that Al would replace key players in the legal system such as judges. See John G. Roberts, Jr., Chief
Justice’s Year-End Reports on the Federal Judiciary (2023) 6.

'3 Transparency is defined as ‘the ability for a specific model to be understood. In the strictest sense, a model is transparent if a person can
contemplate the entire model at once’[43].

4 About the need for accountability, transparency and accuracy in autonomous decision-making processes see Citron [17].
15 Interpretability is defined as the degree of human comprehensibility of a given “black box” model or decision [9].
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and healthy. Despite the complexity involved, Al applications can determine whether a cell is precancerous based on a
combination of factors that may not be readily interpretable by human experts, thereby surpassing the limits of causal
interpretation. Even if an Al model is transparent, it may still lack interpretability, which creates significant challenges
for the rule of law. Humans cannot effectively challenge Al applications, which, while theoretically transparent may, in
practice, result in resulting in decisions influenced by systemic biases due to the absence of a transparent and account-
able decision-making framework.

In light of the considerable influence Al applications can have on decision-making processes, the inquiry is directed
towards understanding how and under what circumstances these applications align with the foundational principles
of the rule of law.

The response to this question hinges on two key factors: the nature of the model, and the nature of the decisions
they render.

Firstly, regarding the nature of the Al model, regardless of whether it is a white box or the black box model, human
involvement, often referred to as‘human in the loop’ or ‘Al by the people’ remains essential for two primary reasons:
ensuring the proper functioning of the Al application and averting malfunctions. Humans play a crucial role in verifying
the model’s proper functioning, particularly regarding the quality of explanations when necessary, such as in cases where
automated decisions reject requests for social benefits or loans. Additionally, humans are vital to prevent malfunctions,
such as overseeing Al applications to mitigate issues like data poisoning, which could lead to system malfunctions.

However, concerning black box or grey box Al applications there is a fundamental requirement for transparency and
explainability in each system [16, 39, 46]. In addressing the 'transparency’ requirement, it is crucial to emphasize the fol-
lowing. Transparency should not be confined solely to the internal workings of Al applications, rather, it encompasses
three dimensions. First, transparency pertains to the acknowledgment of an automation process. '® Second, it involves
clarity regarding the internal functioning of the Al application, including the training data. Third, it extends to providing
transparency on the process of challenging automated decisions. Consequently, transparency necessitates that individu-
als are not only aware that they are utilizing an Al application but also possess an understanding of its operations, and
importantly, have the means to challenge its decisions.

On the other hand, the quality of the explanation is crucial. Explanation should be clear, appropriate and sufficient. As
Tasioulas remarks ‘even if an explanation exists and is accessible to a minimally adequate degree, there is still a further
question as to whether it is an explanation of the right kind, in the sense of being one that justifies the decision that
has been made’ [63]. A clear explanation leaves no doubt as to the real reason behind the decision, while an appropri-
ate and sufficient explanation is tailored to specific facts on which the decision was based. However, Bordt et al. argue
that explanations do not work especially in adversarial relationships because different algorithms have the potential to
produce inconsistent explanations or because there is inherent ambiguity in explanations [11].

The requirement for transparent Al applications coupled with explainability may pose challenges. Specifically, such
requirements could have a detrimental effect on the quality of the Al applications, as they might impose design require-
ments that restrict design choices. Berrada aptly remarks, that ‘explainability is an essential property; however, it is not
always a necessity. In fact, requiring every Al system to explain every decision could result in less efficient systems, forced
design choices, and a bias towards explainable, but less capable and versatile outcomes. Furthermore, making Al systems
explainable is undoubtedly expensive; they require considerable resources both in the development of the Al system
and in the way it is interrogated in practice! (Adadi, Berrada, [1]).

This presents a policy dilemma, between the level of transparency and explainability and the compatibility of such
applications with rule of law standards requiring the obligation to provide decisions to people in compliance with their
due process rights. It could be argued that human agency, and specifically human oversight, might serve as a counterbal-
ance to the risks associated with the lack of transparency or explainability in government algorithms.'” However, Green
contends that evidence suggests individuals are often unable to fulfill the necessary oversight functions effectively. As
a result, policies that rely on human oversight to mitigate these risks may legitimize such Al Applications without the

16 Article 22 of the GDPR requires an explicit consent if a person is subject to a decision based solely on automated processing. See Euro-
pean Parliament [29].

7 An OECD report for instance in the section titled ‘Respect for the rule of law, human rights and democratic values, including fairness
and privacy ' recommends that ‘Al actors should implement mechanisms and safeguards, such as capacity for human agency and oversight,
including to address risks arising from uses outside of intended purpose, intentional misuse, or unintentional misuse in a manner appropri-
ate to the context and consistent with the state of the art! See OECD [49] [1.2].
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necessary safeguards [33]. In line with the above, it is argued that human oversight monitoring complex Al systems is
ineffective as it not possible to have meaningful control [40].

On the other hand, it is argued that Al applications are not necessarily more opaque than human decision-making
Brozek et al. [14]. Daly accurately remakrs that‘Determining the “real motivation” behind a decision, however, is a peren-
nial problem in legal systems’[21]. Indeed, Chief Justice Roberts Jr. of the US Supreme Court confesses that judges rely on
subtle, non-verbal cues—such as body language, tone of voice, and facial expressions—to assess a defendant’s sincerity
and emotions during proceedings, such as during sentencing (Roberts, Jr. 2023). These nuanced human interactions are
often not explicitly reflected in formal decisions, making judgments based on them appear subjective or arbitrary. Still,
human-based decisions uphold a fundamental principle of a fair trial—that individuals should be judged by their peers,
a concept rooted in the Magna Carta.

In relation to the nature of the decisions, white box Al applications have the potential to assist by automating repeti-
tive tasks, by reducing human error in administrative processes, by scaling the modern administration to handle the
growing volume of data, and by delivering faster decisions. In general Al applications in the public administration can
improve the services to the citizens and at the same time can make the bureaucracy more efficient.

However, the intricacies associated with deploying Al applications with a black box model have led many to advocate
for their limitation to a supporting role in human decision-making, rather than serving as a sole determinant replacing
human judgment [38]. The problem of the lack of transparency and explainability is exacerbated in cases where the
administration exercises discretion. A case study in ETIAS, an Al application designed to assess risks posed by visa-exempt
third-country nationals entering the EU, has revealed the when the administration exercises wide discretion, it is inevi-
table that the design and the development of such Al application with be based on arbitrary rules [25].

Furthermore, it has been accurately pointed out that the inner working of Al applications is based on data correla-
tions. However, data correlation is not the same as cause and effect relationships which are the inner working of the
legal reasoning [6]

In essence, algorithms are proposed to be restricted in cases where governments employ Al applications for non-
executive actions, or they may serve as an advisory role in the decision-making process. Regarding the non-executive
utility of Al applications, governments may successfully employ them, for instance, in controlling traffic lights, where a
detailed explanation of the system’s workings may not be deemed necessary.

In terms of the advisory role of Al, this approach suggests that Al applications offering input can be advantageous,
potentially expediting decision-making with reduced bureaucratic obstacles, thereby enhancing the overall effective-
ness of the decision-making process. In such scenarios, existing legal provisions govern the circumstances under which
administrations or private entities are obligated to provide justifications for the outcomes of their decisions.

3 Rule of law and the challenge of the digital divide

Artificial Intelligence is anticipated to wield a substantial impact on human civilization. To comprehend its potential,
let’s draw a parallel with another transformative technological advancement—electricity. Since its widespread adoption,
electricity has not only enriched our lives with convenience and comfort by powering various applications and devices
but has also played a pivotal role in materializing the industrial revolution, enhancing productivity [20]. Electricity has
been an essential feature of modern communication systems, including radios, telephones, televisions, and the internet,
and has modernized many aspects of human activity such as agriculture, education, and healthcare.

Similarly, Al is poised to have a profound and transformative influence.

It can readily assist in automating repetitive tasks, such as data input or contract auditing for specific provisions,
thereby freeing up more time for creative and productive work. '® Furthermore, Al can optimize resource management,
contribute to sustainable practices, and is expected to drive innovation in fields such as medicine, entertainment, and
education. Despite short-term disruptions in the labor market as it transitions to an Al-driven ecosystem, individuals
with access to these technologies and the digital skills to use them stand to benefit significantly. The synergy of artificial
intelligence and human intelligence will enhance the quality of intellectual endeavors and will revolutionize manufac-
turing, services and products.

'8 |n relation to the impact of Al technology in the legal profession see S. Migliorini, and J. Moreira ‘The Case for Nurturing Al Literacy in Law
Schools'[2024] Asian Journal of Legal Education 1.
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Countries and regions stand to gain significantly from the new Al ecosystem, as Al has the potential to transform
manufacturing, services, products, public sector functions, whole industries and governance, driving both economic
growth and job creation. Al can also be a powerful driver of cross-border collaboration as industries such as in technol-
ogy and pharmaceuticals may benefit from supply chains with better logistics and synchronized operations. Mikhaylov
et al. [47] argue that international collaboration in Al brings several benefits that align with incentives for adopting Al
broadly. By pooling resources and knowledge, countries can improve predictive accuracy for service demand and enable
faster, more automated responses to fluctuations in demand globally [47].

A recent report from the World Bank (Digital Progress and Trends Report 2023) highlights that Al is poised to be a criti-
cal“competitiveness differentiator” for companies, impacting both product and process innovation [71]. For example, Al-
based companies will be able to deliver enhanced services at lower costs, giving them a competitive edge in the market.

However, a serious concern has arisen regarding the potential widening of digital divides, posing a significant impact
on equality. These concerns revolve around two main fronts: first, the worry that the use of Al applications may exacer-
bate inequality, and second, the fact that not everyone has access to such technology, potentially leaving those without
access excluded from its benefits.

O’Neil raised concerns about the discriminatory impact of algorithms against certain groups in areas such as hiring,
lending and law enforcement [50]. In like manner, Eubanks outlined the impact of Al applications in three areas of public
service in the US, relating to welfare, homelessness and child protection and found that such applications failed to sup-
port the poorest and the most vulnerable [28]. The failure of Al applications exacerbating inequalities is caused by the
bias in the system, which might be in relation to sampling of data, in the design and implementation of the algorithm. '°

In relation to the digital divide, Al's digital nature fosters an environment where first-mover advantages can be sub-
stantial, potentially widening the gap between early adopters leading in technology and others. [12] which could widen
the income gap both within countries and between countries [26].

Pinheiro et al. [52] suggested that Al technologies may intensify the digital divide given that lower-income regions
with less advanced technology tend to adopt simpler technologies, while higher-income regions with more advanced
technology are more likely to embrace complex technologies and industries [52]. In line with the above, if patenting
activities and scientific publications on Al signal innovation on Al and the wider use of such technology, it seems that
already there is a significant concentration in a few regions such as US, China, Japan and South Korea [42].

Various factors contribute to the emergence of a digital divide—a gap between individuals and groups with access to
information technology tools like Al and those without.?° It's noteworthy that information technology relies on specific
infrastructure, which is not universally available. Additionally, not everyone possesses the digital literacy skills necessary
to effectively utilize digital resources. Furthermore, those excluded from the information technology revolution are more
likely to be unaware of its benefits or lack access to the tools needed to utilize it.

The consequence of this digital divide is expected to be profound, depriving some people of the benefits of such
technology. To a lesser extent, even individuals with access to Al applications, which may not be well-designed or fed
with appropriate data, may not optimize their benefits from the technology [72]. While the widening of the digital divide
poses political, social, economic, and technological challenges, it is also a rule of law issue.

The widening of the digital divide could have a severe impact on the right to equality, as it denies ‘have-nots’ equal
opportunities to benefit from the information technology revolution. Equality of opportunities, rights, and obligations
constitutes the concept of equality before the law [23], a significant component of the rule of law.

In theory, the ideal of equality of opportunity has garnered attention from scholars in legal and political philosophy
[5, 24, 45, 58, 68-70], Wilkinson Il [69]; [59]. However, scholars approach the concept of equality of opportunity from
different perspectives, leading to the emergence of various conceptions, such as the distinction between formal and
substantive equality of opportunity [27]. In the formal dimension of equality of opportunities, all positions and posts are
considered open, and their allocation is based on merit. Westen asserts that ‘equal opportunity exists wherever two or
more people fall within a class of agents who are all free from the same obstacle to attain the same goal’[68]. Conversely,
the formal version of equality of opportunity has faced criticism from several scholars. Specifically, they argue that the
formal dimension perpetuates inequality unless equality of opportunity encompasses fair access to the qualifications
required for success [55, 70].

' For more details about different forms of bias in Al Applications, see Ferrara [31],Chapman et al. [15]
20 vy argues that the digital divide has 5 features: awareness, access, affordability, availability and adaptability [72].
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In this context, it is imperative to prioritize efforts aimed at bridging the digital divide. The rule of law, guided by its
fundamental principle of equality, necessitates that governments take measures to level the playing field concerning
technical infrastructure and Al literacy.

Traditionally, literacy has focused on the skills of reading and writing. However, with the widespread use of Al tech-
nologies, particularly generative Al, the scope of literacy must expand. First, since Al applications can create and process
text, audio, images, and video, users must critically engage with this content to identify potential errors or inaccuracies.
Second, understanding the mechanics of Al—how it operates based on algorithms and data—has become essential. On
one side, familiarity with algorithms helps users interpret and evaluate Al-driven decisions, supporting informed trust
in these systems. On the other, Al outputs depend heavily on the training data, making it crucial for users to recognize
the limitations and potential biases in Al results; for example, biased input data will naturally produce biased outcomes.
Lastly, given Al's vast potential and its profound societal impacts, Al literacy requires an ethical dimension to encourage
responsible and informed use. Ng et al. define Al literacy as encompassing four competencies: the knowledge and skills
required to (i) understand, (i) use, (i) evaluate, and (iv) ethically apply Al technologies (Ng et al [48]). This expanded defi-
nition combines both technical understanding and ethical awareness and highlights the importance of critical engage-
ment, technical insight, and ethical considerations in a well-rounded approach to Al literacy.

Consequently, Al literacy involves making these technologies widely accessible and equipping everyone with the skills
to use them effectively, responsibly, and to their full advantage. Ideally, Al applications should be designed to actively
promote and enhance digital literacy among end-users, empowering them to engage thoughtfully with Al-driven tools
and fostering a culture of informed and ethical technology use. This model offers a win-win scenario for both Al applica-
tions and users. A larger population would engage with and benefit from the technology, while end-users would acquire
the knowledge to maximize these resources and safeguard themselves from potential risks.

To its credit, the European Parliament, in the recently agreed Artificial Intelligence Act, proposed an amendment aimed
at bolstering Al literacy (European [30]) as the concept of Al literacy was absent from the original bill submitted to the
EU Parliament.?’ Specifically, Article 4b.1 of Amendment 214 outlines that both the Union and the Member States bear
the responsibility of championing measures to cultivate a satisfactory level of Al literacy across various sectors. Further-
more, Article 4b.2 mandates that providers and deployers of Al systems must implement measures to ensure adequate
Al literacy among their staff and individuals involved in operating and utilizing Al systems.

These measures are to be tailored to the technical knowledge, experience, education, and training of the personnel,
considering the contextual aspects of Al system usage and the impacted individuals or groups. To elaborate, Article 4b.3
specifies that these literacy measures particularly encompass teaching basic concepts and skills related to Al systems,
covering their functionality, diverse product types, uses, risks, and benefits. The overarching objective, as articulated
in Article 4b.4, is to attain a satisfactory level of Al literacy enabling providers and deployers to ensure compliance
and enforcement of the Regulation. Amendment 214 emerges as a notable addition, emphasizing the significance of
widespread Al literacy. This amendment underscores that the EU and Member States are mandated to actively promote
educational and training measures for fostering Al literacy across all industries and demographic segments of society.

Having stated this, the standards of the rule of law, particularly its component of equality, necessitate both govern-
ments and private entities to actively undertake measures to enhance the Al literacy of the populace. By doing so, not
only can the widening of the digital divide be prevented, but there is also the potential for it to narrow.

4 Conclusions

The concept of the rule of law has undergone historical evolution, with distinct models emerging in the UK, USA, France,
and Germany. While rooted in similar terms like “Rechtsstaat” and “Etat de droit,” these notions were not always synony-
mous. The historical development of the rule of law identifies two archetypes: one associated with Aristotle and the rule

21 The Al Act defines ‘Al literacy’ as the ‘skills, knowledge and understanding that allows providers, users and affected persons, taking into
account their respective rights and obligations in the context of this Regulation, to make an informed deployment of Al systems, as well as
to gain awareness about the opportunities and risks of Al and possible harm it can cause and thereby promote its democratic control. Al lit-
eracy should not be limited to learning about tools and technologies, but should also aim to equip providers and users with the notions and
skills required to ensure compliance with and enforcement of this Regulation. It is therefore necessary that the Commission, the Member
States as well as providers and users of Al systems, in cooperation with all relevant stakeholders, promote the development of a sufficient
level of Al literacy, in all sectors of society, for people of all ages, including women and girls, and that progress in that regard is closely fol-
lowed! (European [30]).
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of reason, and the other with Montesquieu and the rule of institutional restraint. The rule of law is dynamic, adapting to
changing societal needs and values. With the information technology revolution, driven by Al, machine learning, and
other transformative technologies, challenges to the rule of law arise.

While these advancements offer opportunities for informed decision-making, service delivery, transparency, and
civic engagement, they also pose challenges such as the ‘black box’ nature of autonomous systems and the widening
digital divide. The 'black box’ problem in Al systems, operating on intricate algorithms, raises transparency concerns.
Decision-making processes are often opaque, eroding trust and accountability. Even when transparent, the lack of human
comprehensibility of these ‘black box’ models poses challenges to the rule of law, potentially leading to decisions influ-
enced by biases. Human involvement and explainability are crucial to address these issues, contingent on the nature
and function of Al applications.

The digital divide, a new form of inequality, is exacerbated by limited access to information technology infrastructure
and the need for specialized education. This divide widens economic disparities and hampers equality of opportunities.
The article classifies these challenges as formal (due process) and substantive (right to equality) aspects of the rule of
law. Finally, the article emphasizes the need for positive measures to enhance Al literacy, advocating for a rule of law
framework that calls for collective efforts by governments and Al applications to bridge the digital divide and safeguard
the right to equality in the era of rapid technological advancement.

The phrase “Al by the people, for the people” suggests an ideal of artificial intelligence that is created by and for the
benefit of humanity as a whole, reflecting principles of transparency, inclusivity and accessibility. It further encapsulates
the idea that Al technology should be developed with the interests and needs of people at its core, and that it should
comply with the rule of law, an important pilar of our legal culture.
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